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(1) Conspicuously place the overall
classification at the top and bottom of
the outside of the front cover (if any),
on the title page (if any), on the first
page, and on the outside of the back
cover (if any).

(2) For documents containing infor-
mation classified at more than one
level, the overall marking shall be the
highest level. For example, if a docu-
ment contains some information
marked ‘‘Secret’” and other informa-
tion marked ‘‘Confidential,”” the over-
all marking would be ‘‘Secret.”

(3) Bach interior page of a classified
document shall be marked at the top
and bottom either with the highest
level of classification of information
contained on that page, including the
designation ‘‘Unclassified”” when it is
applicable, or with the highest overall
classification of the document.

(c) Portion marking. BEach portion of a
document, ordinarily a paragraph, but
including subjects, titles, graphics, ta-
bles, charts, bullet statements, sub-
paragraphs, classified signature blocks,
bullets and other portions within slide
presentations, and the like, shall be
marked to indicate which portions are
classified and which portions are un-
classified by placing a parenthetical
symbol immediately preceding the por-
tion to which it applies.

(1) To indicate the appropriate classi-
fication level, the symbols ‘“‘(TS)” for
Top Secret, ““(S)” for Secret, and *“(C)”’
for Confidential will be used.

(2) Portions which do not meet the
standards of the Order for classifica-
tion shall be marked with “(U)” for
Unclassified.

(3) In cases where portions are seg-
mented such as paragraphs, sub-para-
graphs, bullets, and sub-bullets and the
classification level is the same
throughout, it is sufficient to put only
one portion marking at the beginning
of the main paragraph or main bullet.
If there are different levels of classi-
fication among these segments, then
all segments shall be portion marked
separately in order to avoid over-clas-
sification of any one segment. If the in-
formation contained in a sub-para-
graph or sub-bullet is a higher level of
classification than its parent para-
graph or parent bullet, this does not
make the parent paragraph or parent
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bullet classified at that same level.
Each portion shall reflect the classi-
fication level of that individual portion
and not any other portions. At the
same time, any portion, no matter
what its status, is still capable of de-
termining the overall classification of
the document.

(d) Dissemination control and handling
markings. Many agencies require addi-
tional control and handling markings
that supplement the overall classifica-
tion markings. See §2001.24(j) for spe-
cific guidance.

(e) Date of origin of document. The
date of origin of the document shall be
indicated in a manner that is imme-
diately apparent.

§2001.22 Derivative classification.

(a) General. Information classified de-
rivatively on the basis of source docu-
ments or classification guides shall
bear all markings prescribed in §2001.20
and §2001.21, except as provided in this
section. Information for these mark-
ings shall be carried forward from the
source document or taken from in-
structions in the appropriate classi-
fication guide.

(b) Identity of persons who apply deriv-
ative classification markings. Derivative
classifiers shall be identified by name
and position, or by personal identifier,
in a manner that is immediately appar-
ent on each derivatively classified doc-
ument. If not otherwise evident, the
agency and office of origin shall be
identified and follow the name on the
‘“‘Classified By’ line. An example might
appear as:

Classified By: Peggy Jones, Lead Analyst,
Research and Analysis Division or
Classified By: ID # IMNO01

(c) Source of derivative classification.
(1) The derivative classifier shall con-
cisely identify the source document or
the classification guide on the ‘‘De-
rived From” line, including the agency
and, where available, the office of ori-
gin, and the date of the source or
guide. An example might appear as:

Derived From: Memo, ‘‘Funding Problems,”’
October 20, 2008, Office of Administration,
Department of Good Works or

Derived From: CG No. 1, Department of Good
Works, dated October 20, 2008
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(i) When a document is classified de-
rivatively on the basis of more than
one source document or classification
guide, the ‘“‘Derived From’ line shall
appear as:

Derived From: Multiple Sources

(ii) The derivative classifier shall in-
clude a listing of the source materials
on, or attached to, each derivatively
classified document.

(2) A document derivatively classi-
fied on the basis of a source document
that is itself marked ‘‘Multiple
Sources” shall cite the source docu-
ment on its ‘“‘Derived From” line rath-
er than the term ‘‘Multiple Sources.”
An example might appear as:

Derived From: Report entitled, ‘“‘New Weap-
ons,”” dated October 20, 2009, Department of
Good Works, Office of Administration

(d) Reason for classification. The rea-
son for the original classification deci-
sion, as reflected in the source docu-
ment(s) or classification guide, is not
transferred in a derivative classifica-
tion action.

(e) Declassification instructions. (1) The
derivative classifier shall carry for-
ward the instructions on the ‘‘Declas-
sify On”’ line from the source document
to the derivative document, or the du-
ration instruction from the classifica-
tion or declassification guide, unless it
contains one of the declassification in-
structions as listed in paragraph (e)(3)
of this section. If the source document
is missing the declassification instruc-
tion, then a calculated date of 25 years
from the date of the source document
(if available) or the current date (if the
source document date is not available)
shall be carried forward by the deriva-
tive classifier.

(2) When a document is classified de-
rivatively on the basis of more than
one source document or more than one
element of a classification guide, the
“Declassify On’’ line shall reflect the
longest duration of any of its sources.

(3) When a document is classified de-
rivatively either from a source docu-
ment(s) or a classification guide that
contains one of the following declas-
sification instructions, ‘‘Originating
Agency’s Determination Required,”
“OADR,” or ‘“‘Manual Review,” ‘“MR,”
or any of the exemption markings X1,
X2, X3, X4, X5, X6, X7, and X8, the de-
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rivative classifier shall calculate a
date that is 256 years from the date of
the source document when determining
a derivative document’s date or event
to be placed in the ‘‘Declassify On”
line.

(i) If a document is marked with the
declassification instructions “DCI
Only” or “DNI Only”’ and does not con-
tain information described in E.O.
12951, ‘‘Release of Imagery Acquired by
Space-Based National Intelligence Re-
connaissance Systems,’’ the derivative
classifier shall calculate a date that is
25 years from the date of the source
document when determining a deriva-
tive document’s date or event to be
placed in the ‘“‘Declassify On’’ line.

(ii) If a document is marked with
“DCI Only” or “DNI Only” and the in-
formation is subject to E.O. 12951, the
derivative classifier shall use a date or
event as prescribed by the Director of
National Intelligence.

(4) When determining the most re-
strictive declassification instruction
among multiple source documents, ad-
here to the following hierarchy for de-
termining the declassification instruc-
tions for the ‘“‘Declassify On’’ line:

(i) 50X1-HUM or 50X2-WMD, or an
ISOO-approved designator reflecting
the Panel approval for classification
beyond 50 years in accordance with sec-
tion 3.3(h)(2) of the Order;

(ii) 26X1 through 25X9, with a date or
event;

(iii) A specific declassification date
or event within 25 years;

(iv) Absent guidance from an original
classification authority with jurisdic-
tion over the information, a calculated
25-year date from the date of the
source document.

(56) When declassification dates are
displayed numerically, the following
format shall be used: YYYYMMDD.

(f) Owverall marking. The derivative
classifier shall conspicuously mark the
classified document with the highest
level of classification of information
included in the document, as provided
in §2001.21(b).

(g) Portion marking. Each portion of a
derivatively classified document shall
be marked immediately preceding the
portion to which it applies, in accord-
ance with its source, and as provided in
§2001.21(c).
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(h) Dissemination control and handling
markings. Many agencies require addi-
tional control and handling markings
that supplement the overall classifica-
tion markings. See §2001.24(j) for spe-
cific guidance.

(i) Date of origin of document. The
date of origin of the document shall be
indicated in a manner that is imme-
diately apparent.

§2001.23 Classification marking in the
electronic environment.

(a) General. Classified national secu-
rity information in the electronic envi-
ronment shall be:

(1) Subject to all requirements of the
Order.

(2) Marked with proper classification
markings to the extent that such
marking is practical, including portion
marking, overall classification, ‘‘Clas-
sified By,” ‘‘Derived From,” ‘‘Reason”
for classification (originally classified
information only), and ‘‘Declassify
On.”

(3) Marked with proper classification
markings when appearing in an elec-
tronic output (e.g., database query) in
which users of the information will
need to be alerted to the classification
status of the information.

(4) Marked in accordance with deriv-
ative classification procedures, main-
taining traceability of classification
decisions to the original classification
authority. In cases where classified in-
formation in an electronic environ-
ment cannot be marked in this man-
ner, a warning shall be applied to alert
users that the information may not be
used as a source for derivative classi-
fication and providing a point of con-
tact and instructions for users to re-
ceive further guidance on the use and
classification of the information.

(5) Prohibited from use as source of
derivative classification if it is dy-
namic in nature (e.g., wikis and blogs)
and where information is not marked
in accordance with the Order.

(b) Markings on classified e-mail mes-
sages. (1) E-mail transmitted on or pre-
pared for transmission on classified
systems or networks shall be config-
ured to display the overall classifica-
tion at the top and bottom of the body
of each message. The overall classifica-
tion marking string for the e-mail
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shall reflect the classification of the
header and body of the message. This
includes the subject line, the text of
the e-mail, a classified signature block,
attachments, included messages, and
any other information conveyed in the
body of the e-mail. A single linear text
string showing the overall classifica-
tion and markings shall be included in
the first line of text and at the end of
the body of the message after the sig-
nature block.

(2) Classified e-mail shall be portion
marked. Each portion shall be marked
to reflect the highest level of informa-
tion contained in that portion. A text
portion containing a uniform resource
locator (URL) or reference (i.e., link) to
another document shall be portion
marked based on the classification of
the content of the URL or link text,
even if the content to which it points
reflects a higher classification mark-
ing.

(3) A classified signature block shall
be portion marked to reflect the high-
est classification level markings of the
information contained in the signature
block itself.

(4) Subject lines shall be portion
marked to reflect the sensitivity of the
information in the subject line itself
and shall not reflect any classification
markings for the e-mail content or at-
tachments. Subject lines and titles
shall be portion marked before the sub-
ject or title.

(5) For a classified e-mail, the classi-
fication authority block shall be placed
after the signature block, but before
the overall classification marking
string at the end of the e-mail. These
blocks may appear as single linear text
strings instead of the traditional ap-
pearance of three lines of text.

(6) When forwarding or replying to an
e-mail, individuals shall ensure that, in
addition to the markings required for
the content of the reply or forward e-
mail itself, the markings shall reflect
the overall classification and declas-
sification instructions for the entire
string of e-mails and attachments. This
will include any newly drafted mate-
rial, material received from previous
senders, and any attachments.

(c) Marking Web pages with classified
content. (1) Web pages shall be classi-
fied and marked on their own content
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