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facilities deemed most sensitive. NARA 
also withholds records describing spe-
cific measures that can be used to 
counteract such agency vulnerabilities. 

(b) The Archivist of the United 
States may determine that this general 
restriction does not apply to specific 
records because enough time has 
passed that agency statutes or regula-
tions would not be compromised and 
programs, systems, and facilities would 
not be harmed. 

§ 1256.50 Information exempted from 
disclosure by statute. 

In accordance with 5 U.S.C. 552(b)(3), 
NARA withholds records containing in-
formation that is specifically exempted 
from disclosure by statute when that 
statute: 

(a) Requires withholding information 
from the public, leaving no discretion; 
or 

(b) Establishes particular criteria for 
withholding or refers to particular 
types of matters to be withheld. 

§ 1256.52 Trade secrets and commer-
cial or financial information. 

In accordance with 5 U.S.C. 552(b)(4), 
NARA may withhold records that con-
tain trade secrets and commercial or 
financial information, obtained from a 
person, that is privileged or confiden-
tial. Such records may be disclosed 
only if: 

(a) The person who provided the in-
formation agrees to its release; or 

(b) In the judgment of the Archivist 
of the United States, enough time has 
passed that release of the information 
would not result in substantial com-
petitive harm to the submitter of the 
information. See 36 CFR 1250.82 for ad-
ditional regulatory guidance. 

§ 1256.54 Inter- and intra-agency 
memoranda (subject to privilege). 

(a) In accordance with 5 U.S.C. 
552(b)(5), NARA may withhold informa-
tion found in inter-agency or intra- 
agency records if that information is 
subject to a legally recognized privi-
lege, including the: 

(1) Deliberative process privilege; 
(2) Attorney work product privilege; 

and 
(3) Attorney-client privilege. 

(b) The Archivist of the United 
States may determine that this general 
restriction does not apply to specific 
records because enough time has 
passed that release of the information 
would not result in the harm that the 
privilege was intended to protect or 
confidential attorney-client commu-
nications. 

§ 1256.56 Information that would in-
vade the privacy of a living indi-
vidual. 

(a) In accordance with 5 U.S.C. 
552(b)(6), NARA will withhold records 
in personnel and medical and similar 
files containing information about a 
living individual that reveals details of 
a highly personal nature that, if re-
leased, would cause a clearly unwar-
ranted invasion of personal privacy. 
Privacy information may include, but 
is not limited to, information about 
the physical or mental health or the 
medical or psychiatric care or treat-
ment of the individual, and that: 

(1) Contains personal information not 
known to have been previously made 
public, and 

(2) Relates to events less than 75 
years old. 

(b) The Archivist of the United 
States may determine that this general 
restriction does not apply to: 

(1) Specific records because enough 
time has passed that the privacy of liv-
ing individuals is not compromised; or 

(2) Researchers for the purpose of bio-
medical and social science research 
when such researchers have provided 
NARA with adequate written assurance 
that the record(s) will be used solely as 
a research or reporting record and that 
no individually identifiable informa-
tion will be disclosed. 

§ 1256.58 Information related to law 
enforcement investigations. 

(a) In accordance with 5 U.S.C. 
552(b)(7), NARA will withhold records 
compiled for law enforcement purposes. 
Unless otherwise determined by the Ar-
chivist in accordance with paragraph 
(b) of this section, records compiled for 
law enforcement purposes may be dis-
closed only if all of the following con-
ditions are met: 
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(1) The release of the information 
does not interfere with law enforce-
ment proceedings; 

(2) The release of the information 
would not deprive a person of a right to 
a fair trial or an impartial adjudica-
tion; 

(3) The release of the information 
would not constitute an unwarranted 
invasion of personal privacy; 

(4) Confidential sources and informa-
tion provided by a confidential source 
are not revealed; 

(5) Confidential investigation tech-
niques are not described; and 

(6) Release of the information would 
not endanger the life or physical safety 
of any person. 

(b) The Archivist of the United 
States may determine that this general 
restriction does not apply to specific 
records because enough time has 
passed that: 

(1) The safety of persons is not en-
dangered, and 

(2) The public interest in disclosure 
outweighs the continued need for con-
fidentiality. 

§ 1256.60 Information relating to finan-
cial institutions. 

(a) In accordance with 5 U.S.C. 
552(b)(8), NARA may withhold informa-
tion in records contained in or relating 
to the examination, operating, or con-
dition reports prepared by, on behalf 
of, or for the use of an agency respon-
sible for the regulation or supervision 
of financial institutions. 

(b) The Archivist of the United 
States may determine that this general 
restriction does not apply to specific 
records because enough time has 
passed that current financial informa-
tion is not compromised. 

§ 1256.62 Geological and geophysical 
information relating to wells. 

(a) In accordance with 5 U.S.C. 
552(b)(9), NARA may withhold informa-
tion in records that relates to geologi-
cal and geophysical information and 
data, including maps, concerning wells. 

(b) The Archivist of the United 
States may determine that this general 
restriction does not apply to specific 
records because enough time has 
passed that current proprietary rights 
are not compromised. 

Subpart E—Access to Materials 
Containing National Security- 
Classified Information 

§ 1256.70 What controls access to na-
tional security-classified informa-
tion? 

(a) The declassification of and public 
access to national security-classified 
information, hereinafter referred to as 
‘‘classified information’’ is governed by 
Executive Order 12958 of April 17, 1995 
(3 CFR, 1995 Comp., p. 333) and as 
amended by Executive Order 13292 of 
March 25, 2003 (68 FR 15315, 3 CFR, 2003 
Comp. 196), 32 CFR part 2001, and the 
Freedom of Information Act (5 U.S.C. 
552, as amended). 

(b) Public access to documents de-
classified in accordance with this regu-
lation may be restricted or denied for 
other reasons under the provisions of 5 
U.S.C. 552(b) for accessioned agency 
records; §§ 1256.30 through 1256.36 of this 
part for donated historical materials; 
44 U.S.C. 2111, 44 U.S.C. 2201 et seq., and 
36 CFR part 1270 for Presidential 
records; and 44 U.S.C. 2111 note and 36 
CFR part 1275 for Nixon Presidential 
materials. 

§ 1256.72 What are FOIA requests and 
mandatory review requests? 

(a) You may file a FOIA request for 
Executive Branch agency records, re-
gardless of whether they contain clas-
sified information. The FOIA also ap-
plies to Presidential records as cited in 
§ 1256.74(b). The FOIA does not apply to 
records of the Judicial and Legislative 
Branches or to donated historical ma-
terials. 

(b) You may only file a mandatory 
review request if the records contain 
classified information. NARA handles 
mandatory review requests for records 
we hold for the Executive, Judicial, 
and Legislative Branches as well as do-
nated historical materials under E.O. 
12958, as amended, section 3.5. 

§ 1256.74 How does NARA process 
Freedom of Information Act (FOIA) 
requests for classified information? 

(a) NARA processes FOIA requests 
for access to classified information in 
Federal records in accordance with the 
provisions of 36 CFR part 1250. Time 
limits for responses to FOIA requests 
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