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(3) The impact of the relevant sub-
stantive law concerning applicable 
privileges recognized by statute, com-
mon law, judicial interpretation or 
similar authority; 

(4) The information provided by the 
issuer of the demand in response to re-
quests by the Appropriate Authority 
pursuant to paragraphs (b) and (c) of 
this section; 

(5) The steps taken by the issuer of 
the demand to minimize the burden of 
disclosure or production on GSA, in-
cluding but not limited to willingness 
to accept authenticated copies of mate-
rial in lieu of personal appearance by 
GSA employees; 

(6) The impact on pending or poten-
tial litigation involving GSA or the 
United States as a party; 

(7) In consultation with the head of 
the GSA organizational component af-
fected, the burden on GSA which dis-
closure or production would entail; and 

(8) Any additional factors unique to a 
particular demand or proceeding. 

(f) The Appropriate Authority shall 
not approve a disclosure or production 
which would: 

(1) Violate a statute or a specific reg-
ulation; 

(2) Reveal classified information, un-
less appropriately declassified by the 
originating agency; 

(3) Reveal a confidential source or in-
formant, unless the investigative agen-
cy and the source or informant con-
sent; 

(4) Reveal records or information 
compiled for law enforcement purposes 
which would interfere with enforce-
ment proceedings or disclose investiga-
tive techniques and procedures the ef-
fectiveness of which would be impaired; 

(5) Reveal trade secrets or commer-
cial or financial information which is 
privileged or confidential without prior 
consultation with the person from 
whom it was obtained; or 

(6) Be contrary to a recognized privi-
lege. 

(g) The Appropriate Authority’s de-
termination, including any reasons for 
denial or limitations on disclosure or 
production, shall be made as expedi-
tiously as possible and shall be commu-
nicated in writing to the issuer of the 
demand and appropriate current or 
former GSA employee(s). In pro-

ceedings in which GSA, its current or 
former employees, or the United States 
are represented by DOJ, the determina-
tion shall be coordinated with DOJ 
which may respond to the issuer of the 
subpoenas or demand in lieu of the Ap-
propriate Authority. 

§ 105–60.606 Procedure where re-
sponse to demand is required prior 
to receiving instructions. 

(a) If a response to a demand is re-
quired before the Appropriate 
Authority’s decision is issued, a GSA 
attorney designated by the Appropriate 
Authority for the purpose shall appear 
with the employee or former employee 
upon whom the demand has been made, 
and shall furnish the judicial or other 
authority with a copy of the instruc-
tions contained in this subpart. The at-
torney shall inform the court or other 
authority that the demand has been or 
is being referred for the prompt consid-
eration by the Appropriate Authority. 
The attorney shall respectfully request 
the judicial or administrative author-
ity to stay the demand pending receipt 
of the requested instructions. 

(b) The designated GSA attorney 
shall coordinate GSA’s response with 
DOJ’s Civil Division or the relevant Of-
fice of the United States Attorney and 
may request that a DOJ or Assistant 
United States Attorney appear with 
the employee in addition to or in lieu 
of a designated GSA attorney. 

(c) If an immediate demand for pro-
duction or disclosure is made in cir-
cumstances which preclude the appear-
ance of a GSA or DOJ attorney on the 
behalf of the employee or the former 
employee, the employee or former em-
ployee shall respectfully make a re-
quest to the demanding authority for 
sufficient time to obtain advice of 
counsel. 

§ 105–60.607 Procedure in the event of 
an adverse ruling. 

If the court or other authority de-
clines to stay the effect of the demand 
in response to a request made in ac-
cordance with § 105–60.606 pending re-
ceipt of instructions, or if the court or 
other authority rules that the demand 
must be complied with irrespective of 
instructions by the Appropriate Au-
thority not to produce the material or 
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disclose the information sought, the 
employee or former employee upon 
whom the demand has been made shall 
respectfully decline to comply, citing 
these instructions and the decision of 
the United States Supreme Court in 
United States ex rel. Touhy v. Ragen, 
340 U.S. 462 (1951). 

§ 105–60.608 Fees, expenses, and costs. 
(a) In consultation with the Appro-

priate Authority, a current employee 
who appears as a witness pursuant to a 
demand shall ensure that he or she re-
ceives all fees and expenses, including 
travel expenses, to which witnesses are 
entitled pursuant to rules applicable to 
the judicial or administrative pro-
ceedings out of which the demand 
arose. 

(b) Witness fees and reimbursement 
for expenses received by a GSA em-
ployee shall be disposed of in accord-
ance with rules applicable to Federal 
employees in effect at the time. 

(c) Reimbursement to the GSA for 
costs associated with producing mate-
rial pursuant to a demand shall be de-
termined in accordance with rules ap-
plicable to the proceedings out of 
which the demand arose. 

PART 105–62—DOCUMENT 
SECURITY AND DECLASSIFICATION 

Sec. 
105–62.000 Scope of part. 

Subpart 105.62.1—Classified Materials 

105–62.101 Security classification categories. 
105–62.102 Authority to originally classify. 
105–62.103 Access to GSA-originated mate-

rials. 

Subpart 105–62.2—Declassification and 
Downgrading 

105–62.201 Declassification and downgrading. 
105–62.202 Review of classified materials for 

declassification purposes. 

AUTHORITY: Sec. 205(c), 63 Stat. 390; 40 
U.S.C. 486(c); and E.O. 12065 dated June 28, 
1978. 

SOURCE: 44 FR 64805, Nov. 8, 1979, unless 
otherwise noted. 

§ 105–62.000 Scope of part. 
This part prescribes procedures for 

safeguarding national security infor-

mation and material within GSA. They 
explain how to identify, classify, down-
grade, declassify, disseminate, and pro-
tect such information in the interests 
of national security. They also supple-
ment and conform with Executive 
Order 12065 dated June 28, 1978, subject: 
National Security Information, and the 
Implementing Directive dated Sep-
tember 29, 1978, issued through the In-
formation Security Oversight Office. 

Subpart 105–62.1—Classified 
Materials 

§ 105–62.101 Security classification cat-
egories. 

As set forth in Executive Order 12065, 
official information or material which 
requires protection against unauthor-
ized disclosure in the interests of the 
national defense or foreign relations of 
the United States (hereinafter collec-
tively termed ‘‘national security’’) 
shall be classified in one of three cat-
egories: Namely, Top Secret, Secret, or 
Confidential, depending on its degree of 
significance to the national security. 
No other categories shall be used to 
identify official information or mate-
rial as requiring protection in the in-
terests of national security except as 
otherwise expressly provided by stat-
ute. The three classification categories 
are defined as follows: 

(a) Top Secret. Top Secret refers to 
that national security information 
which requires the highest degree of 
protection, and shall be applied only to 
such information as the unauthorized 
disclosure of which could reasonably be 
expected to cause exceptionally grave 
damage to the national security. Ex-
amples of exceptionally grave damage 
include armed hostilities against the 
United States or its allies, disruption 
of foreign relations vitally affecting 
the national security, intelligence 
sources and methods, and the com-
promise of vital national defense plans 
or complex cryptologic and commu-
nications systems. This classification 
shall be used with the utmost re-
straint. 

(b) Secret. Secret refers to that na-
tional security information or material 
which requires a substantial degree of 
protection, and shall be applied only to 
such information as the unauthorized 
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