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Subpart A—General Provisions

§170.100 Statutory basis and purpose.

The provisions of this subchapter im-
plement sections 3001(c)(5) and 3004 of
the Public Health Service Act.

[75 FR 36203, June 24, 2010]

§170.101 Applicability.

The standards, implementation spec-
ifications, and certification -criteria
adopted in this part apply to Complete
EHRs and EHR Modules and the testing
and certification of such Complete
EHRs and EHR Modules.

§170.102 Definitions.

For the purposes of this part:

Certification criteria means criteria:

(1) To establish that health informa-
tion technology meets applicable
standards and implementation speci-
fications adopted by the Secretary; or

(2) That are used to test and certify
that health information technology in-
cludes required capabilities.

Certified EHR Technology means:

(1) A Complete EHR that meets the
requirements included in the definition
of a Qualified EHR and has been tested
and certified in accordance with the
certification program established by
the National Coordinator as having
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§170.200

met all applicable certification criteria
adopted by the Secretary; or

(2) A combination of EHR Modules in
which each constituent EHR Module of
the combination has been tested and
certified in accordance with the certifi-
cation program established by the Na-
tional Coordinator as having met all
applicable certification criteria adopt-
ed by the Secretary, and the resultant
combination also meets the require-
ments included in the definition of a
Qualified EHR.

Complete EHR means EHR technology
that has been developed to meet, at a
minimum, all applicable certification
criteria adopted by the Secretary.

Disclosure is defined as it is in 45 CFR
160.103.

EHR Module means any service, com-
ponent, or combination thereof that
can meet the requirements of at least
one certification criterion adopted by
the Secretary.

Human readable format means a for-
mat that enables a human to read and
easily comprehend the information
presented to him or her regardless of
the method of presentation.

Implementation specification means
specific requirements or instructions
for implementing a standard.

Qualified EHR means an electronic
record of health-related information on
an individual that:

(1) Includes patient demographic and
clinical health information, such as
medical history and problem lists; and

(2) Has the capacity:

(i) To provide clinical decision sup-
port;

(ii) To support physician order entry;

(iii) To capture and query informa-
tion relevant to health care quality;
and

(iv) To exchange electronic health in-
formation with, and integrate such in-
formation from other sources.

Standard means a technical, func-
tional, or performance-based rule, con-
dition, requirement, or specification
that stipulates instructions, fields,
codes, data, materials, characteristics,
or actions.

[75 FR 2042, Jan. 13, 2010, as amended at 75
FR 36203, June 24, 2010; 75 FR 44649, July 28,
2010]

45 CFR Subtitle A (10-1-10 Edition)

Subpart B—Standards and Imple-
mentation Specifications for
Health Information Tech-
nology

SOURCE: 75 FR 44649, July 28, 2010, unless
otherwise noted.

§170.200 Applicability.

The standards and implementation
specifications adopted in this part
apply with respect to Complete EHRs
and EHR Modules.

§170.202 [Reserved]

§170.205 Content exchange standards
and implementation specifications
for exchanging electronic health in-
formation.

The Secretary adopts the following
content exchange standards and associ-
ated implementation specifications:

(a) Patient summary record—(1) Stand-
ard. Health Level Seven Clinical Docu-
ment Architecture (CDA) Release 2,
Continuity of Care Document (CCD)
(incorporated by reference in §170.299).
Implementation specifications. The
Healthcare Information Technology
Standards Panel (HITSP) Summary
Documents Using HLL7 CCD Component
HITSP/C32 (incorporated by reference
in §170.299).

(2) Standard. ASTM E2369 Standard
Specification for Continuity of Care
Record and Adjunct to ASTM E2369 (in-
corporated by reference in §170.299).

(b) Electronic prescribing.— (1) Stand-
ard. The National Council for the Pre-
scription Drug Programs (NCPDP) Pre-
scriber/Pharmacist Interface SCRIPT
standard, Implementation Guide,
Version 8, Release 1 (Version 8.1) Octo-
ber 2005 (incorporated by reference in
§170.299)

(2) Standard. NCPDP SCRIPT Stand-

ard, Implementation Guide, Version
10.6 (incorporated by reference in
§170.299).

(c) Electronic submission of lab results
to public health agencies. Standard. HLT

2.5.1 (incorporated by reference in
§170.299). Implementation specifications.
HL7 Version 2.5.1 Implementation

Guide: Electronic Laboratory Report-
ing to Public Health, Release 1 (US
Realm) (incorporated by reference in
§170.299).
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(d) Electronic submission to public
health agencies for surveillance or report-
ing.— (1) Standard. HL7 2.3.1 (incor-
porated by reference in §170.299).

(2) Standard. HLL7 2.5.1 (incorporated
by reference in §170.299). Implementation
specifications. Public Health Informa-
tion Network HL7 Version 2.5 Message
Structure Specification for National
Condition Reporting Final Version 1.0
and Errata and Clarifications National
Notification Message Structural Speci-
fication (incorporated by reference in
§170.299).

(e) Electronic submission to immuniza-
tion registries.— (1) Standard. HLT 2.3.1
(incorporated by reference in §170.299).
Implementation  specifications. Imple-
mentation Guide for Immunization
Data Transactions using Version 2.3.1
of the Health Level Seven (HL7) Stand-
ard Protocol Implementation Guide
Version 2.2 (incorporated by reference
in §170.299).

(2) Standard. HLL7 2.5.1 (incorporated
by reference in §170.299). Implementation
specifications. HLT 2.56.1 Implementation
Guide for Immunization Messaging Re-
lease 1.0 (incorporated by reference in
§170.299).

(f) Quality reporting. Standard. The
CMS Physician Quality Reporting Ini-
tiative (PQRI) 2009 Registry XML Spec-
ification (incorporated by reference in
§170.299). Implementation specifications.
Physician Quality Reporting Initiative
Measure Specifications Manual for
Claims and Registry (incorporated by
reference in §170.299).

§170.207 Vocabulary standards for
representing electronic health in-
formation.

The Secretary adopts the following
code sets, terminology, and nomen-
clature as the vocabulary standards for
the purpose of representing electronic
health information:

(a) Problems—(1) Standard. The code
set specified at 45 CFR 162.1002(a)(1) for
the indicated conditions.

(2) Standard. International Health
Terminology Standards Development
Organization (IHTSDO) Systematized
Nomenclature of Medicine Clinical
Terms (SNOMED CT®) July 2009
version (incorporated by reference in
§170.299).

§170.210

(b) Procedures—(1) Standard. The code
set specified at 45 CFR 162.1002(a)(2).

(2) Standard. The code set specified at
45 CFR 162.1002(a)(5).

(c) Laboratory test results. Standard.
Logical Observation Identifiers Names
and Codes (LOINC®) version 2.27, when
such codes were received within an
electronic transaction from a labora-
tory (incorporated by reference in
§170.299).

(d) Medications. Standard. Any source
vocabulary that is included in RxNorm,
a standardized nomenclature for clin-
ical drugs produced by the United
States National Library of Medicine.

(e) Immunizations. Standard. HLT
Standard Code Set CVX—Vaccines Ad-
ministered, July 30, 2009 version (incor-
porated by reference in §170.299).

(f) Race and Ethnicity. Standard. The
Office of Management and Budget
Standards for Maintaining, Collecting,
and Presenting Federal Data on Race
and Ethnicity, Statistical Policy Di-
rective No. 15, October 30, 1997 (avail-
able at http:/www.whitehouse.gov/omb/
rewrite/fedreg/ombdirl5.himl).

§170.210 Standards for health infor-
mation technology to protect elec-
tronic health information created,
maintained, and exchanged.

The Secretary adopts the following
standards to protect electronic health
information created, maintained, and
exchanged:

(a) Encryption and decryption of elec-
tronic health information—(1) General.
Any encryption algorithm identified by
the National Institute of Standards
and Technology (NIST) as an approved
security function in Annex A of the
Federal Information Processing Stand-
ards (FIPS) Publication 140-2 (incor-
porated by reference in §170.299).

(2) Exchange. Any encrypted and in-
tegrity protected link.

(b) Record actions related to electronic
health information. The date, time, pa-
tient identification, and user identi-
fication must be recorded when elec-
tronic health information is created,
modified, accessed, or deleted; and an
indication of which action(s) occurred
and by whom must also be recorded.

(c) Verification that electronic health
information has not been altered in tran-
sit. Standard. A hashing algorithm with
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§170.299

a security strength equal to or greater
than SHA-1 (Secure Hash Algorithm
(SHA-1) as specified by the National
Institute of Standards and Technology
(NIST) in FIPS PUB 180-3 (October,
2008)) must be used to verify that elec-
tronic health information has not been
altered.

(d) Record treatment, payment, and
health care operations disclosures. The
date, time, patient identification, user
identification, and a description of the
disclosure must be recorded for disclo-
sures for treatment, payment, and
health care operations, as these terms
are defined at 45 CFR 164.501.

§170.299 Incorporation by reference.

(a) Certain material is incorporated
by reference into this subpart with the
approval of the Director of the Federal
Register under 5 U.S.C. 552(a) and 1
CFR part 51. To enforce any edition
other than that specified in this sec-
tion, the Department of Health and
Human Services must publish notice of
change in the FEDERAL REGISTER and
the material must be available to the
public. All approved material is avail-
able for inspection at the National Ar-
chives and Records Administration
(NARA). For information on the avail-
ability of this material at NARA, call
202-741-6030 or go to hitp://
www.archives.gov/federal register/
code of federal regulations/
ibr _locations.html. Also, it is available
for inspection at U.S. Department of
Health and Human Services, Office of
the National Coordinator for Health In-
formation Technology, Hubert H. Hum-
phrey Building, Suite 729D, 200 Inde-
pendence Ave., SW., Washington, DC
20201, call ahead to arrange for inspec-
tion at 202-690-7151, and is available
from the sources listed below.

(b) Health Level Seven, 3300
Washtenaw Avenue, Suite 227, Ann
Arbor, MI 48104; Telephone (734) 677-
7777 or http://www.hl7.0rg/.

(1) Health Level Seven Standard
Version 2.3.1 (HL7 2.3.1), An Applica-
tion Protocol for Electronic Data Ex-
change in Healthcare Environments,
April 14, 1999, IBR approved for §170.205.

(2) Health Level Seven Messaging
Standard Version 2.5.1 (HL7 2.5.1), An
Application Protocol for Electronic
Data Exchange in Healthcare Environ-

45 CFR Subtitle A (10-1-10 Edition)

ments, February 21, 2007, IBR approved
for §170.205.

(3) Health Level Seven Implementa-
tion Guide: Clinical Document Archi-
tecture (CDA) Release 2—Continuity of
Care Document (CCD), April 01, 2007,
IBR approved for §170.205.

(4) HLL7 Version 2.5.1 Implementation
Guide: Electronic Laboratory Report-
ing to Public Health, Release 1 (US
Realm) HL7 Version 2.5.1: ORU~RO01,
HL7 Informative Document, February,
2010, IBR approved for §170.205.

(5) [Reserved]

(c) ASTM International, 100 Barr
Harbor Drive, PO Box C700, West
Conshohocken, PA, 19428-2959 TUSA;
Telephone (610) 832-9585 or http:/
www.astm.org/.

(1) ASTM E2369-05: Standard Speci-
fication for Continuity of Care Record
(CCR), year of adoption 2005, ASTM ap-
proved July 17, 2006, IBR approved for
§170.205.

(2) ASTM E2369-05 (Adjunct to E2369):
Standard Specification Continuity of
Care Record,—Final Version 1.0 (V1.0),
November 7, 2005, IBR approved for
§170.205.

(d) National Council for Prescription
Drug Programs, Incorporated, 9240 E.
Raintree Drive, Scottsdale, AZ 85260—
7518; Telephone (480) 477-1000; and Fac-
simile (480) 767-1042 or http:/
www.ncpdp.org.

(1) National Council for Prescription
Drug Programs Prescriber/Pharmacist
Interface SCRIPT Standard, Implemen-
tation Guide, Version 8, Release 1, Oc-
tober 2005, IBR approved for §170.205.

(2) SCRIPT Standard, Implementa-
tion Guide, Version 10.6, October, 2008,
(Approval date for ANSI: November 12,
2008), IBR approved for §170.205.

(3) [Reserved]

(e) Regenstrief Institute, Inc.,
LOINC® c/o Medical Informatics The
Regenstrief Institute, Inc 410 West 10th
Street, Suite 2000 Indianapolis, IN
46202-3012; Telephone (317) 423-5558 or
hitp://loinc.org/.

(1) Logical Observation Identifiers
Names and Codes (LOINC®) version
2.27, June 15, 2009, IBR approved for
§170.207.

(2) [Reserved]

(f) U.S. National Library of Medicine,
8600 Rockville Pike, Bethesda, MD
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20894; Telephone (301) 594-5983 or http:/
www.nlm.nih.gov/.

(1) International Health Terminology
Standards Development Organization
Systematized Nomenclature of Medi-
cine Clinical Terms (SNOMED CT®),
International Release, July 2009, IBR
approved for §170.207.

(2) [Reserved]

(g) Centers for Disease Control and
Prevention, National Centers for Im-
munization and Respiratory Diseases
Immunization Information System
Support Branch—Informatics 1600 Clif-
ton Road Mailstop: E-62 Atlanta, GA
30333

(1) HL7 Standard Code Set CVX—
Vaccines Administered, July 30, 2009,
IBR approved for §170.207.

(2) Implementation Guide for Immu-
nization Data Transactions using
Version 2.3.1 of the Health Level Seven
(HL7) Standard Protocol Implementa-
tion Guide Version 2.2, June 2006, IBR
approved for §170.205.

(3) HL7 2.5.1 Implementation Guide
for Immunization Messaging Release
1.0, May 1, 2010, IBR approved for
§170.205.

(4) Public Health Information Net-
work HL7 Version 2.5 Message Struc-
ture Specification for National Condi-
tion Reporting Final Version 1.0, in-
cluding Errata and Clarifications, Na-
tional Notification Message Structural
Specification, 8/18/2007, August 18, 2007,
IBR approved for §170.205.

(5) [Reserved]

(h) Centers for Medicare & Medicaid
Services, Office of Clinical Standards
and Quality, 7500 Security Boulevard,
Baltimore, Maryland 21244; Telephone
(410) 786-3000

(1) CMS PQRI 2009 Registry XML
Specifications, IBR approved for
§170.205.

(2) 2009 Physician Quality Reporting
Initiative Measure Specifications Man-
ual for Claims and Registry, Version
3.0, December 8, 2008 IBR approved for
§170.205.

(i) National Institute of Standards
and Technology, Information Tech-
nology Laboratory, National Institute
of Standards and Technology, 100 Bu-
reau Drive, Gaithersburg, MD 20899-
8930, http://csrc.nist.gov/groups/STM/cmvp/
standards.html.

§170.302

(1) Annex A: Approved Security
Functions for FIPS PUB 140-2, Secu-
rity Requirements for Cryptographic
Modules, Draft, January 27, 2010, IBR
approved for §170.210.

(2) [Reserved]

(j) American National Standards In-
stitute, Health Information Tech-
nology Standards Panel (HITSP) Secre-
tariat, 25 West 43rd Street—Fourth
Floor, New York, NY 10036, http:/
www.hitsp.org

(1) HITSP Summary Documents
Using HL7 Continuity of Care Docu-
ment (CCD) Component, HITSP/C32,
July 8, 2009, Version 2.5, IBR approved
for §170.205.

Subpart C—Certification Criteria
for Health Information Technology

SOURCE: 75 FR 44651, July 28, 2010, unless
otherwise noted.

§170.300 Applicability.

(a) The certification criteria adopted
in this subpart apply to the testing and
certification of Complete EHRs and
EHR Modules.

(b) When a certification criterion re-
fers to two or more standards as alter-
natives, use of at least one of the alter-
native standards will be considered
compliant.

(c) Complete EHRs and EHR Modules
are not required to be compliant with
certification criteria that are des-
ignated as optional.

§170.302 General certification criteria
for Complete EHRs or EHR Mod-
ules.

The Secretary adopts the following
general certification criteria for Com-
plete EHRs or EHR Modules. Complete
EHRs or EHR Modules must include
the capability to perform the following
functions electronically, unless des-
ignated as optional, and in accordance
with all applicable standards and im-
plementation specifications adopted in
this part:

(a) Drug-drug, drug-allergy interaction
checks—(1) Notifications. Automatically
and electronically generate and indi-
cate in real-time, notifications at the
point of care for drug-drug and drug-al-
lergy contraindications based on medi-
cation list, medication allergy list, and
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§170.302
computerized provider order
(CPOE).

(2) Adjustments. Provide certain users
with the ability to adjust notifications
provided for drug-drug and drug-allergy
interaction checks.

(b) Drug-formulary checks. Enable a
user to electronically check if drugs
are in a formulary or preferred drug
list.

(¢) Maintain up-to-date problem list.
Enable a user to electronically record,
modify, and retrieve a patient’s prob-
lem list for longitudinal care in accord-
ance with:

(1) The standard
§170.207(a)(1); or

(2) At a minimum, the version of the
standard specified in §170.207(a)(2).

(d) Maintain active medication list. En-
able a user to electronically record,
modify, and retrieve a patient’s active
medication list as well as medication
history for longitudinal care.

(e) Maintain active medication allergy
list. Enable a user to electronically
record, modify, and retrieve a patient’s
active medication allergy list as well
as medication allergy history for longi-
tudinal care.

(f) Record and chart vital signs—(1)
Vital signs. Enable a user to electroni-
cally record, modify, and retrieve a pa-
tient’s vital signs including, at a min-
imum, height, weight, and blood pres-
sure.

(2) Calculate body mass index. Auto-
matically calculate and display body
mass index (BMI) based on a patient’s
height and weight.

(3) Plot and display growth charts. Plot
and electronically display, upon re-
quest, growth charts for patients 2-20
years old.

(g) Smoking status. Enable a user to
electronically record, modify, and re-
trieve the smoking status of a patient.
Smoking status types must include:
current every day smoKker; current
some day smoker; former smoker;
never smoker; smoker, current status
unknown; and unknown if ever smoked.

(h) Incorporate laboratory test results—
(1) Receive results. Electronically re-
ceive clinical laboratory test results in
a structured format and display such
results in human readable format.

(2) Display test report information.
Electronically display all the informa-

entry

specified in

45 CFR Subtitle A (10-1-10 Edition)

tion for a test report specified at 42
CFR 493.1291(c)(1) through (7).

(3) Incorporate results. Electronically
attribute, associate, or link a labora-
tory test result to a laboratory order
or patient record.

(i) Generate patient lists. Enable a user
to electronically select, sort, retrieve,
and generate lists of patients according
to, at a minimum, the data elements
included in:

(1) Problem list;

(2) Medication list;

(3) Demographics; and

(4) Laboratory test results.

(j) Medication reconciliation. Enable a
user to electronically compare two or
more medication lists.

(k) Submission to immunization reg-
istries. Hlectronically record, modify,
retrieve, and submit immunization in-
formation in accordance with:

(1) The standard (and applicable im-
plementation specifications) specified
in §170.205(e)(1) or §170.205(e)(2); and

(2) At a minimum, the version of the
standard specified in §170.207(e).

(1) Public health surveillance. Elec-
tronically record, modify, retrieve, and
submit syndrome-based public health
surveillance information in accordance
with the standard (and applicable im-
plementation specifications) specified
in §170.205(d)(1) or §170.205(d)(2).

(m) Patient-specific education re-
sources. Enable a user to electronically
identify and provide patient-specific
education resources according to, at a
minimum, the data elements included
in the patient’s: problem list; medica-
tion list; and laboratory test results; as
well as provide such resources to the
patient.

(n) Automated measure calculation. For
each meaningful use objective with a
percentage-based measure, electroni-
cally record the numerator and denom-
inator and generate a report including
the numerator, denominator, and re-
sulting percentage associated with
each applicable meaningful use meas-
ure.

(0) Access control. Assign a unique
name and/or number for identifying
and tracking user identity and estab-
lish controls that permit only author-
ized users to access electronic health
information.
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(p) Emergency access. Permit author-
ized users (who are authorized for
emergency situations) to access elec-
tronic health information during an
emergency.

(a) Automatic log-off. Terminate an
electronic session after a predeter-
mined time of inactivity.

(r) Audit log. (1)—Record actions.
Record actions related to electronic
health information in accordance with
the standard specified in §170.210(b).

(2) Generate audit log. Enable a user
to generate an audit log for a specific
time period and to sort entries in the
audit log according to any of the ele-
ments specified in the standard at
§170.210(b).

(s) Integrity. (1) Create a message di-
gest in accordance with the standard
specified in §170.210(c).

(2) Verify in accordance with the
standard specified in §170.210(c) upon
receipt of electronically exchanged
health information that such informa-
tion has not been altered.

(3) Detection. Detect the alteration of
audit logs.

(t) Authentication. Verify that a per-
son or entity seeking access to elec-
tronic health information is the one
claimed and is authorized to access
such information.

(u) General encryption. Encrypt and
decrypt electronic health information
in accordance with the standard speci-
fied in §170.210(a)(1), unless the Sec-
retary determines that the use of such
algorithm would pose a significant se-
curity risk for Certified EHR Tech-
nology.

(v) Encryption when exchanging elec-
tronic health information. Encrypt and
decrypt electronic health information
when exchanged in accordance with the
standard specified in §170.210(a)(2).

(w) Optional. Accounting of disclosures.
Record disclosures made for treatment,
payment, and health care operations in
accordance with the standard specified
in §170.210(d).

§170.304 Specific certification criteria
for Complete EHRs or EHR Modules
designed for an ambulatory setting.

The Secretary adopts the following
certification criteria for Complete
EHRs or EHR Modules designed to be
used in an ambulatory setting. Com-

§170.304

plete EHRs or EHR Modules must in-
clude the capability to perform the fol-
lowing functions electronically and in
accordance with all applicable stand-
ards and implementation specifications
adopted in this part:

(a) Computericed provider order entry.
Enable a user to electronically record,
store, retrieve, and modify, at a min-
imum, the following order types:

(1) Medications;

(2) Laboratory; and

(3) Radiology/imaging.

(b) Electronic prescribing. Enable a
user to electronically generate and
transmit prescriptions and prescrip-
tion-related information in accordance
with:

(1) The standard specified in
§170.205(b)(1) or §170.205(b)(2); and
(2) The standard specified in

§170.207(d).

(c) Record demographics. Enable a user
to electronically record, modify, and
retrieve patient demographic data in-
cluding preferred language, gender,
race, ethnicity, and date of birth. En-
able race and ethnicity to be recorded
in accordance with the standard speci-
fied at §170.207(f).

(d) Patient reminders. Enable a user to
electronically generate a patient re-
minder list for preventive or follow-up
care according to patient preferences
based on, at a minimum, the data ele-
ments included in:

(1) Problem list;

(2) Medication list;

(3) Medication allergy list;

(4) Demographics; and

(5) Laboratory test results.

(e) Clinical decision support—(1) Imple-
ment rules. Implement automated, elec-
tronic clinical decision support rules
(in addition to drug-drug and drug-al-
lergy contraindication checking) based
on the data elements included in: prob-
lem list; medication list; demo-
graphics; and laboratory test results.

(2) Notifications. Automatically and
electronically generate and indicate in
real-time, notifications and care sug-
gestions based upon clinical decision
support rules.
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(f) Electronic copy of health informa-
tion. Enable a user to create an elec-
tronic copy of a patient’s clinical infor-
mation, including, at a minimum, diag-
nostic test results, problem list, medi-
cation list, and medication allergy list
in:

(1) Human readable format; and

(2) On electronic media or through
some other electronic means in accord-
ance with:

(i) The standard (and applicable im-
plementation specifications) specified
in §170.205(a)(1) or §170.205(a)(2); and

(ii) For the following data elements
the applicable standard must be used:

(A) Problems. The standard specified
in §170.207(a)(1) or, at a minimum, the
version of the standard specified in
§170.207(a)(2);

(B) Laboratory test results. At a min-
imum, the version of the standard spec-
ified in §170.207(c); and

(C) Medications. The standard speci-
fied in §170.207(d).

(g) Timely access. Enable a user to
provide patients with online access to
their clinical information, including,
at a minimum, lab test results, prob-
lem list, medication list, and medica-
tion allergy list.

(h) Clinical summaries. Enable a user
to provide clinical summaries to pa-
tients for each office visit that include,
at a minimum, diagnostic test results,
problem list, medication list, and
medication allergy list. If the clinical
summary is provided electronically it
must be:

(1) Provided in human readable for-
mat; and

(2) Provided on electronic media or
through some other electronic means
in accordance with:

(i) The standard (and applicable im-
plementation specifications) specified
in §170.205(a)(1) or §170.205(a)(2); and

(ii) For the following data elements
the applicable standard must be used:

(A) Problems. The standard specified
in §170.207(a)(1) or, at a minimum, the
version of the standard specified in
§170.207(a)(2);

(B) Laboratory test results. At a min-
imum, the version of the standard spec-
ified in §170.207(c); and

(C) Medications. The standard speci-
fied in §170.207(d).
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(i) Exchange clinical information and
patient summary record—(1) Electroni-
cally receive and display. Electronically
receive and display a patient’s sum-
mary record, from other providers and
organizations including, at a min-
imum, diagnostic tests results, prob-
lem list, medication list, and medica-
tion allergy list in accordance with the
standard (and applicable implementa-
tion specifications) specified in
§170.205(a)(1) or §170.205(a)(2). Upon re-
ceipt of a patient summary record for-
matted according to the alternative
standard, display it in human readable
format.

(2) Electronically transmit. Enable a
user to electronically transmit a pa-
tient summary record to other pro-
viders and organizations including, at a
minimum, diagnostic test results,
problem list, medication list, and
medication allergy list in accordance
with:

(i) The standard (and applicable im-
plementation specifications) specified
in §170.205(a)(1) or §170.205(a)(2); and

(ii) For the following data elements
the applicable standard must be used:

(A) Problems. The standard specified
in §170.207(a)(1) or, at a minimum, the
version of the standard specified in
§170.207(a)(2);

(B) Laboratory test results. At a min-
imum, the version of the standard spec-
ified in §170.207(c); and

(C) Medications. The standard speci-
fied in §170.207(d).

(j) Calculate and submit clinical quality
measures—(1) Calculate (i) Electroni-
cally calculate all of the core clinical
measures specified by CMS for eligible
professionals.

(ii) Electronically calculate, at a
minimum, three clinical quality meas-
ures specified by CMS for eligible pro-
fessionals, in addition to those clinical
quality measures specified in para-
graph (1)(i).

(2) Submission. Enable a user to elec-
tronically submit calculated -clinical
quality measures in accordance with
the standard and implementation spec-
ifications specified in §170.205(f).
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§170.306 Specific certification criteria
for Complete EHRs or EHR Modules
designed for an inpatient setting.

The Secretary adopts the following
certification criteria for Complete
EHRs or EHR Modules designed to be
used in an inpatient setting. Complete
EHRs or EHR Modules must include
the capability to perform the following
functions electronically and in accord-
ance with all applicable standards and
implementation specifications adopted
in this part:

(a) Computericed provider order entry.
Enable a user to electronically record,
store, retrieve, and modify, at a min-
imum, the following order types:

(1) Medications;

(2) Laboratory; and

(3) Radiology/imaging.

(b) Record demographics. Enable a user
to electronically record, modify, and
retrieve patient demographic data in-
cluding preferred language, gender,
race, ethnicity, date of birth, and date
and preliminary cause of death in the
event of mortality. Enable race and
ethnicity to be recorded in accordance
with the standard specified at
§170.207(f).

(c) Clinical decision support—(1) Imple-
ment rules. Implement automated, elec-
tronic clinical decision support rules
(in addition to drug-drug and drug-al-
lergy contraindication checking) based
on the data elements included in: prob-
lem list; medication 1list; demo-
graphics; and laboratory test results.

(2) Notifications. Automatically and
electronically generate and indicate in
real-time, notifications and care sug-
gestions based upon clinical decision
support rules.

(d) Electronic copy of health informa-
tion. (1) Enable a user to create an elec-
tronic copy of a patient’s clinical infor-
mation, including, at a minimum, diag-
nostic test results, problem list, medi-
cation list, medication allergy list, and
procedures:

(i) In human readable format; and

(ii) On electronic media or through
some other electronic means in accord-
ance with:

(A) The standard (and applicable im-
plementation specifications) specified
in §170.205(a)(1) or §170.205(a)(2); and

(B) For the following data elements
the applicable standard must be used:
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(1) Problems. The standard specified in
§170.207(a)(1) or, at a minimum, the
version of the standard specified in
§170.207(a)(2);

(2) Procedures. The standard specified
in §170.207(b)(1) or §170.207(b)(2);

(3) Laboratory test results. At a min-
imum, the version of the standard spec-
ified in §170.207(c); and

(4) Medications. The standard speci-
fied in §170.207(d).

(2) Enable a user to create an elec-
tronic copy of a patient’s discharge
summary in human readable format
and on electronic media or through
some other electronic means.

(e) Electronic copy of discharge instruc-
tions. Enable a user to create an elec-
tronic copy of the discharge instruc-
tions for a patient, in human readable
format, at the time of discharge on
electronic media or through some
other electronic means.

(f) Exchange clinical information and
patient summary record—(1) Electroni-
cally receive and display. Electronically
receive and display a patient’s sum-
mary record from other providers and
organizations including, at a min-
imum, diagnostic test results, problem
list, medication list, medication al-
lergy list, and procedures in accord-
ance with the standard (and applicable
implementation specifications) speci-
fied in §170.205(a)(1) or §170.205(a)(2).
Upon receipt of a patient summary
record formatted according to the al-
ternative standard, display it in human
readable format.

(2) Electronically transmit. Enable a
user to electronically transmit a pa-
tient’s summary record to other pro-
viders and organizations including, at a
minimum, diagnostic results, problem
list, medication 1list, medication al-
lergy list, and procedures in accord-
ance with:

(i) The standard (and applicable im-
plementation specifications) specified
in §170.205(a)(1) or §170.205(a)(2); and

(ii) For the following data elements
the applicable standard must be used:

(A) Problems. The standard specified
in §170.207(a)(1) or, at a minimum, the
version of the standard specified in
§170.207(a)(2);

(B) Procedures. The standard specified
in §170.207(b)(1) or §170.207(b)(2);
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(C) Laboratory test results. At a min-
imum, the version of the standard spec-
ified in §170.207(c); and

(D) Medications. The standard speci-
fied in §170.207(d).

(g) Reportable lab results. Electroni-
cally record, modify, retrieve, and sub-
mit reportable clinical lab results in
accordance with the standard (and ap-
plicable implementation specifica-
tions) specified in §170.205(c) and, at a
minimum, the version of the standard
specified in §170.207(c).

(h) Advance directives. Enable a user
to electronically record whether a pa-
tient has an advance directive.

(1) Calculate and submit clinical quality
measures—(1) Calculate. Electronically
calculate all of the clinical quality
measures specified by CMS for eligible
hospitals and critical access hospitals.

(2) Submission. Enable a user to elec-
tronically submit calculated clinical
quality measures in accordance with
the standard and implementation spec-
ifications specified in §170.205(f).

Subpart D—Temporary
Certification Program for HIT

SOURCE: 756 FR 36203, June 24, 2010, unless
otherwise noted.

§170.400 Basis and scope.

This subpart implements section
3001(c)(b) of the Public Health Service
Act, and sets forth the rules and proce-
dures related to the temporary certifi-
cation program for health information
technology administered by the Na-
tional Coordinator for Health Informa-
tion Technology.

§170.401 Applicability.

This subpart establishes the proc-
esses that applicants for ONC-ATCB
status must follow to be granted ONC-
ATCB status by the National Coordi-
nator, the processes the National Coor-
dinator will follow when assessing ap-
plicants and granting ONC-ATCB sta-
tus, the requirements that ONC-ATCBs
must follow to remain in good stand-
ing, and the requirements of ONC-
ATCBs for testing and certifying Com-
plete EHRs and/or EHR Modules in ac-
cordance with the applicable certifi-
cation criteria adopted by the Sec-
retary in subpart C of this part.

45 CFR Subtitle A (10-1-10 Edition)

§170.402

For the purposes of this subpart:

Applicant means a single organization
or a consortium of organizations that
seeks to become an ONC-ATCB by re-
questing and subsequently submitting
an application for ONC-ATCB status to
the National Coordinator.

Deployment site means the physical
location where a Complete EHR or
EHR Module resides or is being or has
been implemented.

Development site means the physical
location where a Complete EHR or
EHR Module was developed.

ONC-ATCB or ONC-Authorized Testing
and Certification Body means an organi-
zation or a consortium of organizations
that has applied to and been authorized
by the National Coordinator pursuant
to this subpart to perform the testing
and certification of Complete EHRs
and/or EHR Modules under the tem-
porary certification program.

Remote testing and certification means
the use of methods, including the use
of web-based tools or secured elec-
tronic transmissions, that do not re-
quire an ONC-ATCB to be physically
present at the development or deploy-
ment site to conduct testing and cer-
tification.

Definitions.

§170.405 Correspondence.

(a) Correspondence and communica-
tion with the National Coordinator
shall be conducted by e-mail, unless
otherwise necessary. The official date
of receipt of any e-mail between the
National Coordinator and an applicant
for ONC-ATCB status or an ONC-ATCB
is the day the e-mail was sent.

(b) In circumstances where it is nec-
essary for an applicant for ONC-ATCB
status or an ONC-ATCB to correspond
or communicate with the National Co-
ordinator by regular or express mail,
the official date of receipt will be the
date of the delivery confirmation.

§170.410 Types of testing and certifi-
cation.

Applicants may seek authorization
from the National Coordinator to per-
form the following types of testing and
certification:

(a) Complete EHR testing and certifi-
cation; and/or
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(b) EHR Module testing and certifi-
cation.

§170.415 Application prerequisite.

Applicants must request in writing
an application for ONC-ATCB status
from the National Coordinator. Appli-
cants must indicate:

(a) The type of authorization sought
pursuant to §170.410; and

(b) If seeking authorization to per-
form EHR Module testing and certifi-
cation, the specific type(s) of EHR
Module(s) they seek authorization to
test and certify. If qualified, applicants
will only be granted authorization to
test and certify the types of EHR Mod-
ules for which they seek authorization.

§170.420 Application.

The application for ONC-ATCB sta-
tus consists of two parts. Applicants
must complete both parts of the appli-
cation in their entirety and submit
them to the National Coordinator for
the application to be considered com-
plete.

(a) Part 1. An applicant must provide
all of the following:

(1) General identifying information
including:

(i) Name, address, city, state, zip
code, and Web site of applicant; and

(ii) Designation of an authorized rep-
resentative, including name, title,
phone number, and e-mail address of
the person who will serve as the appli-
cant’s point of contact.

(2) Documentation of the completion
and results of a self-audit against all
sections of ISO/IEC Guide 65:1996 (in-
corporated by reference in §170.499),
and the following:

(i) A description of the applicant’s
management structure according to
section 4.2 of ISO/IEC Guide 65:1996;

(ii) A copy of the applicant’s quality
manual that has been developed ac-
cording to section 4.56.3 of ISO/IEC
Guide 65:1996;

(iii) A copy of the applicant’s policies
and approach to confidentiality accord-
ing to section 4.10 of ISO/IEC Guide
65:1996;

(iv) A copy of the qualifications of
each of the applicant’s personnel who
oversee or perform certification ac-
cording to section 5.2 of ISO/IEC Guide
65:1996;
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(v) A copy of the applicant’s evalua-
tion reporting procedures according to
section 11 of ISO/IEC Guide 65:1996; and

(vi) A copy of the applicant’s policies
for use and display of certificates ac-
cording to section 14 of ISO/IEC Guide
65:1996.

(3) Documentation of the completion
and results of a self-audit against all
sections of ISO/IEC 17025:2005 (incor-
porated by reference in §170.499), and
the following:

(i) A copy of the applicant’s quality
system document according to section
4.2.2 of ISO/IEC 17025:2005;

(ii) A copy of the applicant’s policies
and procedures for handling testing
nonconformities according to section
4.9.1 of ISO/IEC 17025:2005; and

(iii) The qualifications of each of the
applicant’s personnel who oversee or
conduct testing according to section 5.2
of ISO/IEC 17025:2005.

(4) An agreement, properly executed
by the applicant’s authorized rep-
resentative, that it will adhere to the
Principles of Proper Conduct for ONC-
ATCBs.

(b) Part 2. An applicant must submit
a completed proficiency examination.

§170.423 Principles of proper conduct
for ONC-ATCBs.

An ONC-ATCB shall:

(a) Operate its certification program
in accordance with ISO/IEC Guide
65:1996 (incorporated by reference in
§170.499) and testing program in ac-
cordance with ISO/IEC 17025:2005 (incor-
porated by reference in §170.499);

(b) Maintain an effective quality
management system which addresses
all requirements of ISO/IEC 17025:2005
(incorporated by reference in §170.499);

(c) Attend all mandatory ONC train-
ing and program update sessions;

(d) Maintain a training program that
includes documented procedures and
training requirements to ensure its
personnel are competent to test and
certify Complete EHRs and/or EHR
Modules;

(e) Use test tools and test procedures
approved by the National Coordinator
for the purposes of assessing Complete
EHRs and/or EHR Modules compliance
with the certification criteria adopted
by the Secretary;
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(f) Report to ONC within 15 days any
changes that materially affect its:

(1) Legal, commercial, organiza-
tional, or ownership status;

(2) Organization and management, in-
cluding key testing and certification
personnel;

(3) Policies or procedures;

(4) Location;

(5) Facilities, working environment
or other resources;

(6) ONC authorized representative
(point of contact); or

(7) Other such matters that may oth-
erwise materially affect its ability to
test and certify Complete EHRs and/or
EHR Modules;

(g) Allow ONC, or its authorized
agents(s), to periodically observe on
site (unannounced or scheduled) during
normal business hours, any testing
and/or certification performed to dem-
onstrate compliance with the require-
ments of the temporary certification
program;

(h) Provide ONC, no less frequently
than weekly, a current list of Complete
EHRs and/or EHR Modules that have
been tested and certified which in-
cludes, at a minimum:

(1) The vendor name (if applicable);

(2) The date certified;

(3) The product version;

(4) The unique certification number
or other specific product identification;

(5) The clinical quality measures to
which a Complete EHR or EHR Module
has been tested and certified;

(6) Where applicable, any additional
software a Complete EHR or EHR Mod-
ule relied upon to demonstrate its com-
pliance with a certification criterion or
criteria adopted by the Secretary; and

(7) Where applicable, the certifi-
cation criterion or criteria to which
each EHR Module has been tested and
certified.

(1) Retain all records related to tests
and certifications according to ISO/IEC
Guide 65:1996 (incorporated by ref-
erence in §170.499) and ISO/IEC
17025:2005 (incorporated by reference in
§170.499) for the duration of the tem-
porary certification program and pro-
vide copies of the final results of all
completed tests and certifications to
ONC at the conclusion of testing and
certification activities under the tem-
porary certification program;
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(j) Promptly refund any and all fees
received for:

(1) Requests for testing and certifi-
cation that are withdrawn while its op-
erations are suspended by the National
Coordinator;

(2) Testing and certification that will
not be completed as a result of its con-
duct; and

(3) Previous testing and certification
that it performed if its conduct neces-
sitates the recertification of Complete
EHRs and/or EHR Modules;

(k) Ensure adherence to the following
requirements when issuing a certifi-
cation to Complete EHRs and/or EHR
Modules:

(1) All certifications must require
that a Complete EHR or EHR Module
developer conspicuously include the
following text on its Web site and in all
marketing materials, communications
statements, and other assertions re-
lated to the Complete EHR or EHR
Module’s certification:

(i) ““This [Complete EHR or EHR
Module] is 201[X]/201[X] compliant and
has been certified by an ONC-ATCB in
accordance with the applicable certifi-
cation criteria adopted by the Sec-
retary of Health and Human Services.
This certification does not represent an
endorsement by the U.S. Department
of Health and Human Services or guar-
antee the receipt of incentive pay-
ments.”’; and

(ii) The information an ONC-ATCB is
required to report to the National Co-
ordinator under paragraph (h) of this
section for the specific Complete EHR
or EHR Module at issue;

(2) A certification issued to an inte-
grated bundle of EHR Modules shall be
treated the same as a certification
issued to a Complete EHR for the pur-
poses of paragraph (K)(1) of this section
except that it must also indicate each
EHR Module that comprises the bun-
dle; and

(3) A certification issued to a Com-
plete EHR or EHR Module based on ap-
plicable certification criteria adopted
by the Secretary at subpart C of this
part must be separate and distinct
from any other certification(s) based
on other criteria or requirements.
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§170.425 Application submission.

(a) An applicant for ONC-ATCB sta-
tus must submit its application either
electronically via e-mail (or web sub-
mission if available), or by regular or
express mail.

(b) An application for ONC-ATCB
status may be submitted to the Na-
tional Coordinator at any time during
the existence of the temporary certifi-
cation program.

§170.430 Review of application.

(a) Method of review and review time-
frame. (1) Applications will be reviewed
in the order they are received.

(2) The National Coordinator will re-
view Part 1 of the application in its en-
tirety and determine whether Part 1 of
the application is complete and satis-
factory before proceeding to review
Part 2 of the application in its en-
tirety.

(3) The National Coordinator is per-
mitted up to 30 days to review an appli-
cation (submitted for the first time)
upon receipt.

(b) Application deficiencies.

(1) If the National Coordinator iden-
tifies an area in an application that re-
quires the applicant to clarify a state-
ment or correct an error or omission,
the National Coordinator may contact
the applicant to make such clarifica-
tion or correction without issuing a de-
ficiency notice. If the National Coordi-
nator has not received the requested
information after five days, the appli-
cant may be issued a deficiency notice
specifying the error, omission, or defi-
cient statement.

(2) If the National Coordinator deter-
mines that deficiencies in either part
of the application exist, the National
Coordinator will issue a deficiency no-
tice to the applicant and return the ap-
plication. The deficiency notice will
identify the areas of the application
that require additional information or
correction.

(c) Revised application.

(1) An applicant is permitted to sub-
mit a revised application in response to
a deficiency notice. An applicant may
request an extension for good cause
from the National Coordinator of the
15-day period provided in paragraph
(c)(2) of this section to submit a revised
application.
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(2) In order to continue to be consid-
ered for ONC-ATCB status, an appli-
cant’s revised application must address
the specified deficiencies and be re-
ceived by the National Coordinator
within 15 days of the applicant’s re-
ceipt of the deficiency notice unless
the National Coordinator grants an ap-
plicant’s request for an extension of
the 15-day period based on a finding of
good cause. If a good cause extension is
granted, then the revised application
must be received by the end of the ex-
tension period.

(3) The National Coordinator is per-
mitted up to 15 days to review a revised
application once it has been received
and may request clarification of state-
ments and the correction of errors or
omissions in a revised application dur-
ing this time period.

(4) If the National Coordinator deter-
mines that a revised application still
contains deficiencies, the applicant
will be issued a denial notice indi-
cating that the applicant will no longer
be considered for authorization under
the temporary certification program.
An applicant may request reconsider-
ation of a denial in accordance with
§170.435.

(d) Satisfactory application. (1) An ap-
plication will be deemed satisfactory if
it meets all application requirements,
including a passing score on the pro-
ficiency examination.

(2) The National Coordinator will no-
tify the applicant’s authorized rep-
resentative of its satisfactory applica-
tion and its successful achievement of
ONC-ATCB status.

(3) Once notified by the National Co-
ordinator of its successful achievement
of ONC-ATCB status, the applicant
may represent itself as an ONC-ATCB
and begin testing and certifying Com-
plete EHRs and/or EHR Modules con-
sistent with its authorization.

§170.435 ONC-ATCB application re-
consideration.

(a) An applicant may request that
the National Coordinator reconsider a
denial notice issued for each part of an
application only if the applicant can
demonstrate that clear, factual errors
were made in the review of the applica-
ble part of the application and that the
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errors’ correction could lead to the ap-
plicant obtaining ONC-ATCB status.

(b) Submission requirement. An appli-
cant is required to submit, within 15
days of receipt of a denial notice, a
written statement to the National Co-
ordinator contesting the decision to
deny its application and explaining
with sufficient documentation what
factual errors it believes can account
for the denial. If the National Coordi-
nator does not receive the applicant’s
submission within the specified time-
frame, its reconsideration request may
be rejected.

(c) Reconsideration request review. If
the National Coordinator receives a
timely reconsideration request, the Na-
tional Coordinator is permitted up to
15 days from the date of receipt to re-
view the information submitted by the
applicant and issue a decision.

(d) Decision. (1) If the National Coor-
dinator determines that clear, factual
errors were made during the review of
the application and that correction of
the errors would remove all identified
deficiencies, the applicant’s authorized
representative will be notified of the
National Coordinator’s decision to re-
verse the previous decision(s) not to
approve part of the applicant’s applica-
tion or the entire application.

(i) If the National Coordinator’s deci-
sion to reverse the previous decision(s)
affected part 1 of an application, the
National Coordinator will subsequently
review part 2 of the application.

(ii) If the National Coordinator’s de-
cision to reverse the previous deci-
sion(s) affected part 2 of an applica-
tion, the applicant’s authorized rep-
resentative will be notified of the Na-
tional Coordinator’s decision as well as
the applicant’s successful achievement
of ONC-ATCB status.

(2) If, after reviewing an applicant’s
reconsideration request, the National
Coordinator determines that the appli-
cant did not identify any factual errors
or that correction of those factual er-
rors would not remove all identified de-
ficiencies in the application, the Na-
tional Coordinator may reject the ap-
plicant’s reconsideration request.

(38) Final decision. A reconsideration
decision issued by the National Coordi-
nator is final and not subject to further
review.
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§170.440 ONC-ATCB status.

(a) Acknowledgement and publication.
The National Coordinator will ac-
knowledge and make publicly available
the names of ONC-ATCBs, including
the date each was authorized and the
type(s) of testing and certification
each has been authorized to perform.

(b) Representation. Each ONC-ATCB
must prominently and unambiguously
identify the scope of its authorization
on its Web site, and in all marketing
and communications statements (writ-
ten and oral) pertaining to its activi-
ties under the temporary certification
program.

(c) Renewal. ONC-ATCB status does
not need to be renewed during the tem-
porary certification program.

(d) Expiration. The status of all ONC-
ATCBs will expire upon the sunset of
the temporary certification program in
accordance with §170.490.

§170.445 Complete EHR testing and
certification.

(a) An ONC-ATCB must test and cer-
tify Complete EHRs to all applicable
certification criteria adopted by the
Secretary at subpart C of this part.

(b) An ONC-ATCB must provide the
option for a Complete EHR to be tested
and certified solely to the applicable
certification criteria adopted by the
Secretary at subpart C of this part.

(c) Inherited certified status. An ONC-
ATCB must accept requests for a newer
version of a previously certified Com-
plete EHR to inherit the previously
certified Complete EHR’s certified sta-
tus without requiring the newer
version to be retested and recertified.

(1) Before granting certified status to
a newer version of a previously cer-
tified Complete EHR, an ONC-ATCB
must review an attestation submitted
by the developer of the Complete EHR
to determine whether the newer
version has adversely affected any pre-
viously certified capabilities.

(2) An ONC-ATCB may grant cer-
tified status to a newer version of a
previously certified Complete EHR if it
determines that previously certified
capabilities have not been adversely af-
fected.

(d) An ONC-ATCB that has been au-
thorized to test and certify Complete
EHRs is also authorized to test and
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certify all EHR Modules under the tem-
porary certification program.

§170.450 EHR module testing and cer-
tification.

(a) When testing and certifying EHR
Modules, an ONC-ATCB must test and
certify in accordance with the applica-
ble certification criterion or certifi-
cation criteria adopted by the Sec-
retary at subpart C of this part.

(b) An ONC-ATCB must provide the
option for an EHR Module or a bundle
of EHR Modules to be tested and cer-
tified solely to the applicable certifi-
cation criteria adopted by the Sec-
retary at subpart C of this part.

(c) Privacy and security testing and cer-
tification. EHR Modules shall be tested
and certified to all privacy and secu-
rity certification criteria adopted by
the Secretary unless the EHR Mod-
ule(s) is/are presented for testing and
certification in one of the following
manners:

(1) The EHR Module(s) is/are pre-
sented for testing and certification as a
pre-coordinated, integrated bundle of
EHR Modules, which would otherwise
meet the definition of and constitute a
Complete EHR (as defined in 45 CFR
170.102), and one or more of the con-
stituent EHR Modules is/are demon-
strably responsible for providing all of
the privacy and security capabilities
for the entire bundle of EHR Module(s);
or

(2) An EHR Module is presented for
testing and certification, and the pre-
senter can demonstrate and provide
documentation to the ONC-ATCB that
a privacy and security certification
criterion is inapplicable or that it
would be technically infeasible for the
EHR Module to be tested and certified
in accordance with such certification
criterion.

(d) Inherited certified status. An ONC-
ATCB must accept requests for a newer
version of a previously certified EHR
Module or bundle of EHR Modules to
inherit the previously certified EHR
Module’s or bundle of EHR Modules
certified status without requiring the
newer version to be retested and recer-
tified.

(1) Before granting certified status to
a newer version of a previously cer-
tified EHR Module or bundle of EHR
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Modules, an ONC-ATCB must review
an attestation submitted by the devel-
oper of the EHR Module or presenter of
the bundle of EHR Modules to deter-
mine whether the newer version has
adversely affected any previously cer-
tified capabilities.

(2) An ONC-ATCB may grant cer-
tified status to a newer version of a
previously certified EHR Module or
bundle of EHR Modules if it determines
that previously certified capabilities
have not been adversely affected.

§170.455 Testing and certification to
newer versions of certain stand-
ards.

(a) ONC-ATCBs may test and certify
Complete EHRs and EHR Module to a
newer version of certain identified
minimum standards specified at sub-
part B of this part if the Secretary has
accepted a newer version of an adopted
minimum standard.

(b) Applicability of an accepted new
version of an adopted minimum stand-
ard.

(1) ONC-ATCBs are not required to
test and certify Complete EHRs and/or
EHR Modules according to newer
versions of an adopted minimum stand-
ard accepted by the Secretary until the
incorporation by reference provision of
the adopted version is updated in the
FEDERAL REGISTER with a newer
version.

(2) Certified EHR Technology may be
upgraded to comply with newer
versions of an adopted minimum stand-
ard accepted by the Secretary without
adversely affecting the certification
status of the Certified EHR Tech-
nology.

§170.457 Authorized testing and cer-
tification methods.

An ONC-ATCB must provide remote
testing and certification for both de-
velopment and deployment sites.

§170.460 Good standing as an ONC-
ATCB.

An ONC-ATCB must maintain good
standing by:

(a) Adhering to the Principles of
Proper Conduct for ONC-ATCBs;

(b) Refraining from engaging in other
types of inappropriate behavior, includ-
ing an ONC-ATCB misrepresenting the
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scope of its authorization as well as an
ONC-ATCB testing and certifying Com-
plete EHRs and/or EHR Modules for
which it does not have authorization;
and

(c) Following all other applicable
Federal and state laws.

§170.465 Revocation of authorized
testing and certification body sta-
tus.

(a) Type-1 violations. The National Co-
ordinator may revoke an ONC-ATCB’s
status for committing a Type-1 viola-
tion. Type-1 violations include viola-
tions of law or temporary certification
program policies that threaten or sig-
nificantly undermine the integrity of
the temporary certification program.
These violations include, but are not
limited to: False, fraudulent, or abu-
sive activities that affect the tem-
porary certification program, a pro-
gram administered by HHS or any pro-
gram administered by the Federal gov-
ernment.

(b) Type-2 violations. The National Co-
ordinator may revoke an ONC-ATCB’s
status for failing to timely or ade-
quately correct a Type-2 violation.
Type-2 violations constitute non-
compliance with §170.460.

(1) Noncompliance notification. If the
National Coordinator obtains reliable
evidence that an ONC-ATCB may no
longer be in compliance with §170.460,
the National Coordinator will issue a
noncompliance notification with rea-
sons for the notification to the ONC-
ATCB requesting that the ONC-ATCB
respond to the alleged violation and
correct the violation, if applicable.

(2) Opportunity to become compliant.
After receipt of a noncompliance noti-
fication, an ONC-ATCB is permitted up
to 30 days to submit a written response
and accompanying documentation that
demonstrates that no violation oc-
curred or that the alleged violation has
been corrected.

(i) If the ONC-ATCB submits a re-
sponse, the National Coordinator is
permitted up to 30 days from the time
the response is received to evaluate the
response and reach a decision. The Na-
tional Coordinator may, if necessary,
request additional information from
the ONC-ATCB during this time period.
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(ii) If the National Coordinator deter-
mines that no violation occurred or
that the violation has been sufficiently
corrected, the National Coordinator
will issue a memo to the ONC-ATCB
confirming this determination.

(iii) If the National Coordinator de-
termines that the ONC-ATCB failed to
demonstrate that no violation occurred
or to correct the area(s) of non-compli-
ance identified under paragraph (b)(1)
of this section within 30 days of receipt
of the mnoncompliance notification,
then the National Coordinator may
propose to revoke the ONC-ATCB’s sta-
tus.

(c) Proposed revocation. (1) The Na-
tional Coordinator may propose to re-
voke an ONC-ATCB’s status if the Na-
tional Coordinator has reliable evi-
dence that the ONC-ATCB committed a
Type-1 violation; or

(2) The National Coordinator may
propose to revoke an ONC-ATCB'’s sta-
tus if, after the ONC-ATCB has been
notified of a Type-2 violation, the ONC-
ATCB fails to:

(i) To rebut the finding of a violation
with sufficient evidence showing that
the violation did not occur or that the
violation has been corrected; or

(ii) Submit to the National Coordi-
nator a written response to the non-
compliance notification within the
specified timeframe under paragraph
(0)(2).

(d) Suspension of an ONC-ATCB'’s oper-
ations. (1) The National Coordinator
may suspend the operations of an ONC-
ATCB under the temporary certifi-
cation program based on reliable evi-
dence indicating that:

(i) The ONC-ATCB committed a
Type-1 or Type-2 violation; and

(ii) The continued testing and certifi-
cation of Complete EHRs and/or EHR
Modules by the ONC-ATCB could have
an adverse impact on the health or
safety of patients.

(2) If the National Coordinator deter-
mines that the conditions of paragraph
(d)(1) have been met, an ONC-ATCB
will be issued a notice of proposed sus-
pension.

(3) Upon receipt of a notice of pro-
posed suspension, an ONC-ATCB will
be permitted up to 3 days to submit a
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written response to the National Coor-
dinator explaining why its operations
should not be suspended.

(4) The National Coordinator is per-
mitted up to 5 days from receipt of an
ONC-ATCB’s written response to a no-
tice of proposed suspension to review
the response and make a determina-
tion.

(5) The National Coordinator may
make one of the following determina-
tions in response to the ONC-ATCB’s
written response or if the ONC-ATCB
fails to submit a written response with-
in the timeframe specified in para-
graph (d)(3):

(i) Rescind the proposed suspension;
or

(ii) Suspend the ONC-ATCB’s oper-
ations until it has adequately cor-
rected a Type-2 violation; or

(iii) Propose revocation in accord-
ance with §170.465(c) and suspend the
ONC-ATCB’s operations for the dura-
tion of the revocation process.

(6) A suspension will become effective
upon an ONC-ATCB’s receipt of a no-
tice of suspension.

(e) Opportunity to respond to a pro-
posed revocation mnotice. (1) An ONC-
ATCB may respond to a proposed rev-
ocation notice, but must do so within
10 days of receiving the proposed rev-
ocation notice and include appropriate
documentation explaining in writing
why its status should not be revoked.

(2) Upon receipt of an ONC-ATCB’s
response to a proposed revocation no-
tice, the National Coordinator is per-
mitted up to 30 days to review the in-
formation submitted by the ONC-ATCB
and reach a decision.

(3) Unless suspended, an ONC-ATCB
will be permitted to continue its oper-
ations under the temporary certifi-
cation program during the time period
provided for the ONC-ATCB to respond
to the proposed revocation notice and
the National Coordinator to review the
response.

(f) Good standing determination. If the
National Coordinator determines that
an ONC-ATCB’s status should not be
revoked, the National Coordinator will
notify the ONC-ATCB’s authorized rep-
resentative in writing of this deter-
mination.

§170.465

(g) Revocation. (1) The National Coor-
dinator may revoke an ONC-ATCB’s
status if:

(i) A determination is made that rev-
ocation is appropriate after considering
the information provided by the ONC-
ATCB in response to the proposed rev-
ocation notice; or

(ii) The ONC-ATCB does not respond
to a proposed revocation notice within
the specified timeframe in paragraph
(d)(1) of this section.

(2) A decision to revoke an ONC-
ATCB’s status is final and not subject
to further review unless the National
Coordinator chooses to reconsider the
revocation.

(h) Extent and duration of revocation.
(1) The revocation of an ONC-ATCB is
effective as soon as the ONC-ATCB re-
ceives the revocation notice.

(2) A testing and certification body
that has had its ONC-ATCB status re-
voked is prohibited from accepting new
requests for testing and certification
and must cease its current testing and
certification operations under the tem-
porary certification program.

(3) A testing and certification body
that has had its ONC-ATCB status re-
voked for a Type-1 violation is prohib-
ited from reapplying for ONC-ATCB
status under the temporary certifi-
cation program for one year. If the
temporary certification program sun-
sets during this time, the testing and
certification body is prohibited from
applying for ONC-ACB status under the
permanent certification program for
the time that remains within the one
year prohibition.

(4) The failure of a testing and cer-
tification body that has had its ONC-
ATCB status revoked, to promptly re-
fund any and all fees for tests and/or
certifications of Complete EHRs and
EHR Modules not completed will be
considered a violation of the Principles
of Proper Conduct for ONC-ATCBs and
will be taken into account by the Na-
tional Coordinator if the testing and
certification body reapplies for ONC-
ATCB status under the temporary cer-
tification program or applies for ONC-
ACB status under the permanent cer-
tification program.
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§170.470 Effect of revocation on the
certifications issued to complete
EHRs and EHR Modules.

(a) The certified status of Complete
EHRs and/or EHR Modules certified by
an ONC-ATCB that had it status re-
voked will remain intact unless a
Type-1 violation was committed that
calls into question the legitimacy of
the certifications issued by the former
ONC-ATCB.

(b) If the National Coordinator deter-
mines that a Type-1 violation occurred
that called into question the legit-
imacy of certifications conducted by
the former ONC-ATCB, then the Na-
tional Coordinator would:

(1) Review the facts surrounding the
revocation of the ONC-ATCB’s status;
and

(2) Publish a notice on ONC’s Web
site if the National Coordinator be-
lieves that Complete EHRs and/or EHR
Modules were improperly certified by
the former ONC-ATCB.

(c) If the National Coordinator deter-
mines that Complete EHRs and/or EHR
Modules were improperly certified, the
certification status of affected Com-
plete EHRs and/or EHR Modules would
only remain intact for 120 days after
the National Coordinator publishes the
notice. The certification status of the
Complete EHR and/or EHR Module can
only be maintained thereafter by being
re-certified by an ONC-ATCB in good
standing.

§170.490 Sunset of the temporary cer-
tification program.

(a) The temporary certification pro-
gram will sunset on December 31, 2011,
or if the permanent certification pro-
gram is not fully constituted at that
time, then upon a subsequent date that
is determined to be appropriate by the
National Coordinator. On and after the
temporary certification program sun-
set date, ONC-ATCBs will be prohibited
from accepting new requests to test
and certify Complete EHRs or EHR
Modules.

(b) ONC-ATCBs are permitted up to
six months after the sunset date to
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complete all testing and certification
activities associated with requests for
testing and certification of Complete
EHRs and/or EHR Modules received
prior to the sunset date.

§170.499 Incorporation by reference.

(a) Certain material is incorporated
by reference into this subpart with the
approval of the Director of the Federal
Register under 5 U.S.C. 552(a) and 1
CFR part 51. To enforce any edition
other than that specified in this sec-
tion, the Department of Health and
Human Services must publish notice of
change in the FEDERAL REGISTER and
the material must be available to the
public. All approved material is avail-
able for inspection at the National Ar-
chives and Records Administration
(NARA). For information on the avail-
ability of this material at NARA, call
202-741-6030 or go to http:/
www.archives.gov/federal register/
code of federal regulations/
ibr locations.html. Also, it is available
for inspection at U.S. Department of
Health and Human Services, Office of
the National Coordinator for Health In-
formation Technology, Hubert H. Hum-
phrey Building, Suite 729D, 200 Inde-
pendence Ave, SW., Washington, DC
20201, call ahead to arrange for inspec-
tion at 202-690-7151, and is available
from the source listed below.

(b) International Organization for
Standardization, Case postale 56,
CH-1211, Geneve 20, Switzerland, tele-
phone +41-22-749-01-11, http://
WWW.180.07g.

(1) ISO/IEC 17025 General Require-
ments for the Competence of Testing
and Calibration Laboratories (Second
Edition), May 15, 2005, IBR approved for
§170.420 and §170.423.

(2) ISO/IEC GUIDE 65 General Re-
quirements for Bodies Operating Prod-
uct Certification Systems (First Edi-
tion), 1996, IBR approved for §170.420
and §170.423.

(3) [Reserved]

PARTS 171-199 [RESERVED]
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