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(p) Emergency access. Permit author-
ized users (who are authorized for 
emergency situations) to access elec-
tronic health information during an 
emergency. 

(q) Automatic log-off. Terminate an 
electronic session after a predeter-
mined time of inactivity. 

(r) Audit log. (1)—Record actions. 
Record actions related to electronic 
health information in accordance with 
the standard specified in § 170.210(b). 

(2) Generate audit log. Enable a user 
to generate an audit log for a specific 
time period and to sort entries in the 
audit log according to any of the ele-
ments specified in the standard at 
§ 170.210(b). 

(s) Integrity. (1) Create a message di-
gest in accordance with the standard 
specified in § 170.210(c). 

(2) Verify in accordance with the 
standard specified in § 170.210(c) upon 
receipt of electronically exchanged 
health information that such informa-
tion has not been altered. 

(3) Detection. Detect the alteration of 
audit logs. 

(t) Authentication. Verify that a per-
son or entity seeking access to elec-
tronic health information is the one 
claimed and is authorized to access 
such information. 

(u) General encryption. Encrypt and 
decrypt electronic health information 
in accordance with the standard speci-
fied in § 170.210(a)(1), unless the Sec-
retary determines that the use of such 
algorithm would pose a significant se-
curity risk for Certified EHR Tech-
nology. 

(v) Encryption when exchanging elec-
tronic health information. Encrypt and 
decrypt electronic health information 
when exchanged in accordance with the 
standard specified in § 170.210(a)(2). 

(w) Optional. Accounting of disclosures. 
Record disclosures made for treatment, 
payment, and health care operations in 
accordance with the standard specified 
in § 170.210(d). 

§ 170.304 Specific certification criteria 
for Complete EHRs or EHR Modules 
designed for an ambulatory setting. 

The Secretary adopts the following 
certification criteria for Complete 
EHRs or EHR Modules designed to be 
used in an ambulatory setting. Com-

plete EHRs or EHR Modules must in-
clude the capability to perform the fol-
lowing functions electronically and in 
accordance with all applicable stand-
ards and implementation specifications 
adopted in this part: 

(a) Computerized provider order entry. 
Enable a user to electronically record, 
store, retrieve, and modify, at a min-
imum, the following order types: 

(1) Medications; 
(2) Laboratory; and 
(3) Radiology/imaging. 
(b) Electronic prescribing. Enable a 

user to electronically generate and 
transmit prescriptions and prescrip-
tion-related information in accordance 
with: 

(1) The standard specified in 
§ 170.205(b)(1) or § 170.205(b)(2); and 

(2) The standard specified in 
§ 170.207(d). 

(c) Record demographics. Enable a user 
to electronically record, modify, and 
retrieve patient demographic data in-
cluding preferred language, gender, 
race, ethnicity, and date of birth. En-
able race and ethnicity to be recorded 
in accordance with the standard speci-
fied at § 170.207(f). 

(d) Patient reminders. Enable a user to 
electronically generate a patient re-
minder list for preventive or follow-up 
care according to patient preferences 
based on, at a minimum, the data ele-
ments included in: 

(1) Problem list; 
(2) Medication list; 
(3) Medication allergy list; 
(4) Demographics; and 
(5) Laboratory test results. 
(e) Clinical decision support—(1) Imple-

ment rules. Implement automated, elec-
tronic clinical decision support rules 
(in addition to drug-drug and drug-al-
lergy contraindication checking) based 
on the data elements included in: prob-
lem list; medication list; demo-
graphics; and laboratory test results. 

(2) Notifications. Automatically and 
electronically generate and indicate in 
real-time, notifications and care sug-
gestions based upon clinical decision 
support rules. 
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(f) Electronic copy of health informa-
tion. Enable a user to create an elec-
tronic copy of a patient’s clinical infor-
mation, including, at a minimum, diag-
nostic test results, problem list, medi-
cation list, and medication allergy list 
in: 

(1) Human readable format; and 
(2) On electronic media or through 

some other electronic means in accord-
ance with: 

(i) The standard (and applicable im-
plementation specifications) specified 
in § 170.205(a)(1) or § 170.205(a)(2); and 

(ii) For the following data elements 
the applicable standard must be used: 

(A) Problems. The standard specified 
in § 170.207(a)(1) or, at a minimum, the 
version of the standard specified in 
§ 170.207(a)(2); 

(B) Laboratory test results. At a min-
imum, the version of the standard spec-
ified in § 170.207(c); and 

(C) Medications. The standard speci-
fied in § 170.207(d). 

(g) Timely access. Enable a user to 
provide patients with online access to 
their clinical information, including, 
at a minimum, lab test results, prob-
lem list, medication list, and medica-
tion allergy list. 

(h) Clinical summaries. Enable a user 
to provide clinical summaries to pa-
tients for each office visit that include, 
at a minimum, diagnostic test results, 
problem list, medication list, and 
medication allergy list. If the clinical 
summary is provided electronically it 
must be: 

(1) Provided in human readable for-
mat; and 

(2) Provided on electronic media or 
through some other electronic means 
in accordance with: 

(i) The standard (and applicable im-
plementation specifications) specified 
in § 170.205(a)(1) or § 170.205(a)(2); and 

(ii) For the following data elements 
the applicable standard must be used: 

(A) Problems. The standard specified 
in § 170.207(a)(1) or, at a minimum, the 
version of the standard specified in 
§ 170.207(a)(2); 

(B) Laboratory test results. At a min-
imum, the version of the standard spec-
ified in § 170.207(c); and 

(C) Medications. The standard speci-
fied in § 170.207(d). 

(i) Exchange clinical information and 
patient summary record—(1) Electroni-
cally receive and display. Electronically 
receive and display a patient’s sum-
mary record, from other providers and 
organizations including, at a min-
imum, diagnostic tests results, prob-
lem list, medication list, and medica-
tion allergy list in accordance with the 
standard (and applicable implementa-
tion specifications) specified in 
§ 170.205(a)(1) or § 170.205(a)(2). Upon re-
ceipt of a patient summary record for-
matted according to the alternative 
standard, display it in human readable 
format. 

(2) Electronically transmit. Enable a 
user to electronically transmit a pa-
tient summary record to other pro-
viders and organizations including, at a 
minimum, diagnostic test results, 
problem list, medication list, and 
medication allergy list in accordance 
with: 

(i) The standard (and applicable im-
plementation specifications) specified 
in § 170.205(a)(1) or § 170.205(a)(2); and 

(ii) For the following data elements 
the applicable standard must be used: 

(A) Problems. The standard specified 
in § 170.207(a)(1) or, at a minimum, the 
version of the standard specified in 
§ 170.207(a)(2); 

(B) Laboratory test results. At a min-
imum, the version of the standard spec-
ified in § 170.207(c); and 

(C) Medications. The standard speci-
fied in § 170.207(d). 

(j) Calculate and submit clinical quality 
measures—(1) Calculate (i) Electroni-
cally calculate all of the core clinical 
measures specified by CMS for eligible 
professionals. 

(ii) Electronically calculate, at a 
minimum, three clinical quality meas-
ures specified by CMS for eligible pro-
fessionals, in addition to those clinical 
quality measures specified in para-
graph (1)(i). 

(2) Submission. Enable a user to elec-
tronically submit calculated clinical 
quality measures in accordance with 
the standard and implementation spec-
ifications specified in § 170.205(f). 
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