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Government’s use, modification, repro-
duction, release, or disclosure of the 
marked computer software or com-
puter software documentation. For ex-
ample, a restricted rights legend placed 
on computer software developed under 
a Government contract either exclu-
sively at Government expense or with 
mixed funding (situations under which 
the Government obtains unlimited or 
government purpose rights) is an un-
justified marking. 

(2) Contracting officers have the 
right to review and challenge the valid-
ity of unjustified markings. However, 
at any time during performance of a 
contract and notwithstanding exist-
ence of a challenge, the contracting of-
ficer and the person who has asserted a 
restrictive marking may agree that the 
restrictive marking is not justified. 
Upon such agreement, the contracting 
officer may, at his or her election, ei-
ther— 

(i) Strike or correct the unjustified 
marking at that person’s expense; or 

(ii) Return the computer software or 
computer software documentation to 
the person asserting the restriction for 
correction at that person’s expense. If 
the software or documentation are re-
turned and that person fails to correct 
or strike the unjustified restriction 
and return the corrected software or 
documentation to the contracting offi-
cer within 60 days following receipt of 
the software or documentation, the un-
justified marking shall be corrected or 
stricken at that person’s expense. 

227.7203–13 Government right to re-
view, verify, challenge and validate 
asserted restrictions. 

(a) General. An offeror’s or contrac-
tor’s assertion(s) of restrictions on the 
Government’s rights to use, modify, re-
produce, release, or disclose computer 
software or computer software docu-
mentation do not, by themselves, de-
termine the extent of the Govern-
ment’s rights in such software or docu-
mentation. The Government may re-
quire an offeror or contractor to sub-
mit sufficient information to permit an 
evaluation of a particular asserted re-
striction and may challenge asserted 
restrictions when there are reasonable 
grounds to believe that an assertion is 
not valid. 

(b) Requests for information. Con-
tracting officers should have a reason 
to suspect that an asserted restriction 
might not be correct prior to request-
ing information. When requesting in-
formation, provide the offeror or con-
tractor the reason(s) for suspecting 
that an asserted restriction might not 
be correct. A need for additional li-
cense rights is not, by itself, a suffi-
cient basis for requesting information 
concerning an asserted restriction. Fol-
low the procedures at 227.7203–5(d) 
when additional license rights are 
needed but there is no basis to suspect 
that an asserted restriction might not 
be valid. 

(c) Transacting matters directly with 
subcontractors. The clause at 252.227– 
7019, Validation of Asserted Restric-
tions—Computer Software, obtains the 
contractor’s agreement that the Gov-
ernment may transact matters under 
the clause directly with a subcon-
tractor or supplier, at any tier, with-
out creating or implying privity of con-
tract. Contracting officers should per-
mit a subcontractor or supplier to 
transact challenge and validation mat-
ters directly with the Government 
when— 

(1) A subcontractor’s or supplier’s 
business interests in its technical data 
would be compromised if the data were 
disclosed to a higher tier contractor. 

(2) There is reason to believe that the 
contractor will not respond in a timely 
manner to a challenge and an untimely 
response would jeopardize a sub-
contractor’s or supplier’s right to as-
sert restrictions; or 

(3) Requested to do so by a subcon-
tractor or supplier. 

(d) Challenging asserted restrictions— 
(1) Pre-award considerations. The chal-
lenge procedures in the clause at 
252.227–7019 could significantly delay 
competitive procurements. Therefore, 
avoid challenging asserted restrictions 
prior to a competitive contract award 
unless resolution of the assertion is es-
sential for successful completion of the 
procurement. 

(2) Computer software documentation. 
Computer software documentation is 
technical data. Challenges to asserted 
restrictions on the Government’s 
rights to use, modify, reproduce, re-
lease, perform, display, or disclose 
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computer software documentation 
must be made in accordance with the 
clause at 252.227–7037, Validation of Re-
strictive Markings on Technical Data, 
and the guidance at 227.7103–13. The 
procedures in the clause at 252.227–7037 
implement requirements contained in 
10 U.S.C. 2321. Resolution of questions 
regarding the validity of asserted re-
strictions using the process described 
at 227.7103–12(b)(2) is strongly encour-
aged. 

(3) Computer software. (i) Asserted re-
strictions should be reviewed before ac-
ceptance of the computer software de-
liverable under a contract. The Govern-
ment’s right to challenge an assertion 
expires three years after final payment 
under the contract or three years after 
delivery of the software, whichever is 
later. Those limitations on the Govern-
ment’s challenge rights do not apply to 
software that is publicly available, has 
been furnished to the Government 
without restrictions, or has been other-
wise made available without restric-
tions. 

(ii) Contracting officers must have 
reasonable grounds to challenge the 
current validity of an asserted restric-
tion. Before challenging an asserted re-
striction, carefully consider all avail-
able information pertaining to the as-
serted restrictions. Resolution of ques-
tions regarding the validity of asserted 
restrictions using the process described 
at 227.7203–12(b)(2) is strongly encour-
aged. After consideration of the situa-
tions described in paragraph (c) of this 
subsection, contracting officers may 
request the person asserting a restric-
tion to furnish a written explanation of 
the facts and supporting documenta-
tion for the assertion in sufficient de-
tail to enable the contracting officer to 
determine the validity of the assertion. 
Additional supporting documentation 
may be requested when the explanation 
provided by that person does not, in 
the contracting officer’s opinion, estab-
lish the validity of the assertion. 

(iii) Assertions may be challenged 
whether or not supporting documenta-
tion was requested. Challenges must be 
in writing and issued to the person as-
serting the restriction. 

(4) Extension of response time. The con-
tracting officer, at his or her discre-
tion, may extend the time for response 

contained in a challenge, as appro-
priate, if the contractor submits a 
timely written request showing the 
need for additional time to prepare a 
response. 

(e) Validating or denying asserted re-
strictions. (1) Contracting officers must 
promptly issue a final decision denying 
or sustaining the validity of each chal-
lenged assertion unless the parties 
have agreed on the disposition of the 
assertion. When a final decision deny-
ing the validity of an asserted restric-
tion is made following a timely re-
sponse to a challenge, the Government 
is obligated to continue to respect the 
asserted restrictions through final dis-
position of any appeal unless the agen-
cy head notifies the person asserting 
the restriction that urgent or compel-
ling circumstances do not permit the 
Government to continue to respect the 
asserted restriction. See 252.227–7019(g) 
for restrictions applicable following a 
determination of urgent and compel-
ling circumstances. 

(2) Only a contracting officer’s final 
decision, or actions of an agency Board 
of Contract Appeals or a court of com-
petent jurisdiction, that sustain the 
validity of an asserted restriction con-
stitute validation of the restriction. 

(f) Multiple challenges to an asserted 
restriction. When more than one con-
tracting officer challenges an asserted 
restriction, the contracting officer who 
made the earliest challenge is respon-
sible for coordinating the Government 
challenges. That contracting officer 
shall consult with all other contracting 
officers making challenges, verify that 
all challenges apply to the same as-
serted restriction and, after consulting 
with the contractor, subcontractor, or 
supplier asserting the restriction, issue 
a schedule that provides that person a 
reasonable opportunity to respond to 
each challenge. 

227.7203–14 Conformity, acceptance, 
and warranty of computer software 
and computer software documenta-
tion. 

(a) Computer software documentation. 
Computer software documentation is 
technical data. See 227.7103–14 for ap-
propriate guidance and statutory re-
quirements. 
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