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**WARNING**WARNING**WARNING** 

(g) Privacy Act notification. The Contractor 
shall ensure that the following banner is dis-
played on all DOS systems that contain Pri-
vacy Act information operated by the Con-
tractor prior to allowing anyone access to 
the system: 

This system contains information pro-
tected under the provisions of the Privacy 
Act of 1974 (Pub. L. 93–579). Any privacy in-
formation displayed on the screen or printed 
shall be protected from unauthorized disclo-
sure. Employees who violate privacy safe-
guards may be subject to disciplinary ac-
tions, a fine of up to $5,000, or both. 

(h) Privileged or limited privileged access. 
Contractor personnel requiring privileged ac-
cess or limited privileged access to systems 
operated by the Contractor for DOS or inter-
connected to a DOS network shall adhere to 
the specific contract security requirements 
contained within this contract and/or the 
Contract Security Classification Specifica-
tion (DD Form 254). 

(i) Training. The Contractor shall ensure 
that its employees performing under this 
contract receive annual IT security training 
in accordance with OMB circular A–130, 
FISMA, and NIST requirements, as they may 
be amended from time to time during the 
term of this contract, with a specific empha-
sis on rules of behavior. 

(j) Government access. The Contractor shall 
afford the Government access to the Con-
tractor’s and subcontractor’s facilities, in-
stallations, operations, documentation, data-
bases and personnel used in performance of 
the contract. Access shall be provided to the 
extent required to carry out a program of IT 
inspection (to include vulnerability testing), 
investigation and audit to safeguard against 
threats and hazards to the integrity, avail-
ability and confidentiality of DOS data or to 
the function of information technology sys-
tems operated on behalf of DOS, and to pre-
serve evidence of computer crime. 

(k) Subcontracts. The Contractor shall in-
corporate the substance of this clause in all 
subcontracts that meet the conditions in 
paragraph (a) of this clause. 

(l) Notification regarding employees. The 
Contractor shall immediately notify the 
Contracting Officer when an employee either 
begins or terminates employment when that 
employee has access to DOS information sys-
tems or data. 

(m) Termination. Failure on the part of the 
Contractor to comply with the terms of this 
clause may result in termination of this con-
tract. 

(End of clause) 

[72 FR 51569, Sept. 10, 2007] 

652.242–70 Contracting Officer’s Rep-
resentative (COR). 

As prescribed in 642.272(a), insert a 
clause substantially the same as fol-
lows: 

CONTRACTING OFFICER’S REPRESENTATIVE 
(COR) (AUG 1999) 

(a) The Contracting Officer may designate 
in writing one or more Government employ-
ees, by name and position title, to take ac-
tion for the Contracting Officer under this 
contract. Each designee shall be identified as 
a Contracting Officer’s Representative 
(COR). Such designation(s) shall specify the 
scope and limitations of the authority so del-
egated; provided, that the designee shall not 
change the terms or conditions of the con-
tract, unless the COR is a warranted Con-
tracting Officer and this authority is dele-
gated in the designation. 

(b) The COR is [insert job title of COR]. 

(End of clause) 

[53 FR 26177, July 11, 1988, as amended at 59 
FR 66772, Dec. 28, 1994; 64 FR 43634, Aug. 11, 
1999; 69 FR 19345, Apr. 13, 2004] 

652.242–71 Notice of Shipments. 
As prescribed in 642.1406–2–70(a), in-

sert the following clause: 

NOTICE OF SHIPMENTS (JUL 1988) 

At the time of delivery of supplies to a car-
rier for onward transportation, the Con-
tractor shall give notice of prepaid shipment 
to the consignee establishment, and to such 
other persons as instructed by the Con-
tracting Officer. If the Contractor has not re-
ceived such instructions by 24 hours prior to 
the delivery time, the Contractor shall con-
tact the Contracting Officer and request in-
structions from the Contracting Officer con-
cerning the notice of shipment to be given. 

(End of clause) 

[53 FR 26177, July 11, 1988, as amended at 64 
FR 43634, Aug. 11, 1999] 

652.242–72 Shipping Instructions. 
As prescribed in 642.1406–2–70(b), in-

sert the following clause: 

SHIPPING INSTRUCTIONS (DEC 1994) 

(a) Each packing box shall be of solid con-
struction in accordance with best commer-
cial practices and sufficiently strong in di-
rect ratio to the weight of the contents to 
withstand excessively rough handling while 
in transit overseas. It shall be constructed of 
lumber that is well seasoned, reasonably 
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