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48 CFR Ch. 9 (10–1–10 Edition) 970.0371–9 

970.0371–9 Contract clause. 
The contracting officer shall insert 

the clause at 970.5203–3, Contractor’s 
Organization, in all management and 
operating contracts. The approval au-
thority of the Secretary of Energy re-
quired in paragraph (c) may not be del-
egated. In paragraph (a) the words 
‘‘and managerial personnel (see 
970.5245–1(j))’’ may be inserted after 
‘‘(see 952.215–70)’’. 

[65 FR 81009, Dec. 22, 2000, as amended at 74 
FR 36370, July 22, 2009] 

Subpart 970.04—Administrative 
Matters 

970.0404 Safeguarding classified infor-
mation. 

970.0404–1 Definitions. 
Access Authorization means an admin-

istrative determination that an indi-
vidual is eligible for access to classified 
information or is eligible for access to, 
or control over, special nuclear mate-
rial. 

Classified Information means any in-
formation or material that is owned by 
or produced for, or is under the control 
of the United States Government, and 
determined pursuant to provisions of 
Executive Order 12958, Classified Na-
tional Security Information, April 17, 
1995, as amended, or prior orders, or as 
authorized under the Atomic Energy 
Act of 1954, as amended, to require pro-
tection against unauthorized disclo-
sure, and is so designated. 

Counterintelligence means information 
gathered and activities conducted to 
protect against espionage, other intel-
ligence activities, sabotage, or assas-
sinations conducted for or on behalf of 
foreign powers, organizations or per-
sons, or international terrorist activi-
ties, but not including personnel, phys-
ical, document or communication secu-
rity programs. 

Facility Clearance means an adminis-
trative determination that a facility is 
eligible to access, produce, use or store 
classified information or special nu-
clear material. 

Restricted Data means all data con-
cerning design, manufacture, or utili-
zation of atomic weapons; the produc-
tion of special nuclear material; or the 

use of special nuclear material in the 
production of energy; but shall not in-
clude data declassified or removed 
from the Restricted Data category pur-
suant to section 142 of the Atomic En-
ergy Act of 1954, as amended, (42 U.S.C. 
2162). 

[65 FR 81009, Dec. 22, 2000, as amended at 67 
FR 14878, Mar. 28, 2002; 74 FR 36370, July 22, 
2009] 

970.0404–2 General. 

(a) Guidance regarding the National 
Industrial Security Program as imple-
mented by the Department of Energy 
(DOE) may be found at subpart 904.4, 
Safeguarding Classified Information 
Within Industry. Additional informa-
tion concerning contractor ownership 
when national security or atomic en-
ergy information is involved may be 
found at subpart 904.70. Information re-
garding contractor ownership involving 
national security program contracts 
may be found at subpart 904.71. 

(b) Executive Order 12333, United 
States Intelligence Activities, provides 
for the organization and control of 
United States foreign intelligence and 
counterintelligence activities. DOE has 
established a counterintelligence pro-
gram subject to this Executive Order 
which is described in DOE Order 5670.3 
(as amended). All DOE elements, in-
cluding management and operating 
contractors and other contractors 
managing DOE-owned facilities which 
require access authorizations, should 
undertake the necessary precautions to 
ensure that DOE and covered Con-
tractor personnel, programs and re-
sources are properly protected from 
foreign intelligence threats and activi-
ties. 

(c) For DOE management and oper-
ating contracts and other contracts 
designated by the Senior Procurement 
Executive, or designee, the clause enti-
tled, ‘‘Conditional Payment of Fee, 
Profit, and Other Incentives—Facility 
Management Contracts,’’ implements 
the requirements of section 234B of the 
Atomic Energy Act (see 904.402(c)(1)) 
for the use of a contract clause that 
provides for an appropriate reduction 
in the fee or amount paid to the con-
tractor under the contract in the event 
of a violation by the contractor or any 
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