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otherwise permitted by law, the De-
partment shall: 

(a) Collect from individuals only the 
information that is relevant and nec-
essary to discharge the responsibilities 
of the Department; 

(b) Collect information about an indi-
vidual directly from that individual 
whenever practicable and when the in-
formation may result in adverse deter-
minations about an individual’s rights, 
benefits, and privileges under federal 
programs;

(c) Inform each individual from 
whom information is collected of: 

(1) The legal authority to collect the 
information and whether providing it 
is mandatory or voluntary; 

(2) The principal purpose for which 
the Department intends to use the in-
formation;

(3) The routine uses the Department 
may make of the information; and 

(4) The effects on the individual, if 
any, of not providing the information; 

(d) Ensure that the component main-
tains no system of records without 
public notice and that it notifies appro-
priate Department officials of the ex-
istence or development of any system 
of records that is not the subject of a 
current or planned public notice; 

(e) Maintain all records that are used 
by the Department in making any de-
termination about an individual with 
such accuracy, relevance, timeliness, 
and completeness as is reasonably nec-
essary to ensure fairness to the indi-
vidual in the determination; 

(f) Except as to disclosures made to 
an agency or made under the FOIA, 
make reasonable efforts, prior to dis-
seminating any record about an indi-
vidual, to ensure that the record is ac-
curate, relevant, timely, and complete; 

(g) Maintain no record describing 
how an individual exercises his or her 
First Amendment rights, unless it is 
expressly authorized by statute or by 
the individual about whom the record 
is maintained, or is pertinent to and 
within the scope of an authorized law 
enforcement activity; 

(h) When required by the Privacy 
Act, maintain an accounting in the 
specified form of all disclosures of 
records by the Department to persons, 
organizations, or agencies; 

(i) Maintain and use records with 
care to prevent the unauthorized or in-
advertent disclosure of a record to any-
one.

§ 5.35 Sanctions and penalties. 
Under the provisions of the Privacy 

Act, 5 U.S.C. 552a, civil and criminal 
penalties may be assessed. 

§ 5.36 Other rights and services. 
Nothing in this subpart shall be con-

strued to entitle any person, as of 
right, to any service or to the disclo-
sure of any record to which such person 
is not entitled under the Privacy Act. 

Subpart C—Disclosure of 
Information in Litigation 

SOURCE: 68 FR 4070, Jan. 27, 2003, unless 
otherwise noted. 

§ 5.41 Purpose and scope; definitions. 
(a) This subpart C sets forth the pro-

cedures to be followed with respect to: 
(1) Service of summonses and com-

plaints or other requests or demands 
directed to the Department of Home-
land Security (Department) or to any 
Department employee or former em-
ployee in connection with federal or 
state litigation arising out of or in-
volving the performance of official ac-
tivities of the Department; and 

(2) The oral or written disclosure, in 
response to subpoenas, orders, or other 
requests or demands of federal or state 
judicial or quasi-judicial or adminis-
trative authority as well as state legis-
lative authorities (collectively, ‘‘de-
mands’’), whether civil or criminal in 
nature, or in response to requests for 
depositions, affidavits, admissions, re-
sponses to interrogatories, document 
production, interviews, or other litiga-
tion-related matters, including pursu-
ant to the Federal Rules of Civil Proce-
dure, the Federal Rules of Criminal 
Procedure, or applicable state rules 
(collectively, ‘‘requests’’), of any mate-
rial contained in the files of the De-
partment, any information relating to 
material contained in the files of the 
Department, or any information ac-
quired while the subject of the demand 
or request is or was employed by the 
Department, or served as Secretary of 
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