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§ 277.18 Establishment of an Auto-
mated Data Processing (ADP) and 
Information Retrieval System. 

(a) Scope and application. This section 
establishes conditions for initial and 
continuing authority to claim Federal 
financial participation (FFP) for the 
costs of the planning, development, ac-
quisition, installation and implementa-
tion of ADP equipment and services 
used in the administration of the Food 
Stamp Program. Due to the nature of 
the procurement of ADP equipment 
and services, current State agency ap-
proved cost allocation plans for ongo-
ing operational costs shall not apply to 
ADP system development costs under 
this section unless documentation re-
quired under paragraph (c) of this sec-
tion is submitted to and approvals are 
obtained from FNS. 

(b) Definitions: 
Acceptance Documents means written 

evidence of satisfactory completion of 
an approved phase of work or contract, 
and acceptance thereof by the State 
agency. 

Advance Planning Document for Project 
Implementation or Implementation APD 
means a written plan of action request-
ing Federal financial participation 
(FFP) to acquire and implement ADP 
services and/or equipment. 

Advance Planning Document for Project 
Planning or Planning APD means a 
brief written plan of action that re-
quests FFP to accomplish the planning 
necessary for a State agency to deter-
mine the need for and plan the acquisi-
tion of ADP equipment and/or services, 
and to acquire information necessary 
to prepare an Implementation APD. 

Advance Planning Document Update 
(APDU) means an annual self-certifi-
cation by the State agency on the sta-
tus of project development activities 
and expenditures in relation to the ap-
proved Planning APD or Implementa-
tion APD. An APDU may also be sub-
mitted as needed to request funding ap-
proval for project continuation when-
ever significant project changes occur 
or are anticipated. 

Automated Data Processing or ADP 
means data processing performed by a 
system of electronic or electrical ma-
chines so interconnected and inter-
acting as to minimize the need for 
human assistance or intervention. 

Automated Data Processing Equipment 
or hardware means: 

(1) Electronic digital computers, re-
gardless of size, capacity, or price, that 
accept data input, store data, perform 
calculations, and other processing 
steps, and prepare information; 

(2) All peripheral or auxiliary equip-
ment used in support of electronic dig-
ital computers whether selected and 
acquired with the computer or sepa-
rately; 

(3) Data transmission or communica-
tions equipment that is selected and 
acquired solely or primarily for use 
with a configuration of ADP equipment 
which includes an electronic digital 
computer; and 

(4) Data input equipment used to 
enter directly or indirectly into an 
electronic digital computer, peripheral 
or auxiliary equipment, or data trans-
mission, or communication equipment. 

Automated Data Processing Services 
means: 

(1) Services to operate ADP equip-
ment, either by private sources, or by 
employees of the State agency, or by 
State or local organizations other than 
the State agency; and/or 

(2) Services provided by private 
sources or by employees of the State 
agency or by State and local organiza-
tions other than the State agency to 
perform such tasks as feasibility stud-
ies, system studies, system design ef-
forts, development of system specifica-
tions, system analysis, programming 
and system implementation. This in-
cludes system training, systems devel-
opment, site preparation, data entry, 
and personal services related to auto-
mated systems development and oper-
ations that are specifically identified 
as part of a Planning APD or Imple-
mentation APD. 

Data Processing means the prepara-
tion of source media containing data or 
basic elements of information and the 
use of such source media according to 
precise rules of procedures to accom-
plish such operations as classifying, 
sorting, calculating, summarizing, re-
cording, and transmitting. 

Emergency situation means a situation 
where: 

(1) The State agency can dem-
onstrate to FNS an immediate need to 
acquire ADP equipment or services in 
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order to continue operation of the Food 
Stamp Program; and 

(2) The State agency can clearly doc-
ument that the need could not have 
been anticipated or planned for and the 
need prevents the State from following 
the prior approval requirements of 
§ 277.18(c). 

Feasibility Study means a preliminary 
study to determine whether it is suffi-
ciently probable that effective and effi-
cient use of ADP equipment or systems 
would warrant a substantial invest-
ment of staff, time, and money being 
requested, and whether the plan can be 
accomplished successfully. 

Functional Requirements Specification 
means an initial definition of the pro-
posed system, which documents the 
goals, objectives, user or programmatic 
requirements, the operating environ-
ment, and the proposed design method-
ology, e.g., centralized or distributed. 
This document details what the new 
system and/or hardware should do, not 
how it is to do it. The Specification 
document shall be based upon a clear 
and accurate description of the func-
tional requirements for the project, 
and shall not, in competitive procure-
ments, lead to requirements which un-
duly restrict competition. 

General Systems Design means a com-
bination of narrative and diagrams de-
scribing the generic architecture of a 
system as opposed to the detailed ar-
chitecture of the system. A general 
systems design may include a systems 
diagram; narrative identifying overall 
logic flow and systems functions; a de-
scription of equipment needed (includ-
ing processing, data transmission and 
storage requirements); a description of 
other resource requirements which will 
be necessary to operate the system; a 
description of system performance re-
quirements; and a description of the 
environment in which the system will 
operate, including how the system will 
function within that environment. 

Regular funding or regular FFP rate 
means any Federal reimbursement rate 
authorized by § 277.4(b). 

Request for Proposal or RFP means the 
document used for public solicitations 
of competitive proposals from qualified 
sources as outlined in § 277.14(g)(3). 

Service Agreement means the docu-
ment, described in § 277.18(f), signed by 

the State or local agency and the State 
or local central data processing facility 
whenever a central data processing fa-
cility provides ADP services to the 
State or local agency. 

Software means a set of computer 
programs, procedures, and associated 
documentation used to operate the 
hardware. 

System specifications means informa-
tion about the new ADP systems, such 
as: Workload descriptions, input data, 
information to be maintained and proc-
essed, data processing techniques, and 
output data, which is required to deter-
mine the ADP equipment and software 
necessary to implement the system de-
sign. 

System study means the examination 
of existing information flow and oper-
ational procedures within an organiza-
tion. The study consists of three basic 
phases: Data gathering or investigation 
of the present system and new informa-
tion requirements; analysis of the data 
gathered in the investigation; and syn-
thesis, or refitting, of the parts and re-
lationships uncovered through the 
analysis into an efficient system. 

(c) General acquisition requirements— 
(1) Requirement for prior FNS approval. A 
State agency shall obtain prior written 
approval from FNS as specified in para-
graph (c)(2) of this section when it 
plans to acquire ADP equipment or 
services with proposed FFP that it an-
ticipates will have total acquisition 
costs of $5 million or more in Federal 
and State funds. This applies to both 
competitively bid and sole source ac-
quisitions. A State agency shall also 
obtain prior written approval from 
FNS of its justification for a sole 
source acquisition when it plans to ac-
quire ADP equipment or services non- 
competitively from a nongovernmental 
source which has a total State and 
Federal acquisition cost of more than 
$1 million but no more than $5 million. 
The State agency shall request prior 
FNS approval by submitting the Plan-
ning APD, the Implementation APD or 
the justification for the sole source ac-
quisition signed by the appropriate 
State official to the FNS Regional Of-
fice. However, a State agency shall ob-
tain prior written approval from FNS 
for the acquisition of ADP equipment 
or services to be utilized in an EBT 
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system regardless of the cost of the ac-
quisition. 

(2) Specific prior approval requirements. 
(i) For ADP equipment and services ac-
quisitions which require prior approval 
as specified in paragraph (c)(1) of this 
section, the State agency shall obtain 
the prior written approval of FNS for: 

(A) The Planning APD prior to enter-
ing into contractual agreements or 
making any other commitment for ac-
quiring the necessary planning serv-
ices; 

(B) The Implementation APD prior to 
entering into contractual agreements 
or making any other commitment for 
the acquisition of ADP equipment or 
services. 

(ii) For ADP equipment and services 
acquisitions requiring prior approval as 
specified in paragraph (c)(1) of this sec-
tion, prior approval of the following 
documents associated with such acqui-
sitions is also required: 

(A) RFP’s; unless specifically ex-
empted by FNS, the State agency shall 
obtain prior written approval of the 
RFP before the RFP may be released. 
However, RFPs costing up to $5 million 
for competitive procurements and up 
to $1 million for noncompetitive acqui-
sitions from non-governmental sources 
and which are an integral part of the 
approved APD need not be submitted 
to FNS. States will be required to sub-
mit RFPs under this threshold amount 
on an exception basis or if the procure-
ment strategy is not adequately de-
scribed and justified in an APD. The 
State agency shall obtain prior written 
approval from FNS for Request for Pro-
posals which are associated with an 
EBT system regardless of the cost. 

(B) Contracts; unless specifically ex-
empted by FNS, the State agency shall 
obtain prior written approval before 
the contract may be signed by the 
State agency. However, contracts cost-
ing up to $5 million for competitive 
procurements and up to $1 million for 
noncompetitive acquisitions from non-
governmental sources, and which are 
an integral part of the approved APD 
need not be submitted to FNS. States 
will be required to submit contracts 
under this threshold amount on an ex-
ception basis or if the procurement 
strategy is not adequately described 
and justified in an APD. The State 

agency shall obtain prior written ap-
proval from FNS for contracts which 
are associated with an EBT system re-
gardless of the cost. 

(C) Contract amendments; unless spe-
cifically exempted by FNS, the State 
agency shall obtain prior written ap-
proval before the contract amendment 
may be signed by the State agency. 
However, contract amendments involv-
ing cost increases of up to $1 million or 
time extensions of up to 120 days, and 
which are an integral part of the ap-
proved APD need not be submitted to 
FNS. States will be required to submit 
contract amendments under these 
threshold amounts on an exception 
basis or if the contract amendment is 
not adequately described and justified 
in an APD. Amendments to contracts 
for EBT systems shall be permitted 
within the approved funding cap. State 
agencies shall submit copies of any 
contract amendments or contract ex-
tensions to FNS with an accompanying 
analysis of the impact the changes 
would have upon the approved issuance 
cap. 

(iii) The State agency must obtain 
prior written approval from FNS as 
specified in paragraphs (c)(2) (i) and (ii) 
of this section in order to claim and re-
ceive reimbursement for the associated 
costs of the ADP acquisition. 

(3) Approval requirements. (i) For ADP 
equipment and service acquisitions re-
quiring prior approval as specified in 
paragraph (c)(1) of this section, the 
State agency shall submit the fol-
lowing documents to FNS for approval: 

(A) Feasibility studies, when specifi-
cally required by FNS as a condition of 
approving the Planning APD. When re-
quired by FNS for approval, the State 
agency shall submit the feasibility 
study no later than 90 days after its 
completion. 

(B) APD Updates, as required by 
paragraph (e) of this section, on an an-
nual or as needed basis. 

(ii) The State agency must obtain 
FNS approval of the documents speci-
fied in paragraph (c)(3)(i) of this sec-
tion in order to claim and receive reim-
bursement for the associated costs of 
the ADP acquisition. 

(4) Approval by the State agency. Ap-
proval by the State agency is required 
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for all documents specified in this reg-
ulation prior to submission for FNS ap-
proval. In addition, State agency ap-
proval is also required for those acqui-
sitions of ADP equipment and services 
not requiring prior approval by FNS. 

(5) Prompt action on requests for prior 
approval. FNS will reply promptly to 
State requests for prior approval. If 
FNS has not provided written approval, 
disapproval or a request for additional 
information within 60 days of FNS’ let-
ter acknowledging receipt of the 
State’s request, the request will be 
deemed to have provisionally met the 
prior approval requirement in para-
graph (c) of this section. However, pro-
visional approval will not exempt a 
State from having to meet all other 
Federal requirements which pertain to 
the acquisition of ADP equipment and 
services. Such requirements remain 
subject to Federal audit and review. 

(d) APD content requirements—(1) 
Planning APD. The State agency may 
request FFP for the costs of deter-
mining the need for and planning the 
acquisition of ADP equipment or serv-
ices through the submission of the 
Planning APD. The State agency may 
request FFP for the costs of planning 
activities beginning with initial 
project inception through the perform-
ance of necessary systems and alter-
natives analyses, selection and design, 
including the completion of a general 
systems design. The Planning APD 
shall contain the following informa-
tion: 

(i) The State agency’s description of 
the programmatic and organizational 
needs and/or problems to be addressed 
by the proposed ADP acquisition and 
the specific objectives to be accom-
plished under the Planning APD; 

(ii) The State agency’s commitment 
to complete the following, where ap-
propriate, as part of project planning 
activities: a functional requirements 
specification document, feasibility 
study, alternatives analysis, cost-ben-
efit analysis, and a general system de-
sign. If an existing ADP system is to be 
transferred, the State agency may plan 
to use the general system design of the 
transferred system. 

(iii) The State agency’s description 
of the organization, required State and 
contractual resources and availability 

of those resources, and the assignments 
of roles and responsibilities for project 
planning activities. The State agency 
shall include a description of resources 
to be procured and procurement meth-
ods; 

(iv) The State agency’s schedule of 
activities and deliverables during 
project planning, including a descrip-
tion and schedule of procurement ac-
tivities to be undertaken in support of 
the planning project; and 

(v) A proposed budget which shall 
identify costs for project planning ac-
tivities by Federal fiscal year. The 
budget shall include an estimate of 
prospective cost distribution to par-
ticipating Federal agencies and the 
method for cost allocation. The State 
agency shall also include an estimate 
of the total project costs, including 
both the cost of the planning project 
and the cost of any eventual ADP 
equipment and/or services acquisition, 
which will be used only for determining 
whether the threshold of §§ 277.18(c)(1) 
is met. An estimate of total project 
cost for an EBT system shall not be re-
quired to be incorporated into the 
Planning APD budget. 

(2) Implementation APD. The State 
agency may request FFP to acquire 
ADP equipment and services through 
the submission of the Implementation 
APD. The State agency may request 
FFP for the necessary activities to de-
velop, acquire, install and implement 
the proposed ADP system or acquisi-
tion. The Implementation APD shall 
contain the following information, 
where appropriate: 

(i) The State agency shall complete 
and submit a functional requirements 
specification document; 

(ii) The State agency shall submit a 
feasibility study and associated alter-
natives analyses, which include the 
transfer or modification of an existing 
system from a similar State or juris-
diction in the examination of alter-
natives. State agencies which reject 
the transfer or modification of an ex-
isting system must provide an analysis 
describing the barriers to system 
transfer as part of the feasibility 
study. The analysis of barriers to sys-
tem transfer shall include a compari-
son of the costs of overcoming the 
problem in transferring an operational 
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system to the costs of developing a new 
system; 

(iii) The State agency shall submit 
the new or transferred general systems 
design and shall also document the in-
tended approaches, plans and tech-
niques to develop or modify specific as-
pects of the proposed ADP system or 
acquisition including hardware, soft-
ware, telecommunications, system 
testing, and data security; 

(iv) The State agency shall describe 
the anticipated resource requirements 
for implementation of the ADP project, 
the resources planned to be available 
for the project, and plans for aug-
menting resources to meet resource re-
quirements; 

(v) The State agency shall indicate 
the principal events and schedule of ac-
tivities, milestones, and deliverables 
during implementation of the project; 

(vi) The State agency shall submit a 
proposed budget which identifies costs 
for intended project development and 
implementation activities by Federal 
fiscal year and shall include a consider-
ation of all possible Implementation 
APD activity costs (e.g., system con-
version, computer capacity planning, 
supplies, training, and miscellaneous 
ADP expenses). The budget shall con-
tain an estimate of prospective cost 
distribution and methods for allocating 
costs to participating Federal agencies; 

(vii) The State agency shall docu-
ment the scope, methodology, evalua-
tion criteria and results of cost-benefit 
analyses for evaluating the selected de-
sign and alternatives. The cost-benefit 
analysis shall include a statement indi-
cating the period of time the State 
agency intends to use the proposed 
equipment or system; and 

(viii) The State agency shall describe 
the security and interface require-
ments to be employed and the backup 
and contingency procedures available. 

(3) APD Budget. The proposed budget 
for both the Planning APD and the Im-
plementation APD shall include cost 
distribution plans containing the bases 
for proposed rates, both direct and in-
direct, for costs associated with system 
planning, development, acquisition or 
implementation, as appropriate. The 
budget proposals accompanying the 
Implementation APD shall also include 
proposed cost distribution plans and 

the bases of proposed rates for the op-
eration of the ADP system. The budget 
activities shall be presented on a Fed-
eral fiscal year basis in a clear fashion 
to associate costs with each planned 
activity. The budgets must identify all 
development costs separately from any 
ongoing operational costs. Costs must 
be distinguished by developmental 
projects and developmental time peri-
ods. Actual costs claimed must be 
reconciliable to projected costs as pro-
posed and approved by FNS in the 
APD. 

(e) APD Update—(1) General submis-
sion requirements. The State agency 
shall submit an APD Update for FNS 
approval for all approved Planning and 
Implementation APD’s when total ac-
quisition costs exceed $5 million. The 
APD Update shall be submitted to the 
FNS Regional Office within 90 days 
after the annual anniversary date of 
the original APD approval, unless the 
submission date is specifically altered 
by FNS. 

(2) Content requirements. The APD Up-
date represents a self-certification by 
the State agency of project status in 
relation to the provisions of the ap-
proved Planning APD and Implementa-
tion APD. The Annually Updated APD 
shall include: 

(i) Project activity status. (A) The 
status of all major tasks and mile-
stones in the approved Planning APD, 
Implementation APD or previous APD 
Update’s for the past year. The APD 
Update shall include all major tasks 
and milestones completed in the past 
year and degree of completion for un-
finished tasks. 

(B) The status of all project 
deliverables completed in the past year 
and degree of completion for unfinished 
products. 

(C) Reports of past and/or anticipated 
problems or delays in meeting target 
dates in the approved Planning APD, 
Implementation APD or previous APD 
Update’s for the remainder of the 
project. The Annually Updated APD 
shall include an explanation of the 
need to extend any major project tar-
get dates. 

(ii) Project expenditures. (A) A de-
tailed accounting for all expenditures 
for project development over the past 
year. 
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(B) An explanation of differences be-
tween projected expenses in the ap-
proved Planning or Implementation 
APD, or previous APD Update’s, and 
actual expenditures for the past year. 
If changes in costs are reported, FNS 
may require the submission of a re-
vised cost-benefit analysis as a condi-
tion for approval of the APD Update. 

(C) Changes to the allocation basis in 
the approved APD’s cost allocation 
methodology. 

(iii) Changes to the approved APD. 
(A) Revised language for all changes 

to the approved APD or previous APD 
Updates shall be submitted as part of 
the APD Update, unless submitted sep-
arately by the State agency as the 
changes occurred throughout the year. 

(B) Changes in project management 
and/or contractor services. 

(3) Submission as needed. In addition 
to the requirement for approval of an 
APD Update on an annual basis, as 
specified in paragraph (e)(1) of this sec-
tion, the State agency may submit an 
APD Update on a more frequent or as 
needed basis, in order to obtain a com-
mitment of FFP whenever significant 
project changes occur. Without such 
approval, the State agency is at risk 
for funding of project activities which 
are not in compliance with the terms 
and conditions of the approved APD 
and subsequently approved APD Up-
dates, until such time as approval is 
specifically granted by FNS. At a min-
imum, the State agency should con-
sider submission of an APD Update 
whenever any of the following changes 
occur or are anticipated: 

(i) A significant increase ($1 million 
or more) in total project costs; 

(ii) A significant schedule extension 
(60 days or more) for major milestones; 

(iii) A significant change in procure-
ment approach, and/or scope of pro-
curement activities beyond that ap-
proved in the APD; 

(iv) A change in system concept, or a 
change to the scope of the project; or 

(v) A change to the approved cost al-
location methodology. 

(f) Service agreements. The State agen-
cy shall execute service agreements 
when data processing services are to be 
provided by a State central data proc-
essing facility or another State or local 
agency. Service agreements shall be 

kept on file by the State agency and be 
available for Federal review, and shall: 

(1) Identify the ADP services that 
will be provided; 

(2) Include, preferably as an amend-
able attachment, a schedule of charges 
for each identified ADP service, and a 
certification that these charges apply 
equally to all users; 

(3) Include a description of the meth-
od(s) of accounting for the services ren-
dered under the agreement and com-
puting services charges; 

(4) Include assurances that services 
provided will be timely and satisfac-
tory; 

(5) Include assurances that informa-
tion in the computer system as well as 
access, use and disposal of ADP data 
will be safeguarded in accordance with 
provisions of §§ 272.1(c) and 277.13; 

(6) Require the provider to obtain 
prior approval pursuant to § 277.18(c)(1) 
from FNS for ADP equipment and ADP 
services that are acquired from com-
mercial sources primarily to support 
the Food Stamp Program and requires 
the provider to comply with § 277.14 for 
procurements related to the service 
agreement. ADP equipment and serv-
ices are considered to be primarily ac-
quired to support the Food Stamp Pro-
gram when the Program may reason-
ably be expected to either be billed for 
more than 50 percent of the total 
charges made to all users of the ADP 
equipment and services during the time 
period covered by the service agree-
ment, or directly charged for the total 
cost of the purchase or lease of ADP 
equipment or services; 

(7) Include the beginning and ending 
dates of the period of time covered by 
the service agreement; and 

(8) Include a schedule of expected 
total charges to the Program for the 
period of the service agreement. 

(g) Conditions for receiving FFP—(1) A 
State agency may receive FFP at the 
50 percent reimbursement rate for the 
costs of planning, design, development 
or installation of ADP and information 
retrieval systems if the proposed sys-
tem will: 

(i) Assist the State agency in meet-
ing the requirements of the Food 
Stamp Act; 

(ii) Meet the program standards spec-
ified in § 272.10(b)(1), (b)(2), and (b)(3) of 
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this chapter, except for the require-
ments in § 272.10(b)(2)(vi), (b)(2)(vii), 
and (b)(3)(ix) of this chapter to eventu-
ally transmit data directly to FCS; 

(iii) Be likely to provide more effi-
cient and effective administration of 
the program; and 

(iv) Be compatible with such other 
systems utilized in the administration 
of State agency plans under the pro-
gram of Temporary Assistance for 
Needy Families (TANF). 

(2) State agencies seeking FFP for 
the planning, design, development or 
installation of automated data proc-
essing and information retrieval sys-
tems shall develop Statewide systems 
which are integrated with TANF. In 
cases where a State agency can dem-
onstrate that a local, dedicated, or sin-
gle function (issuance or certification 
only) system will provide for more effi-
cient and effective administration of 
the program, FNS may grant an excep-
tion to the Statewide integrated re-
quirement. These exceptions will be 
based on an assessment of the proposed 
system’s ability to meet the State 
agency’s need for automation. Systems 
funded as exceptions to this rule, how-
ever, should be capable to the extent 
necessary, of an automated data ex-
change with the State agency system 
used to administer TANF. In no cir-
cumstances will funding be available 
for systems which duplicate other 
State agency systems, whether pres-
ently operational or planned for future 
development. 

(h) Emergency acquisition requirements. 
The State agency may request FFP for 
the costs of ADP equipment and serv-
ices acquired to meet emergency situa-
tions which preclude the State agency 
from following the prior approval re-
quirements of § 277.18(c). FNS may pro-
vide FFP in emergency situations if 
the following conditions are met: 

(1) The State agency must submit a 
written request to FNS prior to the ac-
quisition of any ADP equipment or 
services. The written request must be 
sent by registered mail and shall in-
clude: 

(i) A brief description of the ADP 
equipment and/or services to be ac-
quired and an estimate of their costs; 

(ii) A brief description of the cir-
cumstances which result in the State 

agency’s need to proceed with the ac-
quisition prior to obtaining formal 
FNS approval; and 

(iii) A description of the adverse im-
pact which would result if the State 
agency does not immediately acquire 
the ADP equipment and/or services. 

(2) Upon receipt of a written request 
for emergency acquisition FNS shall 
provide a written response to the State 
agency within 14 days. The FNS re-
sponse shall: 

(i) Inform the State agency that the 
request has been disapproved and the 
reason for disapproval; or, 

(ii) Inform the State agency that 
FNS recognizes that an emergency sit-
uation exists and the State agency 
must submit a formal request for ap-
proval by FNS which includes the in-
formation specified at § 277.18(d)(2) 
within 90 days from the date of the 
State agency’s initial written request. 

(iii) If FNS approves the request sub-
mitted under paragraph (h)(1) of this 
section, FFP will be available from the 
date the State agency acquires the 
ADP equipment and services. 

(i) Cost determination and claiming 
costs—(1) Cost determination. Actual 
costs must be determined in compli-
ance with an FNS approved budget and 
appendix A to this part, and must be 
reconcilable with the FNS funding 
level. There shall be no payments pur-
suant to this section to the extent that 
a State agency is reimbursed for such 
costs pursuant to any other Federal 
program or uses ADP systems for pur-
poses not connected with the Food 
Stamp Program. The State agency ap-
proved cost allocation plan must be 
amended to disclose the methods which 
will be used to identify and classify 
costs to be claimed. This methodology 
must be submitted to FNS as part of 
the request for FNS approval of fund-
ing as required in paragraph (d)(3) of 
this section. Any costs funded pursuant 
to these regulations shall be excluded 
in determining the State agency’s ad-
ministrative costs under any other sec-
tion of this part. 

(2) Cost identification for purposes of 
FFP claims. State agencies shall assign 
and claim the costs incurred under an 
approved APD in accordance with the 
following criteria: 

VerDate Nov<24>2008 13:53 Jan 27, 2010 Jkt 220015 PO 00000 Frm 00995 Fmt 8010 Sfmt 8010 Y:\SGML\220015.XXX 220015er
ow

e 
on

 D
S

K
5C

LS
3C

1P
R

O
D

 w
ith

 C
F

R



986 

7 CFR Ch. II (1–1–10 Edition) § 277.18 

(i) Development costs. Using its nor-
mal departmental accounting system, 
the State agency shall specifically 
identify what items of costs constitute 
development costs, assign these costs 
to specific project cost centers, and dis-
tribute these costs to funding sources 
based on the specific identification, as-
signment and distribution outlined in 
the approved APD. The methods for 
distributing costs set forth in the APD 
should provide for assigning identifi-
able costs, to the extent practicable, 
directly to program/functions. The 
State agency shall amend the cost allo-
cation plan required by § 277.9 to in-
clude the approved APD methodology 
for the identification, assignment and 
distribution of the development costs. 

(ii) Operational costs. Costs incurred 
for the operation of an ADP system 
shall be identified and assigned by the 
State agency to funding sources in ac-
cordance with the approved cost alloca-
tion plan required by § 277.9. 

(iii) Service agreement costs. States 
that operate a central data processing 
facility shall use their approved cen-
tral service cost allocation plan re-
quired by OMB Circular A–87 to iden-
tify and assign costs incurred under 
service agreements with the State 
agency. The State agency shall then 
distribute these costs to funding 
sources in accordance with paragraphs 
(i)(2)(i) and (i)(2)(ii) of this section. 

(3) Capital expenditures. The State 
agency shall charge the costs of ADP 
equipment having unit acquisition 
costs or total aggregate costs, at the 
time of acquisition, of more than 
$25,000 by means of depreciation or use 
allowance, unless a waiver is specifi-
cally granted by FNS. If the equipment 
acquisition is part of an APD that is 
subject to the prior approval require-
ments of paragraph (c)(2) of this sec-
tion, the State agency may submit the 
waiver request as part of the APD. 

(4) Claiming costs. Prior to claiming 
funding under this section the State 
agency shall have complied with the 
requirements for obtaining approval 
and prior approval of § 277.18(c). 

(5) Budget authority. FNS approval of 
requests for funding shall provide noti-
fication to the State agency of the 
budget authority and dollar limita-
tions under which such funding may be 

claimed. FNS shall provide this 
amount as a total authorization for 
such funding which may not be exceed-
ed unless amended by FNS. FNS’s de-
termination of the amount of this au-
thorization shall be based on the budg-
et submitted by the State agency. Ac-
tivities not included in the approved 
budget, as well as continuation of ap-
proved activities beyond scheduled 
deadlines in the approved plan, shall 
require FNS approval of an amended 
State budget for payment. Requests to 
amend the budget authorization ap-
proved by FNS shall be submitted to 
FNS prior to claiming such expenses. 

(j) Procurement requirements. (1) Pro-
curements of ADP equipment and serv-
ices are subject to the procurement 
standards prescribed by § 277.14 regard-
less of any conditions for prior ap-
proval, except the requirements of 
§ 277.14(b)(1) and (2) regarding review of 
proposed contracts. Those standards 
include a requirement for maximum 
practical open and free competition re-
gardless of whether the procurement is 
formally advertised or negotiated. 

(2) The standards prescribed by 
§ 277.14, as well as the requirement for 
prior approval, apply to ADP services 
and equipment acquired by a State or 
local agency, and the ADP services and 
equipment acquired by a State or local 
central data processing facility pri-
marily to support the Food Stamp Pro-
gram. 

(3) The competitive procurement pol-
icy prescribed by § 277.14 shall be appli-
cable except for ADP services provided 
by the agency itself, or by other State 
or local agencies. 

(k) Access to the system and records. 
Access to the system in all aspects, in-
cluding but not limited to design, de-
velopment, and operation, including 
work performed by any source, and in-
cluding cost records of contractors and 
subcontractors, shall be made available 
by the State agency to FNS or its au-
thorized representatives at intervals as 
are deemed necessary by FNS, in order 
to determine whether the conditions 
for approval are being met and to de-
termine the efficiency, economy and 
effectiveness of the system. Failure to 
provide full access by appropriate 
State and Federal representatives to 
all parts of the system shall result in 
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suspension and/or termination of Food 
Stamp Program funds for the costs of 
the system and its operation. 

(l) Ownership rights—(1) Software(i) 
The State or local government shall in-
clude a clause in all procurement in-
struments which provides that the 
State or local government shall have 
all ownership rights in any software or 
modifications thereof and associated 
documentation designed, developed or 
installed with FFP under this section. 

(ii) FNS reserves a royalty-free, non-
exclusive, and irrevocable license to re-
produce, publish, or otherwise use and 
to authorize others to use for Federal 
Government purposes, such software, 
modifications, and documentation. 

(iii) Proprietary operating/vendor 
software packages (e.g., ADABAS or 
TOTAL) which are provided at estab-
lished catalog or market prices and 
sold or leased to the general public 
shall not be subject to the ownership 
provisions in paragraphs (l)(1)(i) and 
(l)(1)(ii) of this section. FFP is not 
available for proprietary applications 
software developed specifically for the 
Food Stamp Program. 

(2) Automated data processing equip-
ment. The policies and procedures gov-
erning title, use and disposition of 
property purchased with Food Stamp 
Program funds, which appear at 7 CFR 
277.13 are applicable to automated data 
processing equipment. 

(m) Use of ADP systems. ADP systems 
designed, developed or installed with 
FFP shall be used for the period of 
time specified in the APD, unless FNS 
determines that a shorter period is jus-
tified. 

(n) Basis for continued Federal finan-
cial participation. FNS will continue 
FFP at the levels approved in the Plan-
ning APD and the Implementation 
APD provided that project develop-
ment proceeds in accordance with the 
conditions and terms of the approved 
APD and that ADP resources are used 
for the purposes authorized. FNS will 
use the APD Update to monitor ADP 
project development. The submission 
of the report prescribed in § 277.18(e) for 
the duration of project development is 
a condition for continued FFP. In addi-
tion, periodic onsite reviews of ADP 
project development and State and 
local agency ADP operations may be 

conducted by or for FNS to assure com-
pliance with approved APD’s, proper 
use of ADP resources, and the ade-
quacy of State or local agency ADP op-
erations. 

(o) Disallowance of Federal financial 
participation. If FNS finds that any 
ADP acquisition approved under the 
provisions of § 277.18(c) fails to comply 
with the criteria, requirements, and 
other undertakings described in the ap-
proved or modified APD, payment of 
FFP may be disallowed. 

(p) ADP system security requirements 
and review process—(1) ADP system secu-
rity requirements. State and local agen-
cies are responsible for the security of 
all ADP projects under development, 
and operational systems involved in 
the administration of the Food Stamp 
Program. State and local agencies 
shall determine appropriate ADP secu-
rity requirements based on recognized 
industry standards or standards gov-
erning security of Federal ADP sys-
tems and information processing. 

(2) ADP security program. State agen-
cies shall implement and maintain a 
comprehensive ADP Security Program 
for ADP systems and installations in-
volved in the administration of the 
Food Stamp Program. ADP Security 
Programs shall include the following 
components. 

(i) Determination and implementa-
tion of appropriate security require-
ments as prescribed in paragraph (p)(1) 
of this section. 

(ii) Establishment of a security plan 
and, as appropriate, policies and proce-
dures to address the following areas of 
ADP security: 

(A) Physical security of ADP re-
sources; 

(B) Equipment security to protect 
equipment from theft and unauthorized 
use; 

(C) Software and data security; 
(D) Telecommunications security; 
(E) Personnel security; 
(F) Contingency plans to meet crit-

ical processing needs in the event of 
short- or long-term interruption of 
service; 

(G) Emergency preparedness; and 
(H) Designation of an Agency ADP 

Security Manager. 
(iii) Periodic risk analyses. State 

agencies shall establish and maintain a 
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program for conducting periodic risk 
analyses to ensure that appropriate, 
cost-effective safeguards are incor-
porated into new and existing systems. 
In addition, risk analyses shall be per-
formed whenever significant system 
changes occur. 

(3) ADP system security reviews. State 
agencies shall review the ADP system 
security of installations involved in 
the administration of the Food Stamp 
Program on a biennial basis. At a min-
imum, the reviews shall include an 
evaluation of physical and data secu-
rity, operating procedures, and per-
sonnel practices. State agencies shall 
maintain reports of their biennial ADP 
system security reviews, together with 
pertinent supporting documentation, 
for Federal on-site review. 

(4) Applicability. The security require-
ments of this section apply to all ADP 
systems used by State and local gov-
ernments to administer the Food 
Stamp Program. 

(5) Costs. Costs incurred for com-
plying with the provisions of para-
graphs (p)(1) through (p)(3) of this sec-
tion are considered regular administra-
tive costs which are funded at the reg-
ular FFP level. 

[Amdt. 319, 55 FR 4355, Feb. 7, 1990, as amend-
ed by Amdt. 345, 57 FR 11259, Apr. 1, 1992; 
Amdt. 342, 59 FR 2733, Jan. 19, 1994; Amdt. 
368, 61 FR 33643, June 28, 1996; Amdt. 385, 65 
FR 33440, May 24, 2000] 

APPENDIX A TO PART 277—PRINCIPLES 
FOR DETERMINING COSTS APPLICA-
BLE TO ADMINISTRATION OF THE 
FOOD STAMP PROGRAM BY STATE 
AGENCIES 

This appendix sets forth the procedures im-
plementing uniform requirements for the ne-
gotiations and approval of cost allocation 
plans with State agencies, in accordance 
with the provisions of Federal Management 
Circular (FMC) 74–4 and OASC–10, ‘‘Cost 
Principles and Procedures for Establishing 
Cost Allocation Plans and Indirect Cost 
Rates for Grants and Contracts with the Fed-
eral Government,’’ U.S. Department of 
Health, Education, and Welfare. This mate-
rial is adapted substantially from the cir-
cular; changes have been made only when 
necessary in order to conform with legisla-
tive constraints. 

(A) Purpose and scope. 
(1) Objectives. This appendix sets forth prin-

ciples for determining the allowable costs of 
administering the Food Stamp Program by 

State agency under FNS-approved State 
Plans of Operation. The principles are for the 
purpose of cost determination and are not in-
tended to identify the circumstances or dic-
tate the extent of Federal and State or local 
participation in the financing of the Pro-
gram. They are designed to provide that all 
federally assisted programs bear their fair 
share of costs recognized under these prin-
ciples, except where restricted or prohibited 
by law. No provision for profit or other in-
crement above cost is intended. 

(2) Policy guides. The application of these 
principles is based on the fundamental prem-
ises that: 

(a) State agencies are responsible for the 
efficient and effective administration of the 
Food Stamp Program through the applica-
tion of sound management practice. 

(b) The State agency assumes the responsi-
bility for seeing that Food Stamp Program 
funds have been expended and accounted for 
consistent with underlying agreements and 
program objectives. 

(c) Each State agency, in recognition of its 
own unique combination of staff facilities 
and experience, will have the primary re-
sponsibility for employing whatever form of 
organization and management techniques as 
may be necessary to assure proper and effi-
cient administration. 

(3) Application. These principles will be ap-
plied by FNS in determining costs incurred 
by State agencies receiving FNS payments 
for administering the Food Stamp Program. 

(B) Definitions. 
Approval or authorization by FNS means 

documentation evidencing consent prior to 
incurring specific costs. 

Cognizant Federal Agency means the Fed-
eral agency recognized by OMB as having the 
predominate interest in terms of program 
dollars. 

Cost allocation plan means the documenta-
tion identifying, accumulating, and distrib-
uting allowable costs of program administra-
tion together with the allocation methods 
used. 

Cost, as used herein, means cost as deter-
mined on a cash, accrual, or other basis ac-
ceptable to FNS as a discharge of the State 
agency’s accountability for FNS funds. 

Cost center means a pool, summary ac-
count, objective or area established for the 
accumulation of costs. Such areas include 
objective organizational units, functions, ob-
jects or items of expense, as well as ultimate 
cost objective(s) including specific costs, 
products, projects, contracts, programs and 
other operations. 

Federal agency means FNS and also any 
department, agency, commission, or instru-
mentality in the executive branch of the 
Federal Government which makes grants to 
or contracts with State or local govern-
ments. 
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