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10 CFR Ch. X (1–1–11 Edition) § 1016.4 

devices, equipment, and procedures em-
ployed at a security facility to safe-
guard classified matter. 

[48 FR 36432, Aug. 10, 1983, as amended at 71 
FR 68735, Nov. 28, 2006] 

§ 1016.4 Communications. 
Communications concerning rule-

making, i.e., petition to change part 
1016, should be addressed to the Chief 
Health, Safety and Security Officer, 
HS–1/Forrestal Building, Office of 
Health, Safety and Security, U.S. De-
partment of Energy, 1000 Independence 
Avenue, SW., Washington, DC 20585. All 
other communications concerning the 
regulations in this part should be ad-
dressed to the cognizant DOE or Na-
tional Nuclear Security Administra-
tion (NNSA) office. 

[71 FR 68735, Nov. 28, 2006] 

§ 1016.5 Submission of procedures by 
access permit holder. 

No access permit holder shall have 
access to Restricted Data until he shall 
have submitted to the DOE a written 
statement of his procedures for the 
safeguarding of Restricted Data and for 
the security education of his employ-
ees, and DOE shall have determined 
and informed the permittee that his 
procedures for the safeguarding of Re-
stricted Data are in compliance with 
the regulations in this part and that 
his procedures for the security edu-
cation of his employees, who will have 
access to Restricted Data, are informed 
about and understand the regulations 
in this part. 

§ 1016.6 Specific waivers. 
DOE may, upon application of any in-

terested party, grant such waivers 
from the requirements of this part as it 
determines are authorized by law and 
will not constitute an undue risk to 
the common defense and security. 

§ 1016.7 Interpretations. 
Except as specifically authorized by 

the Secretary of Energy in writing, no 
interpretation of the meaning of the 
regulations in this part by any officer 
or employee of DOE other than a writ-
ten interpretation by the General 
Counsel will be recognized to be bind-
ing upon DOE. 

PHYSICAL SECURITY 

§ 1016.8 Approval for processing ac-
cess permittees for security facility 
approval. 

(a) An access permittee who has a 
need to use, process, store, reproduce, 
transmit, or handle Restricted Data at 
any location in connection with its 
permit shall promptly request a DOE 
security facility approval. 

(b) The request shall include the fol-
lowing information: The name and ad-
dress of the permittee; the extent and 
scope of the classified activity and the 
highest classification of Restricted 
Data to be received; a written state-
ment in the form of a security plan 
which outlines the permittee’s pro-
posed security procedures and controls 
for the protection of Restricted Data, 
including a floor plan of the areas(s) in 
which the classified matter is to be 
used, processed, stored, reproduced, 
transmitted, and handled. 

(c) The DOE will promptly inform the 
permittee of the acceptability of the 
request for further processing and will 
notify the permittee of its decision in 
writing. 

§ 1016.9 Processing security facility 
approval. 

The following receipt of an accept-
able request for security facility ap-
proval, the DOE will perform an initial 
security survey of the permittee’s fa-
cility to determine that granting a se-
curity facility approval would be con-
sistent with the national security. If 
DOE makes such a determination, se-
curity facility approval will be grant-
ed. If not, security facility approval 
will be withheld pending compliance 
with the security survey recommenda-
tions or until a waiver is granted pur-
suant to § 1016.6 of this part. 

§ 1016.10 Grant, denial, or suspension 
of security facility approval. 

Notification of the DOE’s grant, de-
nial, or suspension of security facility 
approval will be furnished the per-
mittee in writing, or orally with writ-
ten confirmation. This information 
may also be furnished to representa-
tives of the DOE, DOE contractors, or 
other Federal agencies having a need 
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to transmit Restricted Data to the per-
mittee. 

§ 1016.11 Cancellation of requests for 
security facility approval. 

When a request for security facility 
approval is to be withdrawn or can-
celled, the DOE Operations Office will 
be notified by the requester imme-
diately by telephone and confirmed in 
writing so that processing of this ap-
proval may be terminated. 

§ 1016.12 Termination of security facil-
ity approval. 

Security facility approval will be ter-
minated when: 

(a) There is no longer a need to use, 
process, store, reproduce, transmit, or 
handle Restricted Data at the facility; 
or 

(b) The DOE makes a determination 
that continued security facility ap-
proval is not in the interest of national 
security. 
In such cases the permittee will be no-
tified in writing of the determination, 
and the procedures outlined in § 1016.39 
of this part will apply. 

§ 1016.21 Protection of Restricted Data 
in storage. 

(a) Persons who possess Restricted 
Data pursuant to an Access Permit 
shall store Secret and Confidential doc-
uments and material when not in use 
in accordance with one of the following 
methods: 

(1) In a locked vault, safe, or safe- 
type steel file cabinet having a 3-posi-
tion dial-type combination lock; or 

(2) In a dual key, bank safety deposit 
box; or 

(3) In a steel file cabinet secured by a 
steel lock bar and a 3-position dial- 
type changeable combination padlock; 
or 

(4) In a locked steel file cabinet when 
located in a security area established 
under § 1016.23 or when the cabinet or 
the place in which the cabinet is lo-
cated is under DOE-approved intrusion 
alarm protection. 

(b) Changes of combination: Each 
permittee shall change the combina-
tion on locks of his safekeeping equip-
ment whenever such equipment is 
placed in use, whenever an individual 
knowing the combination no longer re-

quires access to the repository as a re-
sult of change in duties or position in 
the permittee’s organization, or termi-
nation of employment with the per-
mittee or whenever the combination 
has been subjected to compromise, and 
in any event at least once a year. Per-
mittees shall classify records of com-
binations no lower than the highest 
classification of the documents and 
material authorized for storage in the 
safekeeping equipment concerned. 

(c) The lock on safekeeping equip-
ment of the type specified in paragraph 
(a)(4) of this section shall be replaced 
immediately whenever a key is lost. 

§ 1016.22 Protection while in use. 

While in use, documents and material 
containing Restricted Data shall be 
under the direct control of an appro-
priately cleared individual, and the Re-
stricted Data shall be capable of being 
removed from sight immediately. 

§ 1016.23 Establishment of security 
areas. 

(a) When, because of their nature or 
size, it is impracticable to safeguard 
documents and material containing Re-
stricted Data in accordance with the 
provisions of §§ 1016.21 and 1016.22, a se-
curity area to protect such documents 
and material shall be established. 

(b) The following controls shall apply 
to security areas: 

(1) Security areas shall be separated 
from adjacent areas by a physical bar-
rier designed to prevent entrance into 
such areas, and access to the Re-
stricted Data within the areas, by un-
authorized individuals. 

(2) During working hours, admittance 
shall be controlled by an appropriately 
cleared individual posted at each un-
locked entrance. 

(3) During nonworking hours, admit-
tance shall be controlled by protective 
personnel on patrol, with protective 
personnel posted at unlocked en-
trances, or by such intrusion alarm 
system as DOE may approve. 

(4) Each individual authorized to 
enter a security area shall be issued a 
distinctive badge or pass when the 
number of employees assigned to the 
area exceeds thirty. 
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