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Department of Energy § 1017.20 

The obsolete ‘‘May Contain UCNI’’ 
marking reads as follows: 

Not for Public Dissemination May contain 
Unclassified Controlled Nuclear Information 
subject to section 148 of the Atomic Energy 
Act of 1954 (42 U.S.C. 2168). Approval by the 
Department of Energy prior to release is re-
quired. 

(b) Marking material. If possible, ma-
terial containing or revealing UCNI 
must be marked as described in 
§ 1017.16(a)(1). If space limitations do 
not allow for use of the full marking in 
§ 1017.16(a)(1), the acronym ‘‘UCNI’’ may 
be used. 

§ 1017.17 Determining that a document 
or material no longer contains or 
does not contain Unclassified Con-
trolled Nuclear Information. 

(a) Document or material no longer con-
tains UCNI. A Reviewing Official with 
cognizance over the information in a 
document or material marked as con-
taining UCNI may determine that the 
document or material no longer con-
tains UCNI. A Denying Official may 
also determine that such a document 
or material no longer contains UCNI. 
The official making this determination 
must base it on applicable guidance 
and must ensure that any UCNI mark-
ings are crossed out (for documents) or 
removed (for material). The official 
marks or authorizes the marking of the 
document (or the material, if space al-
lows) as follows: 

Does Not Contain Unclassified 
Controlled Nuclear Information 

Reviewing/Denying Official: 
llllllllllllllllllllllll

(Name and organization) 
Date: llllllllllllllllllll

(b) Document or material does not con-
tain UCNI. A Reviewing Official with 
cognizance over the information in a 
document or material may confirm 
that an unmarked document or mate-
rial does not contain UCNI based on ap-
plicable guidance. No UCNI markings 
are required in this case; however, for 
documentation purposes, the Review-
ing Official may mark or may author-
ize the marking of the document or 
material with the same marking used 
in § 1017.17(a). 

§ 1017.18 Joint documents or material. 

If a document or material marked as 
containing UCNI is under consideration 
for decontrol and falls under the cog-
nizance of another DOE organization or 
other Government agency, the Review-
ing Official or Denying Official must 
coordinate the decontrol review with 
that DOE organization or other Gov-
ernment agency. Any disagreement 
concerning the control or decontrol of 
any document or material that con-
tains UCNI that was originated by or 
for DOE or another Government agen-
cy is resolved by the Secretary or his 
or her designee. 

Subpart D—Access to Unclassified 
Controlled Nuclear Information 

§ 1017.19 Access limitations. 

A person may only have access to 
UCNI if he or she has been granted rou-
tine access by an Authorized Individual 
(see § 1017.20) or limited access by the 
DOE Program Secretarial Officer or 
NNSA Deputy or Associate Adminis-
trator with cognizance over the UCNI 
(see § 1017.21). The Secretary, or his or 
her designee, may impose additional 
administrative controls concerning the 
granting of routine or limited access to 
UCNI to a person who is not a U.S. cit-
izen. 

§ 1017.20 Routine access. 

(a) Authorized Individual. The Review-
ing Official who determines that a doc-
ument or material contains UCNI is 
the initial Authorized Individual for 
that document or material. An Author-
ized Individual, for UCNI in his or her 
possession or control, may determine 
that another person is an Authorized 
Individual who may be granted access 
to the UCNI, subject to limitations in 
paragraph (b) of this section, and who 
may further disseminate the UCNI 
under the provisions of this section. 

(b) Requirements for routine access. To 
be eligible for routine access to UCNI, 
the person must have a need to know 
the UCNI in order to perform official 
duties or other Government-authorized 
activities and must be: 

(1) A U.S. citizen who is: 
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(i) An employee of any branch of the 
Federal Government, including the 
U.S. Armed Forces; 

(ii) An employee or representative of 
a State, local, or Indian tribal govern-
ment; 

(iii) A member of an emergency re-
sponse organization; 

(iv) An employee of a Government 
contractor or a consultant, including 
those contractors or consultants who 
need access to bid on a Government 
contract; 

(v) A member of Congress or a staff 
member of a congressional committee 
or of an individual member of Con-
gress; 

(vi) A Governor of a State, his or her 
designated representative, or a State 
government official; 

(vii) A member of a DOE advisory 
committee; or, 

(viii) A member of an entity that has 
entered into a formal agreement with 
the Government, such as a Cooperative 
Research and Development Agreement 
or similar arrangement; or, 

(2) A person who is not a U.S. citizen 
but who is: 

(i) A Federal Government employee 
or a member of the U.S. Armed Forces; 

(ii) An employee of a Federal Govern-
ment contractor or subcontractor; 

(iii) A Federal Government consult-
ant; 

(iv) A member of a DOE advisory 
committee; 

(v) A member of an entity that has 
entered into a formal agreement with 
the Government, such as a Cooperative 
Research and Development Agreement 
or similar arrangement; 

(vi) An employee or representative of 
a State, local, or Indian tribal govern-
ment; or, 

(vii) A member of an emergency re-
sponse organization when responding 
to an emergency; or, 

(3) A person who is not a U.S. citizen 
but who needs to know the UCNI in 
conjunction with an activity approved 
by the DOE Program Secretarial Offi-
cer or NNSA Deputy or Associate Ad-
ministrator with cognizance over the 
UCNI. 

§ 1017.21 Limited access. 
(a) A person who is not eligible for 

routine access to specific UCNI under 

§ 1017.20 may request limited access to 
such UCNI by sending a written request 
to the DOE Program Secretarial Offi-
cer or NNSA Deputy or Associate Ad-
ministrator with cognizance over the 
information. The written request must 
include the following: 

(1) The name, current residence or 
business address, birthplace, birth 
date, and country of citizenship of the 
person submitting the request; 

(2) A description of the specific UCNI 
for which limited access is being re-
quested; 

(3) A description of the purpose for 
which the UCNI is needed; and, 

(4) Certification by the requester 
that he or she: 

(i) Understands and will follow these 
regulations; and 

(ii) Understands that he or she is sub-
ject to the civil and criminal penalties 
under Subpart F of this part. 

(b) The decision whether to grant the 
request for limited access is based on 
the following criteria: 

(1) The sensitivity of the UCNI for 
which limited access is being re-
quested; 

(2) The approving official’s evalua-
tion of the likelihood that the re-
quester will disseminate the UCNI to 
unauthorized individuals; and, 

(3) The approving official’s evalua-
tion of the likelihood that the re-
quester will use the UCNI for illegal 
purposes. 

(c) Within 30 days of receipt of the re-
quest for limited access, the appro-
priate DOE Program Secretarial Offi-
cer or NNSA Deputy or Associate Ad-
ministrator must notify the requester 
if limited access is granted or denied, 
or if the determination cannot be made 
within 30 days, of the date when the de-
termination will be made. 

(d) A person granted limited access 
to specific UCNI is not an Authorized 
Individual and may not further dis-
seminate the UCNI to anyone. 

Subpart E—Physical Protection 
Requirements 

§ 1017.22 Notification of protection re-
quirements. 

(a) An Authorized Individual who 
grants routine access to specific UCNI 
under § 1017.20 to a person who is not an 
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