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contractor has violated or is continuing to 
violate the nuclear safety requirements 
against contractor retaliation and to issue 
civil penalties or other appropriate remedy 
in a FNOV. 10 CFR 820.25. 

e. The Director will have discretion to give 
appropriate weight to information collected 
in DOL and OHA investigations and pro-
ceedings. In deciding whether additional in-
vestigation or information is needed, the Di-
rector will consider the extent to which the 
facts in the proceedings have been adju-
dicated as well as any information presented 
by the contractor. In general, the Director 
may initiate an enforcement action without 
additional investigation or information. 

f. Normally, the Director will await the 
completion of a Part 708 proceeding before 
OHA or a sec. 211 proceeding at DOL before 
deciding whether to take any action, includ-
ing an investigation under Part 820 with re-
spect to alleged retaliation. A Part 708 or 
sec. 211 proceeding would be considered com-
pleted when there is either a final decision or 
a settlement of the retaliation complaint, or 
no additional administrative action is avail-
able. 

g. DOE encourages its contractors to co-
operate in resolving whistleblower com-
plaints raised by contractor employees in a 
prompt and equitable manner. Accordingly, 
in deciding whether to initiate an enforce-
ment action, the Director will take into ac-
count the extent to which a contractor co-
operated in a Part 708 or sec. 211 proceeding, 
and, in particular, whether the contractor 
resolved the matter promptly without the 
need for an adjudication hearing. 

h. In considering whether to initiate an en-
forcement action and, if so, what remedy is 
appropriate, the Director will also consider 
the egregiousness of the particular case in-
cluding the level of management involved in 
the alleged retaliation and the specificity of 
the acts of retaliation. 

i. In egregious cases, the Director has the 
discretion to proceed with an enforcement 
action, including an investigation with re-
spect to alleged retaliation irrespective of 
the completion status of the Part 708 or sec. 
211 proceeding. Egregious cases would in-
clude: (1) Cases involving credible allega-
tions for willful or intentional violations of 
DOE rules, regulations, orders or Federal 
statutes which, if proven, would warrant 
criminal referrals to the U.S. Department of 
Justice for prosecutorial review; and (2) 
cases where an alleged retaliation suggests 
widespread, high-level managerial involve-
ment and raises significant public health and 
safety concerns. 

j. When the Director undertakes an inves-
tigation of an allegation of DOE contractor 
retaliation against an employee under Part 
820, the Director will apprise persons inter-
viewed and interested parties that the inves-
tigative activity is being taken pursuant to 

the nuclear safety procedures of Part 820 and 
not pursuant to the procedures of Part 708. 

k. At any time, the Director may begin an 
investigation of a noncompliance of the sub-
stantive nuclear safety rules based on the 
underlying nuclear safety concerns raised by 
the employee regardless of the status of com-
pletion of any related whistleblower retalia-
tion proceedings. The nuclear safety rules in-
clude: 10 CFR part 830 (nuclear safety man-
agement); 10 CFR part 835 (occupational ra-
diation protection); and 10 CFR part 820.11 
(information accuracy requirements). 

[58 FR 43692, Aug. 17, 1993, as amended at 62 
FR 52481, Oct. 8, 1997; 65 FR 15220, Mar. 22, 
2000; 71 FR 68732, Nov. 28, 2006; 72 FR 31921, 
June 8, 2007] 

PART 824—PROCEDURAL RULES 
FOR THE ASSESSMENT OF CIVIL 
PENALTIES FOR CLASSIFIED IN-
FORMATION SECURITY VIOLA-
TIONS 

Sec. 
824.1 Purpose and scope. 
824.2 Applicability. 
824.3 Definitions. 
824.4 Civil penalties. 
824.5 Investigations. 
824.6 Preliminary notice of violation. 
824.7 Final notice of violation. 
824.8 Hearing. 
824.9 Hearing Counsel. 
824.10 Hearing Officer. 
824.11 Rights of the person at the hearing. 
824.12 Conduct of the hearing. 
824.13 Initial decision. 
824.14 Special procedures. 
824.15 Collection of civil penalties. 
824.16 Direction to NNSA contractors. 

APPENDIX A TO PART 824—GENERAL STATE-
MENT OF ENFORCEMENT POLICY 

AUTHORITY: 42 U.S.C. 2201, 2282b, 7101 et seq., 
50 U.S.C. 2401 et seq. 

SOURCE: 70 FR 3607, Jan. 26, 2005, unless 
otherwise noted. 

§ 824.1 Purpose and scope. 
This part implements subsections a., 

c., and d. of section 234B. of the Atomic 
Energy Act of 1954 (the Act), 42 U.S.C. 
2282b. Subsection a. provides that any 
person who has entered into a contract 
or agreement with the Department of 
Energy, or a subcontract or subagree-
ment thereto, and who violates (or 
whose employee violates) any applica-
ble rule, regulation or order under the 
Act relating to the security or safe-
guarding of Restricted Data or other 
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classified information, shall be subject 
to a civil penalty not to exceed $110,000 
for each violation. Subsections c. and 
d. specify certain additional authori-
ties and limitations respecting the as-
sessment of such penalties. 

[70 FR 3607, Jan. 26, 2005, as amended at 74 
FR 66033, Dec. 14, 2009] 

§ 824.2 Applicability. 

(a) General. These regulations apply 
to any person that has entered into a 
contract or agreement with DOE, or a 
subcontract or sub-agreement thereto. 

(b) Limitations. DOE may not assess 
any civil penalty against any entity 
(including subcontractors and suppliers 
thereto) specified at subsection d. of 
section 234A of the Act until the entity 
enters, after October 5, 1999, into a new 
contract with DOE or an extension of a 
current contract with DOE, and the 
total amount of civil penalties may not 
exceed the total amount of fees paid by 
the DOE to that entity in that fiscal 
year. 

(c) Individual employees. No civil pen-
alty may be assessed against an indi-
vidual employee of a contractor or any 
other entity which enters into an 
agreement with DOE. 

[70 FR 3607, Jan. 26, 2005, as amended at 70 
FR 8716, Feb. 23, 2005] 

§ 824.3 Definitions. 

As used in this part: 
Act means the Atomic Energy Act of 

1954 (42 U.S.C. 2011 et seq.). 
Administrator means the Adminis-

trator of the National Nuclear Security 
Administration. 

Classified information means Re-
stricted Data and Formerly Restricted 
Data protected against unauthorized 
disclosure pursuant to the Act and Na-
tional Security Information that has 
been determined pursuant to Executive 
Order 12958, as amended March 25, 2003, 
or any predecessor or successor execu-
tive order to require protection against 
unauthorized disclosure and that is 
marked to indicate its classified status 
when in documentary form. 

DOE means the United States De-
partment of Energy, including the Na-
tional Nuclear Security Administra-
tion. 

Director means the DOE Official, or 
his or her designee, to whom the Sec-
retary has assigned responsibility for 
enforcement of this part. 

Person means any person as defined 
in section 11.s. of the Act, 42 U.S.C. 
2014, and includes any affiliate or par-
ent corporation thereof, who enters 
into a contract or agreement with 
DOE, or is a party to a contract or sub-
contract under a contract or agree-
ment with DOE. 

Secretary means the Secretary of En-
ergy. 

§ 824.4 Civil penalties. 

(a) Any person who violates a classi-
fied information protection require-
ment of any of the following is subject 
to a civil penalty under this part: 

(1) 10 CFR part 1016—Safeguarding of 
Restricted Data; 

(2) 10 CFR part 1045—Nuclear Classi-
fication and Declassification; or 

(3) Any other DOE regulation or rule 
(including any DOE order or manual 
enforceable against the contractor or 
subcontractor under a contractual pro-
vision in that contractor’s or sub-
contractor’s contract) related to the 
safeguarding or security of classified 
information if the regulation or rule 
provides that violation of its provisions 
may result in a civil penalty pursuant 
to subsection a. of section 234B. of the 
Act. 

(b) If, without violating a classified 
information protection requirement of 
any regulation or rule under paragraph 
(a) of this section, a person by an act 
or omission causes, or creates a risk of, 
the loss, compromise or unauthorized 
disclosure of classified information, 
the Secretary may issue a compliance 
order to that person requiring the per-
son to take corrective action and noti-
fying the person that violation of the 
compliance order is subject to a notice 
of violation and assessment of a civil 
penalty. If a person wishes to contest 
the compliance order, the person must 
file a notice of appeal with the Sec-
retary within 15 days of receipt of the 
compliance order. 

(c) The Director may propose imposi-
tion of a civil penalty for violation of a 
requirement of a regulation or rule 
under paragraph (a) of this section or a 
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