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(c) Self-classification reporting for cer-
tain encryption commodities, software and 
components. This paragraph (c) sets 
forth requirements for self-classifica-
tion reporting to BIS and the ENC 
Encryption Request Coordinator (Ft. 
Meade, MD) of encryption commod-
ities, software and components ex-
ported or reexported pursuant to 
encryption registration under 
§§ 740.17(b)(1) or 742.15(b)(1) of the EAR. 
Reporting is required, effective June 
25, 2010. 

(1) When to report. Your self-classi-
fication report for applicable 
encryption commodities, software and 
components exported or reexported 
during a calendar year (January 1 
through December 31) must be received 
by BIS and the ENC Encryption Re-
quest Coordinator no later than Feb-
ruary 1 the following year. 

(2) How to report. Encryption self- 
classification reports must be sent to 
BIS and the ENC Encryption Request 
Coordinator via e-mail or regular mail. 
In your submission, specify the export 
timeframe that your report spans and 
identify points of contact to whom 
questions or other inquiries pertaining 
to the report should be directed. Fol-
low these instructions for your submis-
sions: 

(i) Submissions via e-mail. Submit your 
encryption self-classification report 
electronically to BIS at crypt- 
supp8@bis.doc.gov and to the ENC 
Encryption Request Coordinator at 
enc@nsa.gov, as an attachment to an e- 
mail. Identify your e-mail with subject 
‘‘Self-classification report for ERN 
R######’’, using your most recent ERN 
in the subject line (so as to correspond 
your encryption self-classification re-
port to your most recent encryption 
registration ERN). 

(ii) Submissions on disks and CDs. The 
self-classification report may be sent 
to the following addresses, in lieu of e- 
mail: 

(A) Department of Commerce, Bureau 
of Industry and Security, Office of Na-
tional Security and Technology Trans-
fer Controls, 14th Street and Pennsyl-
vania Ave., NW., Room 2705, Wash-
ington, DC 20230, Attn: Encryption Re-
ports, and 

(B) Attn: ENC Encryption Request 
Coordinator, 9800 Savage Road, Suite 
6940, Ft. Meade, MD 20755–6000. 

(3) Information to report. Your 
encryption self-classification report 
must include the information described 
in paragraph (a) of supplement No. 8 to 
this part for each applicable encryption 
commodity, software and component 
exported or reexported pursuant to an 
encryption registration under 
§§ 740.17(b)(1) or 742.15(b)(1) of the EAR. 
If no information has changed since the 
previously submitted report, you must 
either send an e-mail stating that 
nothing has changed since the previous 
report or submit a copy of the pre-
viously submitted report. 

(4) File format requirements. The infor-
mation described in paragraph (a) of 
supplement No. 8 to this part must be 
provided to BIS and the ENC 
Encryption Request Coordinator in 
tabular or spreadsheet form, as an elec-
tronic file in comma separated values 
format (.csv) adhering to the specifica-
tions set forth in paragraph (b) of sup-
plement No. 8 to this part. 

(d) Grandfathering. For mass market 
encryption commodities, software and 
components described in (or otherwise 
meeting the specifications of) para-
graph (b) of this section effective June 
25, 2010, such items reviewed and classi-
fied by BIS as mass market products 
prior to June 25, 2010 are authorized for 
export and reexport under paragraph 
(b) of this section using the CCATS 
previously issued by BIS, without any 
encryption registration (i.e., the infor-
mation described in supplement No. 5 
to this part), new classification by BIS, 
or self-classification reporting (i.e., the 
information described in supplement 
No. 8 to this part), provided the cryp-
tographic functionality of the item has 
not changed. See paragraph (b)(7)(i)(C) 
of this section regarding changes in 
encryption functionality following a 
previous classification. 

[73 FR 57507, Oct. 3, 2008, as amended at 75 FR 
36494, June 25, 2010; 75 FR 43821, July 27, 2010] 

§ 742.16 [Reserved] 

§ 742.17 Exports of firearms to OAS 
member countries. 

(a) License requirements. BIS main-
tains a licensing system for the export 
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Bureau of Industry and Security, Commerce § 742.18 

1 Status of Convention as of April 13, 1999 
had not entered into force. 

of shotguns and related items to all 
OAS member countries. This action is 
based on the Organization of American 
States (OAS) Model Regulations for the 
Control of the International Movement 
of Firearms, their Parts and Compo-
nents and Munitions (OAS Model Regu-
lations) which were developed to assist 
OAS member countries to implement 
the Inter-American Convention 
Against the Illicit Manufacturing of 
and Trafficking in Firearms, Ammuni-
tion, Explosives, and Other Related 
Materials (Firearms Convention). 1 
Items subject to these controls are 
identified by ‘‘FC Column 1’’ in the ‘‘Li-
cense Requirements’’ section of their 
Export Control Classification Number 
(ECCN) on the Commerce Control List 
(CCL). If ‘‘FC Column 1’’ of the Com-
merce Country Chart (Supplement No. 
1 to part 738 of the EAR) is indicated 
for a particular country, a license is re-
quired for export to that destination. 
Licenses will generally be issued on an 
Import Certificate or equivalent offi-
cial document, satisfactory to BIS, 
issued by the government of the im-
porting country is also required for the 
export of such items to OAS member 
countries. 

(b) Licensing policy. Applications sup-
ported by an Import Certificate or 
equivalent official document issued by 
the government of the importing coun-
try for such items will generally be ap-
proved, except there is a policy of de-
nial for applications to export items 
linked to such activities as drug traf-
ficking, terrorism, and transnational 
organized crime. 

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications under this § 742.17. 

(d) OAS Model Regulations. The OAS 
Model Regulations on which regula-
tions are based are designed by OAS 
member countries to combat illicit 
manufacturing of and trafficking in 
firearms, ammunition, explosives, and 
other related materials in North and 
South America because of their links 
to such activities as drug trafficking, 
terrorism, and transnational organized 
crime. 

(e) OAS member countries to which fire-
arms controls under this section apply. 
The OAS member countries include: 
Antigua and Barbuda, Argentina, the 
Bahamas, Barbados, Belize, Bolivia, 
Brazil, Canada, Chile, Colombia, Costa 
Rica, Dominica, Dominican Republic, 
Ecuador, El Salvador, Grenada, Guate-
mala, Guyana, Haiti, Honduras, Ja-
maica, Mexico, Nicaragua, Panama, 
Paraguay, Peru, St. Kitts and Nevis, 
Saint Lucia, Saint Vincent and the 
Grenadines, Suriname, Trinidad and 
Tobago, the United States, Uruguay, 
and Venezuela. 

(f) Items/Commodities. Items requiring 
a license under this section are ECCNs 
0A984 (shotguns with a barrel length 18 
inches or over and related parts, and 
buckshot shotgun shells), 0A986 (shot-
gun shells, and related parts) and 0A987 
(optical sighting devices). (See supple-
ment No. 1 to part 774 of the EAR.) 

(g) Validity period for licenses. Al-
though licenses generally will be valid 
for a period of two years, your ability 
to ship items that require an Import 
Certificate or equivalent official docu-
ment under this section may be af-
fected by the validity of the Import 
Certificate or equivalent official docu-
ment (see § 748.14(f) of the EAR). 

[64 FR 17973, Apr. 13, 1999] 

§ 742.18 Chemical Weapons Conven-
tion (CWC or Convention). 

States that are parties to the Con-
vention on the Prohibition of the De-
velopment, Production, Stockpiling 
and Use of Chemical Weapons and on 
Their Destruction, also known as the 
Chemical Weapons Convention (CWC or 
Convention), undertake never to de-
velop, produce, acquire, stockpile, 
transfer, or use chemical weapons. As a 
State Party to the Convention, the 
United States is subjecting certain 
toxic chemicals and their precursors 
listed in Schedules within the Conven-
tion to trade restrictions. Trade re-
strictions include: a prohibition on the 
export of Schedule 1 chemicals to 
States not Party to the CWC; a prohi-
bition on the reexport of Schedule 1 
chemicals to all destinations (both 
States Parties to the CWC and States 
not Party to the CWC); license require-
ments for the export of Schedule 1 
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