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§3b.204

program for such persons whose official
duties require access to and collection,
maintenance, use, and dissemination of
such records.

(d) The General Counsel of the Com-
mission is responsible for providing
legal interpretation of the Privacy Act
of 1974, and for preparing all agency
rules and notices for official publica-
tion in compliance with the act.

(e) Commission employees will be in-
formed of all the implications of their
actions in this area, including espe-
cially:

(1) That there are criminal penalties
for knowing and willful unauthorized
disclosure of material within a system
of records; for willful failure to publish
a public notice of the existence of a
system of records; and for knowingly
and willfully requesting or obtaining
records under false pretenses;

(2) That the Commission may be sub-
ject to civil suit due to failure to
amend an individual’s record in accord-
ance with his request or failure to re-
view his request in conformity with
§3b.224; refusal to comply with an indi-
vidual’s request of access to a record
under §3b.221; willful or intentional
failure to maintain a record accurately
pursuant to §3b.201(b) and con-
sequently a determination is made
which is adverse to the individual; or
willful or intentional failure to comply
with any other provision of the Privacy
Act of 1974, or any rule promulgated
thereunder, in such a way as to have an
adverse effect upon an individual.

[Order 536, 40 FR 44288, Sept. 25, 1975, as
amended by Order 737, 75 FR 43402, July 26,
2010]

§3b.204 Safeguarding information in
manual and computer-based record
systems.

(a) The administrative and physical
controls to protect the information in
the manual and computer-based record
systems from unauthorized access or
disclosure will be specified for each
system in the FEDERAL REGISTER. The
system managers, who are responsible
for providing protection and account-
ability of such records at all times and
for insuring that the records are se-
cured in proper containers whenever
they are not in use or under direct con-
trol of authorized persons, will be iden-
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tified for each system of records in the
FEDERAL REGISTER.

(b) Whenever records in the manual
or computer-based record systems, in-
cluding input and output documents,
punched cards, and magnetic tapes or
disks, are not under the personal con-
trol of an authorized person, they will
be stored in lockable containers and/or
in a secured room, or in alternative
storage systems which furnish an
equivalent or greater degree of phys-
ical security. In this regard, the Com-
mission may refer to security guide-
lines prepared by the General Services
Administration, the Department of
Commerce (National Bureau of Stand-
ards), or other agencies with appro-
priate knowledge and expertise.

(c) Access to and use of records will
only be permitted to persons pursuant
to §§3b.221, 3b.224, and 3b.225. Access to
areas where records are stored will be
limited to those persons whose official
duties require work in such areas.
Proper control of data, in any form, as-
sociated with the manual and com-
puter-based record systems will be
maintained at all times, including
maintenance of an accounting of re-
moval of the records from the storage
area.

Subpart C—Rules for Disclosure of
Records

§3b.220 Notification of maintenance of
records to individuals concerned.

(a) Upon written request, either in
person or by mail, to the appropriate
system manager specified for each sys-
tem of records, an individual will be
notified whether a system of records
maintained by the Commission and
named by the individual contains a
record or records pertaining to him and
filed under his individual name, or
some other identifying particular.

(b) The system manager may require
appropriate identification pursuant to
§3b.222, and if necessary, may request
from the individual additional informa-
tion needed to locate the record which
the individual should reasonably be ex-
pected to know, such as, but not lim-
ited to, date of birth, place of birth,
and a parent’s first name.
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