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DEA registrant, the registrant’s Coor-
dinator must verify the applicant’s 
identity, review the application pack-
age, and submit the completed package 
to the Certification Authority. 

§ 1311.25 Requirements for obtaining a 
CSOS digital certificate. 

(a) To obtain a certificate to use for 
signing electronic orders for controlled 
substances, a registrant or person with 
power of attorney for a registrant must 
complete the application that the DEA 
Certification Authority provides and 
submit the following: 

(1) Two copies of identification, one 
of which must be a government-issued 
photographic identification. 

(2) A current listing of DEA registra-
tions for which the individual has au-
thority to sign controlled substances 
orders. 

(3) A copy of the power of attorney 
from the registrant, if applicable. 

(4) An acknowledgment that the ap-
plicant has read and understands the 
Subscriber Agreement and agrees to 
the statement of subscriber obligations 
that DEA provides. 

(b) The applicant must provide the 
completed application to the reg-
istrant’s coordinator for CSOS digital 
certificate holders who will review the 
application and submit the completed 
application and accompanying docu-
mentation to the DEA Certification 
Authority. 

(c) When the Certification Authority 
approves the application, it will send 
the applicant a one-time use reference 
number and access code, via separate 
channels, and information on how to 
use them. Using this information, the 
applicant must then electronically sub-
mit a request for certification of the 
public digital signature key. After the 
request is approved, the Certification 
Authority will provide the applicant 
with the signed public key certificate. 

(d) Once the applicant has generated 
the key pair, the Certification Author-
ity must prove that the user has pos-
session of the key. For public keys, the 
corresponding private key must be 
used to sign the certificate request. 
Verification of the signature using the 
public key in the request will serve as 
proof of possession of the private key. 

§ 1311.30 Requirements for storing and 
using a private key for digitally 
signing orders. 

(a) Only the certificate holder may 
access or use his or her digital certifi-
cate and private key. 

(b) The certificate holder must pro-
vide FIPS-approved secure storage for 
the private key, as discussed by FIPS 
140–2, 180–2, 186–2, and accompanying 
change notices and annexes, as incor-
porated by reference in § 1311.08. 

(c) A certificate holder must ensure 
that no one else uses the private key. 
While the private key is activated, the 
certificate holder must prevent unau-
thorized use of that private key. 

(d) A certificate holder must not 
make back-up copies of the private 
key. 

(e) The certificate holder must report 
the loss, theft, or compromise of the 
private key or the password, via a rev-
ocation request, to the Certification 
Authority within 24 hours of substan-
tiation of the loss, theft, or com-
promise. Upon receipt and verification 
of a signed revocation request, the Cer-
tification Authority will revoke the 
certificate. The certificate holder must 
apply for a new certificate under the 
requirements of § 1311.25. 

§ 1311.35 Number of CSOS digital cer-
tificates needed. 

A purchaser of Schedule I and II con-
trolled substances must obtain a sepa-
rate CSOS certificate for each reg-
istered location for which the pur-
chaser will order these controlled sub-
stances. 

§ 1311.40 Renewal of CSOS digital cer-
tificates. 

(a) A CSOS certificate holder must 
generate a new key pair and obtain a 
new CSOS digital certificate when the 
registrant’s DEA registration expires 
or whenever the information on which 
the certificate is based changes. This 
information includes the registered 
name and address, the subscriber’s 
name, and the schedules the registrant 
is authorized to handle. A CSOS certifi-
cate will expire on the date on which 
the DEA registration on which the cer-
tificate is based expires. 

(b) The Certification Authority will 
notify each CSOS certificate holder 45 
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days in advance of the expiration of the 
certificate holder’s CSOS digital cer-
tificate. 

(c) If a CSOS certificate holder ap-
plies for a renewal before the certifi-
cate expires, the certificate holder may 
renew electronically twice. For every 
third renewal, the CSOS certificate 
holder must submit a new application 
and documentation, as provided in 
§ 1311.25. 

(d) If a CSOS certificate expires be-
fore the holder applies for a renewal, 
the certificate holder must submit a 
new application and documentation, as 
provided in § 1311.25. 

§ 1311.45 Requirements for registrants 
that allow powers of attorney to ob-
tain CSOS digital certificates under 
their DEA registration. 

(a) A registrant that grants power of 
attorney must report to the DEA Cer-
tification Authority within 6 hours of 
either of the following (advance notice 
may be provided, where applicable): 

(1) The person with power of attorney 
has left the employ of the institution. 

(2) The person with power of attorney 
has had his or her privileges revoked. 

(b) A registrant must maintain a 
record that lists each person granted 
power of attorney to sign controlled 
substances orders. 

§ 1311.50 Requirements for recipients 
of digitally signed orders. 

(a) The recipient of a digitally signed 
order must do the following before fill-
ing the order: 

(1) Verify the integrity of the signa-
ture and the order by having the sys-
tem validate the order. 

(2) Verify that the certificate hold-
er’s CSOS digital certificate has not 
expired by checking the expiration 
date against the date the order was 
signed. 

(3) Check the validity of the certifi-
cate holder’s certificate by checking 
the Certificate Revocation List. 

(4) Check the certificate extension 
data to determine whether the sender 
has the authority to order the con-
trolled substance. 

(b) A recipient may cache Certificate 
Revocation Lists for use until they ex-
pire. 

§ 1311.55 Requirements for systems 
used to process digitally signed or-
ders. 

(a) A CSOS certificate holder and re-
cipient of an electronic order may use 
any system to write, track, or main-
tain orders provided that the system 
has been enabled to process digitally 
signed documents and that it meets the 
requirements of paragraph (b) or (c) of 
this section. 

(b) A system used to digitally sign 
Schedule I or II orders must meet the 
following requirements: 

(1) The cryptographic module must 
be FIPS 140–2, Level 1 validated, as in-
corporated by reference in § 1311.08. 

(2) The digital signature system and 
hash function must be compliant with 
FIPS 186–2 and FIPS 180–2, as incor-
porated by reference in § 1311.08. 

(3) The private key must be stored on 
a FIPS 140–2 Level 1 validated cryp-
tographic module using a FIPS-ap-
proved encryption algorithm, as incor-
porated by reference in § 1311.08. 

(4) The system must use either a user 
identification and password combina-
tion or biometric authentication to ac-
cess the private key. Activation data 
must not be displayed as they are en-
tered. 

(5) The system must set a 10-minute 
inactivity time period after which the 
certificate holder must reauthenticate 
the password to access the private key. 

(6) For software implementations, 
when the signing module is deacti-
vated, the system must clear the plain 
text private key from the system mem-
ory to prevent the unauthorized access 
to, or use of, the private key. 

(7) The system must be able to 
digitally sign and transmit an order. 

(8) The system must have a time sys-
tem that is within five minutes of the 
official National Institute of Standards 
and Technology time source. 

(9) The system must archive the 
digitally signed orders and any other 
records required in part 1305 of this 
chapter, including any linked data. 

(10) The system must create an order 
that includes all data fields listed 
under § 1305.21(b) of this chapter. 

(c) A system used to receive, verify, 
and create linked records for orders 
signed with a CSOS digital certificate 
must meet the following requirements: 
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