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applicable to the transactions authorized 
pursuant to paragraph (a) of this section. 
See, e.g., the Export Administration Regula-
tions (15 CFR parts 730 et seq.). 

NOTE 2 TO § 538.531. Paragraph (e) of § 538.212 
exempts transactions for the conduct of the 
official business of the Federal Government 
or the United Nations by employees thereof 
from the prohibitions contained in this part. 

[72 FR 61516, Oct. 31, 2007] 

§ 538.532 Humanitarian trans-
shipments to or from Southern 
Sudan and Darfur authorized. 

The transit or transshipment to or 
from Southern Sudan and Darfur of 
goods, technology, or services intended 
for humanitarian purposes, through 
any area of Sudan not exempted by 
paragraph (g)(1) of § 538.212, is author-
ized. 

[72 FR 61517, Oct. 31, 2007] 

§ 538.533 Exportation of certain serv-
ices and software incident to Inter-
net-based communications. 

(a) To the extent that such trans-
actions are not exempt from the prohi-
bitions of this part and subject to the 
restrictions set forth in paragraph (b) 
of this section, the following trans-
actions are authorized: 

(1) The exportation from the United 
States or by U.S. persons, wherever lo-
cated, to persons in Sudan of services 
incident to the exchange of personal 
communications over the Internet, 
such as instant messaging, chat and 
email, social networking, sharing of 
photos and movies, web browsing, and 
blogging, provided that such services 
are publicly available at no cost to the 
user. 

(2) The exportation from the United 
States or by U.S. persons, wherever lo-
cated, to persons in Sudan of software 
necessary to enable the services de-
scribed in paragraph (a)(1) of this sec-
tion, provided that such software is 
classified as ‘‘EAR99’’ under the Export 
Administration Regulations, 15 CFR 
parts 730 through 774 (the ‘‘EAR’’), is 
not subject to the EAR, or is classified 
by the U.S. Department of Commerce 
(‘‘Commerce’’) as mass market soft-
ware under export control classifica-
tion number (‘‘ECCN’’) 5D992 of the 
EAR, and provided further that such 
software is publicly available at no 
cost to the user. 

(b) This section does not authorize: 
(1) The direct or indirect exportation 

of services or software with knowledge 
or reason to know that such services or 
software are intended for the Govern-
ment of Sudan. 

(2) The direct or indirect exportation 
of any goods or technology listed on 
the Commerce Control List in the 
EAR, 15 CFR part 774, supplement No. 
1 (‘‘CCL’’), except for software nec-
essary to enable the services described 
in paragraph (a)(1) of this section that 
is classified by Commerce as mass mar-
ket software under ECCN 5D992 of the 
EAR. 

(3) The direct or indirect exportation 
of Internet connectivity services or 
telecommunications transmission fa-
cilities (such as satellite links or dedi-
cated lines). 

(4) The direct or indirect exportation 
of web-hosting services that are for 
purposes other than personal commu-
nications (e.g., web-hosting services for 
commercial endeavors) or of domain 
name registration services. 

(c) Specific licenses may be issued on 
a case-by-case basis for the exportation 
of other services and software incident 
to the sharing of information over the 
Internet, provided the software is clas-
sified as ‘‘EAR99,’’ not subject to the 
EAR, or classified by Commerce as 
mass market software under ECCN 
5D992 of the EAR. 

(d) Nothing in this section or in any 
license issued pursuant to paragraph 
(c) of this section relieves the exporter 
from compliance with the export li-
cense application requirements of an-
other Federal agency. 

[75 FR 10999, Mar. 10, 2010] 

Subpart F—Reports 

§ 538.601 Records and reports. 

For additional provisions relating to 
records and reports, see subpart C of 
part 501 of this chapter. 

Subpart G—Penalties 

§ 538.701 Penalties. 

(a) Attention is directed to section 
206 of the International Emergency 
Economic Powers Act (the ‘‘Act’’)(50 
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U.S.C. 1705), which is applicable to vio-
lations of the provisions of any license, 
ruling, regulation, order, direction or 
instruction issued by or pursuant to 
the direction or authorization of the 
Secretary of the Treasury pursuant to 
this part or otherwise under the Act. 

(1) A civil penalty not to exceed the 
amount set forth in Section 206 of the 
Act may be imposed on any person who 
violates, attempts to violate, conspires 
to violate, or causes a violation of any 
license, order, regulation, or prohibi-
tion issued under the Act. 

NOTE TO PARAGRAPH (a)(1) OF § 538.701: As of 
June 10, 2008, the Act provides for a max-
imum civil penalty not to exceed the greater 
of $250,000 or an amount that is twice the 
amount of the transaction that is the basis 
of the violation with respect to which the 
penalty is imposed. 

(2) A person who willfully commits, 
willfully attempts to commit, or will-
fully conspires to commit, or aids or 
abets in the commission of a violation 
of any license, order, regulation, or 
prohibition shall, upon conviction, be 
fined not more than $1,000,000, or if a 
natural person, may be imprisoned for 
not more than 20 years, or both. 

(b) Adjustments to penalty amounts. (1) 
The civil penalties provided in the Act 
are subject to adjustment pursuant to 
the Federal Civil Penalties Inflation 
Adjustment Act of 1990 (Pub. L. 101–410, 
as amended, 28 U.S.C. 2461 note). 

(2) The criminal penalties provided in 
the Act are subject to adjustment pur-
suant to 18 U.S.C. 3571. 

(c) Attention is also directed to 18 
U.S.C. 1001, which provides that who-
ever, in any matter within the jurisdic-
tion of the executive, legislative, or ju-
dicial branch of the United States, 
knowingly and willfully falsifies, con-
ceals or covers up by any trick, 
scheme, or device a material fact, or 
makes any materially false, fictitious 
or fraudulent statement or representa-
tion or makes or uses any false writing 
or document knowing the same to con-
tain any materially false, fictitious or 
fraudulent statement or entry, shall be 
fined under title 18, United States 
Code, or imprisoned not more than five 
years, or both. 

(d) Violations of this part may also 
be subject to relevant provisions of 
other applicable laws. 

[63 FR 35810, July 1, 1998, as amended at 70 
FR 34063, June 13, 2005; 71 FR 29253, May 22, 
2006; 73 FR 32652, June 10, 2008] 

§ 538.702 Prepenalty notice. 
(a) When required. If the Director of 

the Office of Foreign Assets Control 
has reason to believe that there has oc-
curred a violation of any provision of 
this part or a violation of the provi-
sions of any license, ruling, regulation, 
order, direction or instruction issued 
by or pursuant to the direction or au-
thorization of the Secretary of the 
Treasury pursuant to this part or oth-
erwise under the International Emer-
gency Economic Powers Act, and the 
Director determines that further pro-
ceedings are warranted, the Director 
shall notify the alleged violator of the 
agency’s intent to impose a monetary 
penalty by issuing a prepenalty notice. 
The prepenalty notice shall be in writ-
ing. The prepenalty notice may be 
issued whether or not another agency 
has taken any action with respect to 
the matter. 

(b) Contents of notice—(1) Facts of vio-
lation. The prepenalty notice shall de-
scribe the violation, specify the laws 
and regulations allegedly violated, and 
state the amount of the proposed mon-
etary penalty. 

(2) Right to respond. The prepenalty 
notice also shall inform the respondent 
of the respondent’s right to make a 
written presentation within the appli-
cable 30-day period set forth in § 538.703 
as to why a monetary penalty should 
not be imposed or why, if imposed, the 
monetary penalty should be in a lesser 
amount than proposed. 

(c) Informal settlement prior to issuance 
of prepenalty notice. At any time prior 
to the issuance of a prepenalty notice, 
an alleged violator may request in 
writing that, for a period not to exceed 
sixty (60) days, the agency withhold 
issuance of the prepenalty notice for 
the exclusive purpose of effecting set-
tlement of the agency’s potential civil 
monetary penalty claims. In the event 
the Director grants the request, under 
terms and conditions within the Direc-
tor’s discretion, the Office of Foreign 
Assets Control will agree to withhold 
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