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1 See footnote 3 to § 223.2(c). 
2 See footnote 3 to § 223.2(c). 
3 See footnote 3 to § 223.2(c). 

APPENDIX A TO PART 223—PROCEDURES 
FOR IDENTIFYING AND CONTROLLING 
DOD UCNI 

A. General 

1. The Secretary of Defense’s authority for 
prohibiting the unauthorized disclosure and 
dissemination of DoD UCNI may be exercised 
by the Heads of the DoD Components and by 
the officials to whom such authority is spe-
cifically delegated by the Heads of the DoD 
Components. These procedures for identi-
fying and controlling DoD UCNI are provided 
as guidance for the Heads of the DoD Compo-
nents to implement the Secretary of De-
fense’s authority to prohibit the unauthor-
ized dissemination of unclassified informa-
tion on security measures, including secu-
rity plans, procedures, and equipment, for 
the physical protection of DoD SNM, equip-
ment, or facilities. 

2. The decision to protect unclassified in-
formation as DoD UCNI shall be based on a 
determination that the unauthorized dis-
semination of such information could rea-
sonably be expected to have an adverse effect 
on the health and safety of the public or the 
common defense and security by increasing 
significantly the likelihood of the illegal 
production of nuclear weapons or the theft, 
diversion, or sabotage of DoD SNM, equip-
ment, or facilities. 

3. Government information shall be made 
publicly available to the fullest extent pos-
sible by applying the minimum restrictions 
consistent with the requirements of 10 U.S.C. 
128, necessary to protect the health and safe-
ty of the public or the common defense and 
security. 

4. DoD personnel, in making a determina-
tion to protect unclassified information as 
DoD UCNI, shall consider the probability of 
an illegal production, theft, diversion, or 
sabotage if the information proposed for pro-
tection were made available for pubic disclo-
sure and dissemination. The determination 
to protect specific documents or information 
is not related to the ability of DoD UCNI to 
be obtained by other sources. For deter-
mining the control of DoD UCNI, the cog-
nizant official should consider how the unau-
thorized disclosure or dissemination of such 
information could assist a potential adver-
sary in the following: 

a. Selecting a target for an act of theft, di-
version, or sabotage of DoD SNM, equip-
ment, or facilities (e.g., relative importance 
of a facility or the location, form, and quan-
tity of DoD SNM). Information that can be 
obtained by observation from public areas 
outside controlled locations should not be 
considered as DoD UCNI. 

b. Planning or committing an act of theft, 
diversion, or sabotage of DoD SNM, equip-
ment, or facilities (e.g., design of security 
systems; building plans; methods and proce-

dures for transfer, accountability, and han-
dling of DoD SNM; or security plans, proce-
dures, and capabilities). 

c. Measuring the success of an act of theft, 
diversion, or sabotage of DoD SNM, equip-
ment, or facilities (e.g., actual or hypo-
thetical consequences of the sabotage of spe-
cific vital equipment or facilities). 

d. Illegally producing a nuclear explosive 
device (e.g., unclassified nuclear weapon de-
sign information useful in designing a primi-
tive nuclear device; location of unique DoD 
SNM needed to fabricate such a device; or lo-
cation of a nuclear weapon). 

e. Dispersing DoD SNM in the environment 
(e.g., location, form, and quantity of DoD 
SNM). 

5. DoD UCNI shall be identified, controlled, 
marked, transmitted, and safeguarded in the 
DoD Components, the North Atlantic Treaty 
Organization (NATO), and among DoD con-
tractors, consultants, and grantees author-
ized to conduct official business for the De-
partment of Defense. Contracts requiring the 
preparation of unclassified information that 
could be DoD UCNI shall have the require-
ments for identifying and controlling the 
DoD UCNI. 

6. DoE GG–2 1 and DoE Orders 5635.4 2 and 
5650.3 3 provide background on implementa-
tion of the UCNI Program in the DoE. The 
DoD Components maintaining custody of 
DoE UCNI should refer to those documents 
for its identification and control. 

B. Identifying DoD UCNI 

1. To be considered for protection as DoD 
UCNI, the information must: 

a. Be unclassified. 
b. Pertain to security measures, including 

plans, procedures, and equipment, for the 
physical protection of DoD SNM, equipment, 
or facilities. 

c. Meet the adverse effects test; i.e., that 
the unauthorized dissemination of such in-
formation could reasonably be expected to 
have an adverse effect on the health and 
safety of the public or the common defense 
and security by increasing significantly the 
likelihood of the illegal production of nu-
clear weapons or the theft, diversion, or sab-
otage of DoD SNM, equipment, or facilities. 

2. Information, in the categories in section 
C. of appendix B to this part, about DOD 
SNM should be considered for protection as 
DoD UCNI. 

3. Material originated before the effective 
date of those procedures, which is found in 
the normal course of business to have DoD 
UCNI, shall be protected as DoD UCNI. There 
is no requirement to conduct detailed file 
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searches to retroactively identify and con-
trol DoD UCNI. As existing documents or 
materials are withdrawn from file, they 
should be reviewed to determine if they meet 
the criteria for protection as DoD UCNI and 
marked and controlled, accordingly. 

C. Access to DOD UCNI 

1. A Reviewing Official is an Authorized In-
dividual for documents or materials that the 
Reviewing Official determines to contain 
DoD UCNI. An Authorized Individual, for 
DoD UCNI, may determine that another per-
son is an Authorized Individual who may be 
granted routine access to the DoD UCNI, and 
who may further disseminate the DoD UCNI 
under the procedures specified in paragraph 
E., below. This recipient of DoD UCNI from 
an Authorized Individual is also an Author-
ized Individual for the specific DoD UCNI to 
which routine access has been granted. An 
Authorized Individual designates another 
person to be an Authorized Individual by the 
act of giving that person a document or ma-
terial that contains DoD UCNI. No explicit 
designation or security clearance is required. 
This second Authorized Individual may fur-
ther disseminate the UCNI under the proce-
dures specified in section E. of the appendix. 

2. A person granted routine access to DoD 
UCNI must have a need to know the specific 
DoD UCNI in the performance of official du-
ties or of DoD-authorized activities. The re-
cipient of the document or material shall be 
informed of the physical protection and ac-
cess requirements for DoD UCNI. In addition 
to a need to know, the person must meet at 
least one of the following requirements: 

a. The person is a U.S. citizen who is one 
of the following: 

(1) A Federal Government employee or 
member of the U.S. Armed Forces. 

(2) An employee of a Federal Government 
contractor, subcontractor, or of a prospec-
tive Federal Government contractor or sub-
contractor who will use the DoD UCNI for 
the purpose of bidding on a Federal Govern-
ment contract or subcontract. 

(3) A Federal Government consultant or 
DoD advisory committee member. 

(4) A member of Congress. 
(5) A staff member of a congressional com-

mittee or of an individual Member of Con-
gress. 

(6) The Governor of a State or designated 
State government official or representative. 

(7) A local government official or an Indian 
tribal government official; or 

(8) A member of a State, local, or Indian 
tribal law enforcement or emergency re-
sponse organization. 

b. The person is other than a U.S. citizen, 
and is one of the following: 

(1) A Federal Government employee or a 
member of the U.S. Armed Forces. 

(2) An employee of a Federal Government 
contractor or subcontractor; or 

(3) A Federal Government consultant or 
DoD advisory committee member. 

c. The person may be other than a U.S. cit-
izen who is not otherwise eligible for routine 
access to DoD UCNI under paragraph C. 2.b 
of this appendix, but who requires routine 
access to specific DoD UCNI in conjunction 
with one of the following: 

(1) An international nuclear cooperative 
activity approved by the Federal Govern-
ment. 

(2) U.S. diplomatic dealings with foreign 
government officials; or 

(3) Provisions of treaties, mutual defense 
acts, or Government contracts or sub-
contracts. 

3. A person not authorized routine access 
to DoD UCNI under paragraph C.2. of this ap-
pendix, may submit a request for special ac-
cess to DoD UCNI to Heads of DoD Compo-
nents, or their designated representative, as 
appropriate. A special access request must 
include the following information: 

a. The name, current residence or business 
address, birthplace, birth date, and country 
of citizenship of the person submitting the 
request. 

b. A description of the DoD UCNI for which 
special access is being requested. 

c. A description of the purpose for which 
the DoD UCNI is needed; and 

d. Certification by the requester of his or 
her understanding of, and willingness to 
abide by, the requirements for the protection 
of DoD UCNI contained in this part. 

4. Heads of DoD Components, or their des-
ignated representative, shall base his or her 
decision to grant special access to DoD UCNI 
on an evaluation of the following criteria: 

a. The sensitivity of the DoD UCNI for 
which special access is being requested (i.e., 
the worst-case, adverse effect on the health 
and safety of the public or the common de-
fense and security which would result from 
unauthorized use of the DoD UCNI). 

b. The purpose for which the DoD UCNI is 
needed (e.g., the DoD UCNI will be used for 
commercial or other private purposes, or will 
be used for public benefit to fulfill statutory 
or regulatory responsibilities). 

c. The likelihood of an unauthorized dis-
semination by the requester of the DoD 
UCNI; and 

d. The likelihood of the requester using the 
DoD UCNI for illegal purposes. 

5. Heads of DoD Components, or their des-
ignated representative, shall attempt to no-
tify a person who requests special access to 
DoD UCNI within 30 days of receipt of the re-
quest as to whether or not special access to 
the requested DoD UCNI is granted. If a final 
determination on the request cannot be 
made within 30 days of receipt of the request, 
Heads of DoD Components, or their des-
ignated representative, shall notify the re-
quester, within 30 days of the request, as to 
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when the final determination on the request 
may be made. 

6. A person granted special access to spe-
cific UCNI is not an Authorized Individual 
and shall not further disseminate the DoD 
UCNI to which special access has been grant-
ed. 

7. An Authorized Individual granting rou-
tine access to specific DoD UCNI to another 
person shall notify each person granted ac-
cess (other than when the person being 
granted such access is a Federal Government 
employee, a member of the U.S. Armed 
Forces, or an employee of a Federal Govern-
ment contractor or subcontractor) of appli-
cable regulations concerning the protection 
of DoD UCNI and of any special dissemina-
tion limitations that the Authorized Indi-
vidual determines to apply for the specific 
DoD UCNI to which routine access is being 
granted. 

8. Heads of DoD Components, or their des-
ignated representative, shall notify each per-
son granted special access to DoD UCNI of 
applicable regulations concerning the pro-
tection of DoD UCNI prior to dissemination 
of the DoD UCNI to the person. 

9. The requirement to notify persons grant-
ed routine access or special access to specific 
DoD UCNI may be met by attachment of an 
appropriate cover sheet to the front of each 
document or material containing DoD UCNI 
prior to its transmittal to the person grant-
ed access. 

D. Markings 

1. An unclassified document with DoD 
UCNI shall be marked ‘‘DoD Unclassified 
Controlled Nuclear Information’’ at the bot-
tom on the outside of the front cover, if any, 
and on the outside of the back cover, if any. 

2. In an unclassified document, an indi-
vidual page that has DoD UCNI shall be 
marked to show which of its portions con-
tain DoD UCNI information. In marking sec-
tions, parts, paragraphs, or similar portions, 
the parenthetical term ‘‘(DoD UCNI)’’ shall be 
used and placed at the beginning of those 
portions with DoD UCNI. 

3. In a classified document, an individual 
page that has both DoD UCNI and classified 
information shall be marked at the top and 
bottom of the page with the highest security 
classification of information appearing on 
that page. In marking sections, parts, para-
graphs, or similar portions, the parenthet-
ical term ‘‘(DoD UCNI)’’ shall be used and 
placed at the beginning of those portions 
with DoD UCNI. In a classified document, an 
individual page that has DoD UCNI, but no 
classified information, shall be marked ‘‘DoD 
Unclassified Controlled Information’’ at the 
bottom of the page. The DoD UCNI marking 
may be combined with other markings, if all 
relevant statutory and regulatory citations 
are included. 

4. Other material (e.g., photographs, films, 
tapes, or slides) shall be marked ‘‘DoD Un-
classified Controlled Nuclear Information’’ to 
ensure that a recipient or viewer is aware of 
the status of the information. 

E. Dissemination and Transmission 

1. DoD UCNI may be disseminated in the 
DoD Components, the NATO, and among the 
DoD contractors, consultants, and grantees 
on a need-to-know basis to conduct official 
business for the Department of Defense. Re-
cipients shall be made aware of the status of 
such information, and transmission shall be 
by means to preclude unauthorized disclo-
sure or dissemination. Contracts that shall 
require access to DoD UCNI shall require 
compliance with this part and the DoD Com-
ponent regulations and have the require-
ments for the marking, handling, and safe-
guarding of DoD UCNI. 

2. DoD holders of DoD UCNI are authorized 
to convey such information to officials in 
other Departments or Agencies on a need-to- 
know basis to fulfill a Government function. 
Transmittal documents shall call attention 
to the presence of DoD UCNI attachments 
using an appropriate statement in the text, 
or marking at the bottom of the transmittal 
document, that ‘‘The attached document con-
tains DoD Unclassified Controlled Nuclear 
Information (DoD UCNI).’’ Similarly, docu-
ments transmitted shall be marked, as pre-
scribed in section D. of this appendix. 

3. DoD UCNI transmitted outside the De-
partment of Defense requires application of 
an expanded marking to explain the signifi-
cance of the DoD UCNI marking. That may 
be accomplished by typing or stamping the 
following statement on the document before 
transfer: 

DEPARTMENT OF DEFENSE 

UNCLASSIFIED CONTROLLED NUCLEAR 
INFORMATION 

EXEMPT FROM MANDATORY 
DISCLOSURE 

(5 U.S.C. 552(b)(3), as authorized by 10 U.S.C. 
128) 

4. When not commingled with classified in-
formation, DoD UCNI may be sent by first- 
class mail in a single, opaque envelope or 
wrapping. 

5. DoD UCNI may only be discussed or 
transmitted over an unprotected telephone 
or telecommunications circuit (to include 
facsimile transmissions) in an emergency. 

6. Each part of electronically transmitted 
messages with DoD UCNI shall be marked 
appropriately. Unclassified messages with 
DoD UCNI shall have the abbreviation ‘‘DoD 
UCNI’’ before the beginning of the text. 

7. DoD UCNI may be processed, stored, or 
produced on stand-alone personal computers, 
or shared-logic work processing systems, if 
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protection from unauthorized disclosure or 
dissemination, in accordance with the proce-
dures in section F. of this appendix, can be 
ensured. 

8. A document marked as having DoD 
UCNI may be reproduced minimally without 
permission of the originator and consistent 
with the need to carry out official business. 

F. Safeguarding DoD UCNI 

1. During normal working hours, docu-
ments determined to have DoD UCNI shall be 
placed in an out-of-sight location, or other-
wise controlled, if the work area is acces-
sible to unescorted personnel. 

2. At the close of business, DoD UCNI ma-
terial shall be stored so to preclude disclo-
sure. Storage of such material with other un-
classified documents in unlocked recep-
tacles; i.e., file cabinets, desks, or bookcases, 
is adequate, when normal Government or 
Government-contractor internal building se-
curity is provided during nonduty hours. 
When such internal building security is not 
provided, locked rooms or buildings nor-
mally provide adequate after-hours protec-
tion. If such protection is not considered 
adequate, DoD UCNI material shall be stored 
in locked receptacles; i.e., file cabinets, 
desks, or bookcases. 

3. Nonrecord copies of DoD UCNI materials 
must be destroyed by tearing each copy into 
pieces to reasonably preclude reconstruction 
and placing the pieces in regular trash con-
tainers. If the sensitivity or volume of the 
information justifies it, DoD UCNI material 
may be destroyed in the same manner as 
classified material rather than by tearing. 
Record copies of DoD UCNI documents shall 
be disposed of, in accordance with the DoD 
Components’ record management regula-
tions. DoD UCNI on magnetic storage media 
shall be disposed of by overwriting to pre-
clude its reconstruction. 

4. The unauthorized disclosure of DoD 
UCNI material does not consititute disclo-
sure of DoD information that is classified for 
security purposes. Such disclosure of DoD 
UCNI justifies investigative and administra-
tive actions to determine cause, assess im-
pact, and fix responsibility. The DoD Compo-
nent that originated the DoD UCNI informa-
tion shall be informed of its unauthorized 
disclosure and the outcome of the investiga-
tive and administrative actions. 

G. Retirement of Document of Material 

1. Any unclassified document or material 
which is not marked as containing DoD 
UCNI but which may contain DoD UCNI 
shall be marked upon retirement in accord-
ance with the DoD Components’ record man-
agement regulations. 

2. A document or material marked as con-
taining DoD UCNI is not required to be re-
viewed by a Reviewing Official upon or sub-

sequent to retirement. A Reviewing Official 
shall review any retired document or mate-
rial upon a request for its release made 
under 5 U.S.C. 552. 

H. Requests for Public Release of DoD UCNI 

DoD 5400.7–R applies. Information that 
qualifies as DoD UCNI, under 10 U.S.C. 128, is 
exempt from mandatory disclosure under 5 
U.S.C. 552. Consequently, requests for the 
public release of DoD UCNI shall be denied 
under 5 U.S.C. 552(b)(3), citing 10 U.S.C. 128 as 
authority. 

I. Reports 

The Assistant Secretary of Defense for 
Command, Control, Communications, and In-
telligence shall prepare and maintain the 
quarterly reports required by 10 U.S.C. 128. 
The Heads of the DoD Components shall ad-
vise the ASD(C3I) when information not in 
the guidelines in appendix B to this part is 
determined to be DoD UCNI. Those reports 
shall have the following information: 

1. Identification of the information to be 
controlled as DoD UCNI. It is not necessary 
to report each document or numbers of docu-
ments. 

2. Justification for identifying the type of 
information to be controlled as DoD UCNI. 

3. Certification that only the minimal in-
formation necessary to protect the health 
and safety of the public or the common de-
fense and security is being controlled as DoD 
UCNI. 

APPENDIX B TO PART 223—GUIDELINES 
FOR THE DETERMINATION OF DOD UCNI 

A. Use of Determination of DoD UCNI 
Guidelines 

1. These guidelines for determining DoD 
UCNI are the bases for determining what un-
classified information about the physcial 
protection of DoD SNM, equipment or facili-
ties in a given technical or programmatic 
subject area is DoD UCNI. 

2. The decision to protect unclassified in-
formation as DoD UCNI shall be based on a 
determination that the unauthorized dis-
semination of such information could rea-
sonably be expected to have an adverse effect 
on the health and safety of the public or the 
common defense and security by increasing 
significantly the likelihood of the illegal 
production of nuclear weapons or the theft, 
diversion, or sabotage of SNM, equipment, or 
facilities. 

B. General 

1. The policy for protecting unclassified in-
formation about the physical protection of 
DoD SNM, equipment, or facilities is to pro-
tect the public’s interest by controlling cer-
tain unclassified Government information so 
to prevent the adverse effects described in 
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