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device, except as authorized by the
NSA Director of Security or his des-
ignee at each Agency facility. The use
of chemical agents (Mace, tear gas,
etc.) on protected property in cir-
cumstances that do not include an im-
mediate and unlawful threat of phys-
ical harm to any person or persons is
prohibited; however, this prohibition
does not apply to use by law enforce-
ment personnel in the performance of
their duties.

§228.8 Prohibition on photographic or
electronic recording or transmit-
ting equipment.

No person entering or while on pro-
tected property shall bring or possess
any kind of photographic, recording or
transmitting equipment (including but
not limited to cameras, cellular tele-
phones, or recorders), except as spe-
cially authorized by the NSA Director
of Security or his designee at each
Agency facility.

§228.9 Prohibition on narcotics and il-
legal substances.

Entering or being on protected prop-
erty under the influence of, or while
using or possessing, any narcotic drug,
hallucinogen, marijuana, barbiturate
or amphetamine is prohibited. Oper-
ation of a motor vehicle entering or
while on protected property by a per-
son under the influence of narcotic
drugs, hallucinogens, marijuana, bar-
biturates or amphetamines is also pro-
hibited. These prohibitions shall not
apply in cases where the drug is being
used as prescribed for a patient by a li-
censed physician.

§228.10 Prohibition on alcohol.

Entering or being on protected prop-
erty under the influence of alcoholic
beverages is prohibited. Operation of a
motor vehicle entering or while on pro-
tected property by a person under the
influence of alcoholic beverages is pro-
hibited. The use of alcoholic beverages
on protected property is also prohib-
ited, except on occasions and on pro-
tected property for which the NSA
Deputy Director for Support Services
or his designee has granted approval
for such use.

§228.14

§228.11 Restrictions on the taking of
photographs.

In order to protect the security of
the Agency’s facilities, photographs
may be taken on protected property
only with the consent of the NSA Di-
rector of Security or his designee. The
taking of photographs includes the use
of television cameras, video taping
equipment, and still or motion picture
cameras.

§228.12 Physical protection of facili-
ties.

The willful destruction of, or damage
to any protected property, or any
buildings or personal property thereon,
is prohibited. The theft of any personal
property, the creation of any hazard on
protected property to persons or
things, and the throwing of articles of
any kind at buildings or persons on
protected property is prohibited. The
improper disposal of trash or rubbish,
or any unauthorized or hazardous ma-
terials on protected property is also
prohibited.

§228.13 Disturbances on protected
property.

Any conduct which impedes or
threatens the security of protected
property, or any buildings or persons
thereon, or which disrupts the perform-
ance of official duties by Agency em-
ployees, or which interferes with in-
gress to or egress from protected prop-
erty is prohibited. Also prohibited is
any disorderly conduct, any failure to
obey an order to depart the premises,
any unwarranted loitering, any behav-
ior which creates loud or unusual noise
or nuisance, or any conduct which ob-
structs the usual use of entrances, foy-
ers, lobbies, corridors, offices, ele-
vators, stairways or parking lots.

§228.14 Prohibition on gambling.

Participating in games for money or
other personal property, or the oper-
ating of gambling devices, the conduct
of a lottery, or the selling or pur-
chasing of numbers tickets, in or on
protected property is prohibited. This
prohibition shall not apply to the vend-
ing or exchange of chances by licensed
blind operators of vending facilities for
any lottery set forth in a State law and
conducted by an agency of a State as
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