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enforcing laws which protect the na-
tional security of the United States. 

§ 318.15 Rules of conduct 

(a) DTRA personnel shall: 
(1) Take such actions, as considered 

appropriate, to ensure that personal in-
formation contained in a system of 
records, to which they have access or 
are using incident to the conduct of of-
ficial business, shall be protected so 
that the security and confidentiality of 
the information shall be preserved. 

(2) Not disclose any personal infor-
mation contained in any system of 
records except as authorized by 32 CFR 
part 310 or other applicable law or reg-
ulation. Personnel willfully making 
such a disclosure when knowing the 
disclosure is prohibited are subject to 
possible criminal penalties and/or ad-
ministrative sanctions. 

(3) Report any unauthorized disclo-
sure of personal information from a 
system of records or the maintenance 
of any system of records that are not 
authorized by the Instruction to the 
DTRA Privacy Act Officer. 

(b) DTRA system managers for each 
system of records shall: 

(1) Ensure that all personnel who ei-
ther have access to the system of 
records or who shall develop or super-
vise procedures for the handling of 
records in the system of records shall 
be aware of their responsibilities for 
protecting personnel information being 
collected and maintained under the 
DTRA Privacy Program. 

(2) Promptly notify the Privacy Act 
Officer of any required new, amended, 
or altered system notices for the sys-
tem of records. 

(3) Not maintain any official files on 
individuals, which are retrieved by 
name or other personal identifier with-
out first ensuring that a notice for the 
system of records shall have been pub-
lished in the FEDERAL REGISTER. Any 
official who willfully maintains a sys-
tem of records without meeting the 
publication requirements, as prescribed 
by 5 U.S.C. 552a, OMB Circular A–130, 
and 32 CFR part 310, is subject to pos-
sible criminal penalties and/or admin-
istrative sanctions. 

§ 318.16 Exemption rules. 
(a) Exemption for classified material. 

All systems of records maintained by 
the Defense Threat Reduction Agency 
shall be exempt under section (k)(1) of 
5 U.S.C. 552a, to the extent that the 
systems contain any information prop-
erly classified under E.O. 12598 and that 
is required by that E.O. to be kept se-
cret in the interest of national defense 
or foreign policy. This exemption is ap-
plicable to parts of all systems of 
records including those not otherwise 
specifically designated for exemptions 
herein which contain isolated items of 
properly classified information. 

(b) System identifier and name: HDTRA 
007, Security Operations. 

(1) Exemption: Portions of this system 
of records may be exempt from the pro-
visions of 5 U.S.C. 552a(c)(3), (d)(1) 
through (d)(4), (e)(1), (e)(4)(G), (H), (I), 
and (f). 

(2) Authority: 5 U.S.C. 552a(k)(5). 
(3) Reasons: (i) From subsection (c)(3) 

because it will enable DTRA to safe-
guard certain investigations and relay 
law enforcement information without 
compromise of the information, and 
protect the identities of confidential 
sources who might not otherwise come 
forward and who have furnished infor-
mation under an express promise that 
the sources’ identity would be held in 
confidence (or prior to the effective 
date of the Act, under an implied prom-
ise.) 

(ii) From subsection (d)(1) through 
(d)(4) and (f) because providing access 
to records of a civil investigation and 
the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of security investigations. 
Providing access rights normally af-
forded under the Privacy Act would 
provide the subject with valuable infor-
mation that would allow interference 
with or compromise of witnesses or 
render witnesses reluctant to cooper-
ate; lead to suppression, alteration, or 
destruction of evidence; and result in 
the secreting of or other disposition of 
assets that would make them difficult 
or impossible to reach in order to sat-
isfy any Government claim growing 
out of the investigation or proceeding. 
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(iii) From subsection (e)(1), (e)(4)(G), 
(H), (I) because it will provide protec-
tion against notification of investiga-
tory material including certain recip-
rocal investigations and counterintel-
ligence information, which might alert 
a subject to the fact that an investiga-
tion of that individual is taking place, 
and the disclosure of which would 
weaken the on-going investigation, re-
veal investigatory techniques, and 
place confidential informants in jeop-
ardy who furnished information; under 
an express promise that the sources’ 
identity would be held in confidence 
(or prior to the effective date of the 
Act, under an implied promise.) 

(c) System identifier and name: HDTRA 
011, Inspector General Investigation 
Files. 

(1) Exemption: Portions of this system 
of records may be exempt from the pro-
visions of 5 U.S.C. 552a(c)(3); (d)(1) 
through (4); (e)(1); (e)(4)(G), (H), and (I); 
and (f). 

(2) Authority: 5 U.S.C. 552a(k)(2). 
(3) Reasons: (i) From subsection (c)(3) 

because it will enable DTRA to conduct 
certain investigations and relay law 
enforcement information without com-
promise of the information, protection 
of investigative techniques and efforts 
employed, and identities of confiden-
tial sources who might not otherwise 
come forward and who furnished infor-
mation under an express promise that 
the sources’ identity would be held in 
confidence (or prior to the effective 
date of the Act, under an implied prom-
ise.) 

(ii) From subsection (d)(1) through 
(d)(4) and (f) because providing access 
to records of a civil investigation and 
the right to contest the contents of 
those records and force changes to be 
made to the information contained 
therein would seriously interfere with 
and thwart the orderly and unbiased 
conduct of the investigation and im-
pede case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would 
allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
and result in the secreting of or other 
disposition of assets that would make 

them difficult or impossible to reach in 
order to satisfy any Government claim 
growing out of the investigation or 
proceeding. 

(iii) From subsection (e)(1), (e)(4)(G), 
(H), and (I) because it will provide pro-
tection against notification of inves-
tigatory material including certain re-
ciprocal investigations and counter-
intelligence information, which might 
alert a subject to the fact that an in-
vestigation of that individual is taking 
place, and the disclosure of which 
would weaken the on-going investiga-
tion, reveal investigatory techniques, 
and place confidential informants in 
jeopardy who furnished information 
under an express promise that the 
sources’ identity would be held in con-
fidence (or prior to the effective date of 
the Act, under an implied promise). 

(d) System identifier and name: HDTRA 
021, Freedom of Information Act and 
Privacy Act Request Case Files. 

(1) Exemption: During the processing 
of a Freedom of Information Act or 
Privacy Act request exempt materials 
from other systems of records may in 
turn become part of the case record in 
this system. To the extent that copies 
of exempt records from those ‘other’ 
systems of records are entered into this 
system, the Defense Threat Reduction 
Agency claims the same exemptions 
for the records from those ‘other’ sys-
tems that are entered into this system, 
as claimed for the original primary 
system of which they are a part. 

(2) Authority: 5 U.S.C. 552a(j)(2), (k)(1), 
(k)(2), (k)(3), (k)(4), (k)(5), (k)(6) and 
(k)(7). 

(3) Reasons: Records are only exempt 
from pertinent provisions of 5 U.S.C. 
552a to the extent such provisions have 
been identified and an exemption 
claimed for the original record and the 
purposes underlying the exemption for 
the original record still pertain to the 
record which is now contained in this 
system of records. In general, the ex-
emptions were claimed in order to pro-
tect properly classified information re-
lating to national defense and foreign 
policy, to avoid interference during the 
conduct of criminal, civil, or adminis-
trative actions or investigations, to en-
sure protective services provided the 
President and others are not com-
promised, to protect the identity of 
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confidential sources incident to Fed-
eral employment, military service, 
contract, and security clearance deter-
minations, to preserve the confiden-
tiality and integrity of Federal testing 
materials, and to safeguard evaluation 
materials used for military promotions 
when furnished by a confidential 
source. The exemption rule for the 
original records will identify the spe-
cific reasons why the records are ex-
empt from specific provisions of 5 
U.S.C. 552a. 

[65 FR 18894, Apr. 10, 2000, as amended at 71 
FR 64633, Nov. 3, 2006] 

PART 319—DEFENSE INTELLIGENCE 
AGENCY PRIVACY PROGRAM 

Sec. 
319.1 Authority. 
319.2 Purpose. 
319.3 Scope. 
319.4 Definitions. 
319.5 Procedures for requests pertaining to 

individual records in a record system. 
319.6 Disclosure of requested information to 

individuals. 
319.7 Special procedures: Medical records. 
319.8 Request for correction or amendment 

to record. 
319.9 Agency review of request for correc-

tion or amendment of record. 
319.10 Appeal of initial adverse Agency de-

termination for access, correction or 
amendment. 

319.11 Fees. 
319.12 General exemptions. [Reserved] 
319.13 Specific exemptions. 

AUTHORITY: Pub. L. 93–579, 88 Stat 1896 (5 
U.S.C. 552a). 

SOURCE: 51 FR 44064, Dec. 8, 1986, unless 
otherwise noted. Redesignated at 56 FR 56595, 
Nov. 6, 1991 and 56 FR 57799, Nov. 14, 1991. 

§ 319.1 Authority. 
Pursuant to the requirements of sec-

tion 553 of Title 5 of the United States 
Code, the Defense Intelligence Agency 
promulgates its rules for the imple-
mentation of the Privacy Act of 1974, 
Pub. L. 93–579, 5 U.S.C. 552a (f) and (k). 

§ 319.2 Purpose. 
(a) To promulgate rules providing 

procedures by which individuals may 
exercise their rights granted by the act 
to: 

(1) Determine whether a Defense In-
telligence Agency system of records 

contains a record pertaining to them-
selves; 

(2) Be granted access to all or por-
tions thereof; 

(3) Request administrative correction 
or amendment of such records; 

(4) Request an accounting of disclo-
sures from such records; and 

(5) Appeal any adverse determination 
for access or correction/amendment of 
records. 

(b) To set forth Agency policy and fee 
schedule for cost of duplication. 

(c) To identify records subject to the 
provisions of these rules. 

(d) To specify those systems of 
records for which the Director, Defense 
Intelligence Agency, claims an exemp-
tion. 

§ 319.3 Scope. 

(a) Any individual who is a citizen of 
the United States or an alien lawfully 
admitted for permanent residence in 
the United States may submit an in-
quiry to the Defense Intelligence Agen-
cy. 

(b) These rules apply to those sys-
tems of records: 

(1) Maintained by the Defense Intel-
ligence Agency; 

(2) For which the Defense Intel-
ligence Agency prescribes the content 
and disposition pursuant to statute or 
executive order of the President, which 
may be in the physical custody of an-
other Federal agency; 

(3) Not exempted from certain provi-
sions of the act by the Director, De-
fense Intelligence Agency. 

(c) The Defense Intelligence Agency 
may have physical custody of the offi-
cial records of another Federal agency 
which exercises dominion and control 
over the records, their content, and ac-
cess thereto. In such cases, the Defense 
Intelligence Agency maintenance of 
the records is considered subject to the 
rules of the other Federal agency. Ex-
cept for a request for a determination 
of the existence of the record, when the 
Defense Intelligence Agency receives 
requests related to these records, the 
DIA will immediately refer the request 
to the controlling agency for all deci-
sions regarding the request and will no-
tify the individual making the request 
of the referral. 

VerDate Mar<15>2010 15:45 Aug 15, 2011 Jkt 223125 PO 00000 Frm 00943 Fmt 8010 Sfmt 8010 Q:\32\32V2.TXT ofr150 PsN: PC150


		Superintendent of Documents
	2014-08-19T11:21:59-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




