AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

Office of the Secretary of Defense

some identifying number, symbol, or
other identifying particular assigned to
an individual.

Word processing system. A combina-
tion of equipment employing auto-
mated technology, systematic proce-
dures, and trained personnel for the
primary purpose of manipulating
human thoughts and verbal or written
or graphic presentations intended to
communicate verbally or visually with
another individual.

Word processing equipment. Any com-
bination of electronic hardware and
computer software integrated in a vari-
ety of forms (firmware, programmable
software, handwiring, or similar equip-
ment) that permits the processing of
textual data. Generally, the equipment
contains a device to receive informa-
tion, a computer-like processor with
various capabilities to manipulate the
information, a storage medium, and an
output device

§318.4 Policy.

(a) It is DTRA policy that:

(1) The personal privacy of an indi-
vidual shall be respected and protected.
Personal information shall be col-
lected, maintained, used, or disclosed
to insure that:

(2) It shall be relevant and necessary
to accomplish a lawful DTRA purpose
required to be accomplished by Federal
statute or Executive order;

(3) It shall be collected to the great-
est extent practicable directly from
the individual;

(4) The individual shall be informed
as to why the information is being col-
lected, the authority for -collection,
what uses will be made of it, whether
disclosure is mandatory or voluntary,
and the consequences of not providing
the information;

(5) It shall be relevant, timely, com-
plete and accurate for its intended use;
and

(6) Appropriate administrative, tech-
nical, and physical safeguards shall be
established, based on the media (e.g.,
paper, electronic, etc.) involved, to en-
sure the security of the records and to
prevent compromise or misuse during
storage or transfer.

(b) No record shall be maintained on
how an individual exercises rights
guaranteed by the First Amendment to

§318.4

the Constitution, except as specifically
authorized by statute; expressly au-
thorized by the individual on whom the
record is maintained; or when the
record is pertinent to and within the
scope of an authorized law enforcement
activity.

(c) Notices shall be published in the
FEDERAL REGISTER and reports shall be
submitted to Congress and the Office of
Management and Budget, in accord-
ance with, and as required by 5 U.S.C.
552a, OMB Circular A-130, and 32 CFR
part 310, as to the existence and char-
acter of any system of records being es-
tablished or revised by the DoD Compo-
nents. Information shall not be col-
lected, maintained, or disseminated
until the required publication/review
requirements are satisfied.

(d) Individuals shall be permitted, to
the extent authorized by this part:

(1) To determine what records per-
taining to them are contained in a sys-
tem of records;

(2) Gain access to such records and
obtain a copy of those records or a part
thereof;

(3) Correct or amend such records on
a showing the records are not accurate,
relevant, timely, or complete.

(4) Appeal a denial of access or a re-
quest for amendment.

(e) Disclosure of records pertaining
to an individual from a system of
records shall be prohibited except with
the consent of the individual or as oth-
erwise authorized by 5 U.S.C. 552a and
32 CFR part 286. When disclosures are
made, the individual shall be per-
mitted, to the extent authorized by 5
U.S.C. 552a and 32 CFR part 310, to seek
an accounting of such disclosures from
DTRA.

(f) Computer matching programs be-
tween DTRA and Federal, State, or
local governmental agencies shall be
conducted in accordance with the re-
quirements of 5 U.S.C. 552a, OMB Cir-
cular A-130, and 32 CFR part 310.

(g) DTRA personnel and Systems
Managers shall conduct themselves,
pursuant to established rules of con-
duct, so that personal information to
be stored in a system of records shall
only be collected, maintained, used,
and disseminated as authorized by this
part.
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