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sources and witnesses to harassment or 
intimidation which may cause individ-
uals not to seek redress for wrongs 
through Inspector General channels for 
fear of retribution or harassment. 

(d) System identification and name: 
LDIA 0275, DoD Hotline Referrals. 

(1) Exemption: Any portion of this 
record system which falls within the 
provisions of 5 U.S.C. 552a(k) (2) and (5) 
may be exempt from the following sub-
sections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), and (e)(4)(I). 

(2) Authority: 5 U.S.C. 552a(k) (2) and 
(5). 

(3) Reason: The reasons for asserting 
these exemptions are to ensure that in-
formants can report instances of fraud 
and mismanagement without fear of re-
prisal or unauthorized disclosure of 
their identity. The execution of this 
function requires that information be 
provided in a free and open manner 
without fear of retribution of harass-
ment in order to facilitate a just, thor-
ough and timely resolution of the case. 
These records are privileged Director, 
DIA, documents and information con-
tained therein is not routinely released 
or disclosed to anyone. 

(e) System identification and name: 
LDIA 0660, Security Files. 

(1) Exemption: Any portion of this 
record system which falls within the 
provisions of 5 U.S.C. 552a(k) (2) and (5) 
may be exempt from the following sub-
sections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), and (e)(4)(I). 

(2) Authority: 5 U.S.C. 552a(k) (2) and 
(5). 

(3) Reason: The reasons for asserting 
these exemptions are to ensure the in-
tegrity of the adjudication process used 
by the Agency to determine the suit-
ability, eligibility or qualification for 
Federal service with the Agency and to 
make determinations concerning the 
questions of access to classified mate-
rials and activities. The proper execu-
tion of this function requires that the 
Agency have the ability to obtain can-
did and necessary information in order 
to fully develop or resolve pertinent in-
formation developed in the process. Po-
tential sources, out of fear or retalia-
tion, exposure or other action, may be 
unwilling to provide needed informa-
tion or may not be sufficiently frank to 
be a value in personnel screening, 

thereby seriously interfering with the 
proper conduct and adjudication of 
such matters. 

(f) System identification and name: 
LDIA 0800, Operation Record System. 

(1) Exemption: Any portion of this 
record system which falls within the 
provisions of 5 U.S.C. 552a(k) (2) and (5) 
may be exempt from the following sub-
sections of 5 U.S.C. 552a: (c)(3), (d), 
(e)(1), (e)(4)(G), (e)(4)(H), and (e)(4)(I). 

(2) Authority: 5 U.S.C. 552a(k) (2) and 
(5). 

(3) Reason: The reasons for asserting 
these exemptions are to ensure the in-
tegrity of ongoing foreign intelligence 
collection and/or training activities 
conducted by the Defense Intelligence 
Agency and the Department of Defense. 
The execution of these functions re-
quires that information in response to 
national level intelligence require-
ments be provided in a free and open 
manner without fear of retribution or 
unauthorized disclosure. Disclosures 
from this system can jeopardize sen-
sitive sources and methodology. 
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EDITORIAL NOTE: Nomenclature changes to 
part 320 appear at 69 FR 2066, Jan. 14, 2004. 

§ 320.1 Purpose and scope. 
(a) This part is published pursuant to 

the Privacy Act of 1974, as amended (5 
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U.S.C. 552a), (hereinafter the ‘‘Privacy 
Act’’). This part: 

(1) Establishes or advises of the pro-
cedures whereby an individual can: 

(i) Request notification of whether 
the National Geospatial-Intelligence 
Agency (NGA) maintains or has dis-
closed a record pertaining to him in 
any nonexempt system of records, 

(ii) Request a copy or other access to 
such a record or to an accounting of its 
disclosure, 

(iii) Request that the record be 
amended and 

(iv) Appeal any initial adverse deter-
mination of any such request; 

(2) Specifies those systems of records 
which the Director, Headquarters NGA 
has determined to be exempt from the 
procedures established by this regula-
tion and from certain provisions of the 
Privacy Act. NGA policy encompasses 
the safeguarding of individual privacy 
from any misuse of NGA records and 
the provision of the fullest access prac-
ticable to individuals to NGA records 
concerning them. 

§ 320.2 Definitions. 

As used in this part: 
(a) Appellate authority (AA). A NGA 

employee who has been granted author-
ity to review the decision of the Initial 
Denial Authority (IDA) that has been 
appealed by the Privacy Act requester 
and make the appeal determination for 
NGA on the release ability of the 
records in question. 

(b) Individual. A living person who is 
a citizen of the United States or an 
alien lawfully admitted for permanent 
residence. The parent of a minor or the 
legal guardian of any individual also 
may act on behalf of an individual. 
Corporations, partnerships, sole propri-
etorships, professional groups, busi-
nesses, whether incorporated or unin-
corporated, and other commercial enti-
ties are not ‘‘individuals’’. 

(c) Initial denial authority (IDA). A 
NGA employee, or designee, who has 
been granted authority to make an ini-
tial determination for NGA that 
records requested in a Privacy Act re-
quest should be withheld from disclo-
sure or release. 

(d) Maintain. Includes maintain, col-
lect, use or disseminate. 

(e) Personal information. Information 
about an individual that identifies, re-
lates to or is unique to, or describes 
him or her; e.g., a social security num-
ber, age, military rank, civilian grade, 
marital status, race, or salary, home/ 
office phone numbers, etc. 

(f) Record. Any item, collection, or 
grouping of information, whatever the 
storage media (e.g., paper, electronic, 
etc.), about an individual that is main-
tained by NGA, including, but not lim-
ited to education, financial trans-
actions, medical history, criminal or 
employment history, and that contains 
the individual’s name or the identi-
fying number, symbol or other identi-
fying particulars assigned to the indi-
vidual such as a finger or voice print or 
a photograph. 

(g) Routine use. The disclosure of a 
record outside the Department of De-
fense for a use that is compatible with 
the purpose for which the information 
was collected and maintained by the 
Department of Defense. The routine 
use must be included in the published 
system notice for the system of records 
involved. 

(h) System of records. A group of 
records under the control of NGA from 
which personal information is retrieved 
by the individual’s name or by some 
identifying number, symbol, or other 
identifying particular assigned to the 
individual. 

(i) System manger. The NGA official 
who is responsible for the operation 
and management of a system of 
records. 

§ 320.3 Responsibilities. 
(a) Director of NGA: 
(1) Implements the NGA privacy pro-

gram. 
(2) Designates the Director of the 

Public Affairs Office as the NGA Initial 
Denial Authority; 

(3) Designates the Chief of Staff as 
the Appellate Authority. 

(4) Designates the General Counsel as 
the NGA Privacy Act Officer and the 
principal point of contact for matters 
involving the NGA privacy program. 

(b) NIMA General Counsel: 
(1) Oversees systems of records main-

tained throughout NIMA, administered 
by Information Services. This includes 
coordinating all notices of new systems 
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