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Central Intelligence Agency § 1901.62 

and methods in the processing of cov-
ert employment applications. 

(b) The purpose of the general exemp-
tion from sections (d), (e)(4)(G), (f)(1), 
and (g) of the Privacy Act is to protect 
only those portions of systems of 
records which if revealed would risk 
exposure of intelligence sources and 
methods or hamper the ability of the 
CIA to effectively use information re-
ceived from other agencies or foreign 
governments. 

(c) It should be noted that by sub-
jecting information which would con-
sist of, reveal, or pertain to intel-
ligence sources and methods to sepa-
rate determinations by the Director of 
Central Intelligence under the provi-
sion entitled ‘‘General exemptions,’’ 32 
CFR 1901.62 regarding access and no-
tice, an intent is established to apply 
the exemption from access and notice 
only in those cases where notice in 
itself would constitute a revelation of 
intelligence sources and methods; in 
all cases where only access to informa-
tion would reveal such source or meth-
od, notice will be given upon request. 

(d) The purpose of the general exemp-
tion for records that consist of, pertain 
to, or would otherwise reveal the iden-
tities of employees who provide infor-
mation to the Office of the Inspector 
General is to implement section 17 of 
the CIA Act of 1949, as amended, 50 
U.S.C. 403q(e)(3), and to ensure that no 
action constituting a reprisal or threat 
of reprisal is taken because an em-
ployee has cooperated with the Office 
of Inspector General. 

(e) The purpose of the specific exemp-
tions provided for under section (k) of 
the Privacy Act is to exempt only 
those portions of systems of records 
which would consist of, reveal, or per-
tain to that information which is enu-
merated in that section of the Act. 

(f) In each case, the Director of Cen-
tral Intelligence currently or then in 
office has determined that the enumer-
ated classes of information should be 
exempt in order to comply with dealing 
with the proper classification of na-
tional defense or foreign policy infor-
mation; protect the identification of 
persons who provide information to the 
CIA Inspector General; protect the pri-
vacy of other persons who supplied in-
formation under an implied or express 

grant of confidentiality in the case of 
law enforcement or employment and 
security suitability investigations (or 
promotion material in the case of the 
armed services); protect information 
used in connection with protective 
services under 18 U.S.C. 3056; protect 
the efficacy of testing materials; and 
protect information which is required 
by statute to be maintained and used 
solely as statistical records. 

§ 1901.62 General exemptions. 

(a) Pursuant to authority granted in 
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from all sections 
of the Act—except sections 552a(b); (c) 
(1) and (2); (e) (1), (4) (A)–(F), (5), (6), (7), 
(9), (10), and (11); and (i)—the following 
systems of records or portions of 
records in a system of record: 

(1) Polygraph records. 
(2) [Reserved] 
(b) Pursuant to authority granted in 

section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from sections (c)(3) 
and (e)(3) (A)–(D) of the Act all systems 
of records maintained by this Agency. 

(c) Pursuant to authority granted in 
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from notification 
under sections (e)(4)(G) and (f)(1) those 
portions of each and all systems of 
records which have been exempted 
from individual access under section (j) 
in those cases where the Coordinator 
determines after advice by the respon-
sible components that confirmation of 
the existence of a record may jeop-
ardize intelligence sources and meth-
ods. In such cases the Agency must nei-
ther confirm nor deny the existence of 
the record and will advise a requester 
that there is no record which is avail-
able pursuant to the Privacy Act of 
1974. 

(d) Pursuant to authority granted in 
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from access by in-
dividuals under section (d) of the Act 
those portions and only those portions 
of all systems of records maintained by 
the CIA that: 
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(1) Consist of, pertain to, or would 
otherwise reveal intelligence sources 
and methods; 

(2) Consist of documents or informa-
tion provided by any foreign govern-
ment entity, international organiza-
tion, or, any United States federal, 
state, or other public agency or author-
ity; and 

(3) Consist of information which 
would reveal the identification of per-
sons who provide information to the 
CIA Inspector General. 

(e) Pursuant to authority granted in 
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from judicial re-
view under section (g) of the Act all de-
terminations to deny access under sec-
tion (d) of the Act and all decisions to 
deny notice under sections (e)(4)(G) and 
(f)(1) of the Act pursuant to determina-
tion made under paragraph (c) of this 
section when it has been determined by 
an appropriate official of the CIA that 
such access would disclose information 
which would: 

(1) Consist of, pertain to, or other-
wise reveal intelligence sources and 
methods; 

(2) Consist of documents or informa-
tion provided by any foreign govern-
ment entity, international organiza-
tion, or, any United States federal, 
state, or other public agency or author-
ity; and 

(3) Consist of information which 
would reveal the identification of per-
sons who provide information to the 
CIA Inspector General. 

§ 1901.63 Specific exemptions. 
Pursuant to authority granted in sec-

tion (k) of the Privacy Act, the Direc-
tor of Central Intelligence has deter-
mined to exempt from section (d) of 
the Privacy Act those portions and 
only those portions of all systems of 
records maintained by the CIA that 
would consist of, pertain to, or other-
wise reveal information that is: 

(a) Classified pursuant to Executive 
Order 12958 (or successor or prior 
Order) and thus subject to the provi-
sions of 5 U.S.C. 552(b)(1) and 5 U.S.C. 
552a(k)(1); 

(b) Investigatory in nature and com-
piled for law enforcement purposes, 
other than material within the scope of 

section (j)(2) of the Act; provided how-
ever, that if an individual is denied any 
right, privilege, or benefit to which 
they are otherwise eligible, as a result 
of the maintenance of such material, 
then such material shall be provided to 
that individual except to the extent 
that the disclosure would reveal the 
identity of a source who furnished the 
information to the United States Gov-
ernment under an express promise of 
confidentiality, or, prior to the effec-
tive date of this section, under an im-
plied promise of confidentiality; 

(c) Maintained in connection with 
providing protective services to the 
President of the United States or other 
individuals pursuant to 18 U.S.C. 3056; 

(d) Required by statute to be main-
tained and used solely as statistical 
records; 

(e) Investigatory in nature and com-
piled solely for the purpose of deter-
mining suitability, eligibility, or quali-
fications for federal civilian employ-
ment, military service, federal con-
tracts, or access to classified informa-
tion, but only to the extent that the 
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the United 
States Government under an express 
promise of confidentiality, or, prior to 
the effective date of this section, under 
an implied promise of confidentiality; 

(f) Testing or examination material 
used solely to determine individual 
qualifications for appointment or pro-
motion in the federal service the dis-
closure of which would compromise the 
objectivity or fairness of the testing or 
examination process; or 

(g) Evaluation material used to de-
termine potential for promotion in the 
armed services, but only to the extent 
that the disclosure of such material 
would reveal the identity of a source 
who furnished information to the 
United States Government under an 
express promise of confidentiality, or, 
prior to the effective date of this sec-
tion, under an implied promise of con-
fidentiality. 

PART 1902—INFORMATION 
SECURITY REGULATIONS 

Subparts A–E [Reserved] 
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