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biological, chemical, or radiological at-
tack.

(b) The contracting officer shall in-
sert the clause at 552.238-78, Scope of
Contract (Eligible Ordering Activities),
with Alternate I in Federal Supply
Schedule solicitations and contracts
which contain products and services
determined by the Secretary of Home-
land Security to facilitate recovery
from major disasters, terrorism, or nu-
clear, biological, chemical, or radio-
logical attack.

(c) The contracting officer shall in-
sert the clause at 552.238-80, Use of Fed-
eral Supply Schedule Contracts by Cer-
tain Entities—Recovery Purchasing, in
Federal Supply Schedule solicitations
and contracts which contain products
and services determined by the Sec-
retary of Homeland Security that fa-
cilitate recovery from major disasters,
terrorism, or nuclear, biological, chem-
ical, or radiological attack.

(d) See 552.101-70 for authorized Fed-
eral Acquisition Regulation deviations.
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Subpart 539.70—Additional Re-
quirements for Purchases Not
in Support of National Security
Systems

539.7000 Scope of subpart.

This subpart prescribes acquisition
policies and procedures for use in ac-
quiring information technology sup-
plies, services and systems not in sup-
port of national security systems, as
defined by FAR part 39.

539.7002

539.7001 Policy.

(a) GSA must provide information se-
curity for the information and infor-
mation systems that support the oper-
ations and assets of the agency, includ-
ing those provided or managed by an-
other agency, contractor, or other
source. Section 3544(a)(1)(A)(ii) of the
Federal Information Security Manage-
ment Act (FISMA) describes Federal
agency security responsibilities as in-
cluding ‘“‘information systems used or
operated by an agency or by a con-
tractor of an agency or other organiza-
tion on behalf of an agency.”

(b) Employees responsible for or pro-
curing information technology sup-
plies, services and systems shall pos-
sess the appropriate security clearance
associated with the level of security
classification related to the acquisi-
tion. They include, but are not limited
to contracting officers, contract spe-
cialists, project/program managers, and
contracting officer representatives.

(c) Contracting activities shall co-
ordinate with requiring activities and
program officials to ensure that the so-
licitation documents include the ap-
propriate information security require-
ments. The information security re-
quirements must be sufficiently de-
tailed to enable service providers to
fully understand the information secu-
rity regulations, mandates, and re-
quirements that they will be subject to
under the contract or task order.

(d) GSA’s Office of the Senior Agency
Information Security Officer issued
CIO IT Security Procedural Guide 09-
48, ‘‘Security Language for Information
Technology Acquisitions Efforts,” to
provide IT security standards, policies
and reporting requirements that shall
be inserted in all solicitations and con-
tracts or task orders where an informa-
tion system is contractor owned and
operated on behalf of the Federal Gov-
ernment. The guide can be accessed at
hitp://www.gsa.gov/portal/category/25690.

539.7002 Solicitation provisions and
contract clauses.

(a) The contracting officer shall in-
sert the provision at 552.239-70, Infor-
mation Technology Security Plan and
Security Authorization, in solicita-
tions that include information tech-
nology supplies, services or systems in
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539.7002

which the contractor will have phys-
ical or electronic access to government
information that directly supports the
mission of GSA.

(b) The contracting officer shall in-
sert the clause at 552.239-7T1, Security
Requirements for Unclassified Informa-
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tion Technology Resources, in solicita-
tions and contracts containing the pro-
vision at 552.239-70. The provision and
clause shall not be inserted in solicita-
tions and contracts for personal serv-
ices with individuals.
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