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§ 7.2 Scope. 
(a) This part applies to all employ-

ees, detailees and non-contractor per-
sonnel outside the Executive Branch 
who are granted access to classified in-
formation by the DHS, in accordance 
with the standards in Executive Order 
12958, as amended, and its imple-
menting directives. 

(b) This part does not apply to con-
tractors, grantees and other categories 
of personnel falling under the purview 
of Executive Order 12829, National In-
dustrial Security Program, and its im-
plementing directives. 

(c) This part is independent of and 
does not affect any classification pro-
cedures or requirements of the Atomic 
Energy Act of 1954, as amended (42 
U.S.C. 2011 et seq). 

(d) This part does not, and is not in-
tended to, create any right to judicial 
review, or any other right or benefit or 
trust responsibility, substantive or 
procedural, enforceable by a party 
against the United States, its agencies 
or instrumentalities, its officers or em-
ployees, or any other person. This part 
creates limited rights to administra-
tive review of decisions. This part does 
not, and is not intended to, create any 
right to judicial review of administra-
tive action. 

§ 7.3 Definitions. 
The terms defined or used in Execu-

tive Order 12958, as amended, and the 
implementing directives in 32 CFR 
parts 2001 and 2004, are applicable to 
this part. 

Subpart A—Administration 

§ 7.10 Authority of the Chief Security 
Officer, Office of Security. 

(a) The DHS Chief Security Officer 
(hereafter ‘‘Chief Security Officer’’) is 
designated as the Senior Agency Offi-
cial as required by section 5.4(d) of Ex-
ecutive Order 12958, as amended, and, 
except as specifically provided else-
where in this part, is authorized to ad-
minister the DHS Classified National 
Security Information program pursu-
ant to Executive Order 12958, as amend-
ed. 

(b) The Chief Security Officer shall, 
among other actions: 

(1) Oversee and administer the DHS’s 
program established under Executive 
Order 12958, as amended; 

(2) Promulgate implementing regula-
tions; 

(3) Establish and maintain Depart-
ment-wide security education and 
training programs; 

(4) Establish and maintain an ongo-
ing self-inspection program including 
the periodic review and assessment of 
the DHS’s classified product; 

(5) Establish procedures to prevent 
unnecessary access to classified infor-
mation, including procedures that: 

(i) Require that a need for access to 
classified information is established 
before initiating administrative proce-
dures to grant access; and 

(ii) Ensure that the number of per-
sons granted access to classified infor-
mation is limited to the minimum nec-
essary for operational and security re-
quirements and needs; 

(6) Develop special contingency plans 
for the safeguarding of classified infor-
mation used in or near hostile or po-
tentially hostile areas; 

(7) Coordinate with the DHS Chief 
Human Capital Officer, as appropriate 
to ensure that the performance con-
tract or other system used to rate per-
sonnel performance includes the man-
agement of classified information as a 
critical element or item to be evalu-
ated in the rating of: 

(i) Original classification authorities; 
(ii) Security managers or security 

specialists; and 
(iii) All other personnel whose duties 

significantly involve the creation or 
handling of classified information; 

(8) Account for the costs associated 
with implementing this part and report 
the cost to the Director of ISOO; 

(9) Assign in a prompt manner per-
sonnel to respond to any request, ap-
peal, challenge, complaint, or sugges-
tion concerning Executive Order 12958, 
as amended, that pertains to classified 
information that originated in a DHS 
component that no longer exists and 
for which there is no clear successor in 
function; 

(10) Report violations, take correc-
tive measures and assess appropriate 
sanctions as warranted, in accordance 
with Executive Order 12958, as amend-
ed; 
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