
401 

Animal and Plant Health Inspection Service, USDA § 331.12 

4 Technical assistance and guidance may be 
obtained by contacting APHIS. 

achieve an equivalent or greater level 
of security: 

(1) Allow access only to individuals 
with access approval from the Adminis-
trator or the HHS Secretary; 

(2) Allow individuals not approved for 
access by the Administrator or the 
HHS Secretary to conduct routine 
cleaning, maintenance, repairs, and 
other activities not related to select 
agents or toxins only when continu-
ously escorted by an approved indi-
vidual; 

(3) Provide for the control of select 
agents and toxins by requiring freezers, 
refrigerators, cabinets, and other con-
tainers where select agents or toxins 
are stored to be secured against unau-
thorized access (e.g., card access sys-
tem, lock boxes); 

(4) Inspect all suspicious packages 
before they are brought into or re-
moved from an area where select 
agents or toxins are used or stored; 

(5) Establish a protocol for intra-en-
tity transfers under the supervision of 
an individual with access approval 
from the Administrator or the HHS 
Secretary, including chain-of-custody 
documents and provisions for safe-
guarding against theft, loss, or release; 
and 

(6) Require that individuals with ac-
cess approval from the Administrator 
or the HHS Secretary refrain from 
sharing with any other person their 
unique means of accessing a select 
agent or toxin (e.g., keycards or pass-
words); 

(7) Require that individuals with ac-
cess approval from the Administrator 
or the HHS Secretary immediately re-
port any of the following to the respon-
sible official: 

(i) Any loss or compromise of keys, 
passwords, combinations, etc.; 

(ii) Any suspicious persons or activi-
ties; 

(iii) Any loss or theft of select agents 
or toxins; 

(iv) Any release of a select agent or 
toxin; and 

(v) Any sign that inventory or use 
records for select agents or toxins have 
been altered or otherwise com-
promised; and 

(8) Separate areas where select 
agents and toxins are stored or used 
from the public areas of the building. 

(e) In developing a security plan, an 
individual or entity should consider 
the document entitled, ‘‘Laboratory Se-
curity and Emergency Response Guid-
ance for Laboratories Working with Se-
lect Agents,’’ in Morbidity and Mor-
tality Weekly Report (December 6, 
2002); 51 (No. RR–19):1–6. This document 
is available on the Internet at http:// 
www.cdc.gov/mmwr. 

(f) The plan must be reviewed annu-
ally and revised as necessary. Drills or 
exercises must be conducted at least 
annually to test and evaluate the effec-
tiveness of the plan. The plan must be 
reviewed and revised, as necessary, 
after any drill or exercise and after any 
incident. 

§ 331.12 Biocontainment. 

(a) An individual or entity required 
to register under this part must de-
velop and implement a written bio-
containment plan that is commensu-
rate with the risk of the select agent or 
toxin, given its intended use. 4 The bio-
containment plan must contain suffi-
cient information and documentation 
to describe the containment proce-
dures. 

(b) The biocontainment procedures 
must be sufficient to contain the select 
agent or toxin (e.g., physical structure 
and features of the entity, and oper-
ational and procedural safeguards). 

(c) In developing a biocontainment 
plan, an individual or entity should 
consider the following: 

(1) ‘‘Containment Facilities and Safe-
guards for Exotic Plant Pathogens and 
Pests’’ (Robert P. Kahn and S.B. 
Mathur eds., 1999); and 

(2) ‘‘A Practical Guide to Contain-
ment: Greenhouse Research with 
Transgenic Plants and Microbes’’ (Pa-
tricia L. Traynor ed., 2001). 

(d) The plan must be reviewed annu-
ally and revised as necessary. Drills or 
exercises must be conducted at least 
annually to test and evaluate the effec-
tiveness of the plan. The plan must be 
reviewed and revised, as necessary, 
after any drill or exercise and after any 
incident. 
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