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be updated to reflect any changes to re-
quirements contained in the issued
Certificate of Compliance (CoC).

(b) Each update shall contain all the
changes necessary to reflect informa-
tion and analyses submitted to the
Commission by the certificate holder
or prepared by the certificate holder
pursuant to Commission requirement
since the submission of the original
FSAR or, as appropriate, the last up-
date to the FSAR under this section.
The update shall include the effects!
of:

(1) All changes made in the spent fuel
storage cask design or procedures as
described in the FSAR;

(2) All safety analyses and evalua-
tions performed by the certificate hold-
er either in support of approved CoC
amendments, or in support of conclu-
sions that changes did not require a
CoC amendment in accordance with
§72.48; and

(3) All analyses of new safety issues
performed by or on behalf of the cer-
tificate holder at Commission request.
The information shall be appropriately
located within the updated FSAR.

(c)(1) The update of the FSAR must
be filed in accordance with §72.4. If the
update is filed on paper, then it should
be filed on a page-replacement basis; if
filed electronically, it should be filed
on a full replacement basis. See Guid-
ance for Electronic Submissions to the
Commission at hitip:/www.nrc.gov/site-
help/e-submittals.html.

(2) A paper update filed on a page-re-
placement basis must include a list
that identifies the current pages of the
FSAR following page replacement. If
the update is filed electronically on a
full replacement basis, it must include
a list of changed pages.

(3) Each replacement page shall in-
clude both a change indicator for the
area changed, e.g., a bold line
vertically drawn in the margin adja-
cent to the portion actually changed,
and a page change identification (date
of change or change number or both);

(4) The update shall include:

(i) A certification by a duly author-
ized officer of the certificate holder

1Effects of changes includes appropriate

revisions of descriptions in the FSAR such
that the FSAR (as updated) is complete and
accurate.
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that either the information accurately
presents changes made since the pre-
vious submittal, or that no such
changes were made; and

(ii) An identification of changes
made by the certificate holder under
the provisions of §72.48, but not pre-
viously submitted to the Commission;

(5) The update shall reflect all
changes implemented up to a max-
imum of 6 months prior to the date of
filing;

(6) Updates shall be filed every 24
months from the date of issuance of
the CoC; and

(7) The certificate holder shall pro-
vide a copy of the updated FSAR to
each general and specific licensee using
its cask design.

(d) The updated FSAR shall be re-
tained by the certificate holder until
the Commission terminates the certifi-
cate.

(e) A certificate holder who perma-
nently ceases operation, shall provide
the updated FSAR to the new certifi-
cate holder or to the Commission, as
appropriate, in accordance with
§72.234(d)(3).

[64 FR 53617, Oct. 4, 1999, as amended at 68 FR
58819, Oct. 10, 2003; 74 FR 62684, Dec. 1, 2009]
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GENERAL PROVISIONS

§73.1 Purpose and scope.

(a) Purpose. This part prescribes re-
quirements for the establishment and
maintenance of a physical protection
system which will have capabilities for
the protection of special nuclear mate-
rial at fixed sites and in transit and of
plants in which special nuclear mate-
rial is used. The following design basis
threats, where referenced in ensuing
sections of this part, shall be used to
design safeguards systems to protect
against acts of radiological sabotage
and to prevent the theft or diversion of
special nuclear material. Licensees
subject to the provisions of §73.20 (ex-
cept for fuel cycle licensees authorized
under Part 70 of this chapter to re-
ceive, acquire, possess, transfer, use, or
deliver for transportation formula
quantities of strategic special nuclear
material), §§73.50, and 73.60 are exempt
from §§73.1(a)()E)E), T73.1(a)(1)({ii),
73.1(a)(1)(iv), 73.1(a)(2)(iii), and
73.1(a)(2)(iv). Licensees subject to the
provisions of §72.212 are exempt from
§73.1(a)(1)(iv).

(1) Radiological sabotage. (i) A deter-
mined violent external assault, attack
by stealth, or deceptive actions, includ-
ing diversionary actions, by an adver-
sary force capable of operating in each
of the following modes: A single group
attacking through one entry point,
multiple groups attacking through
multiple entry points, a combination of
one or more groups and one or more in-
dividuals attacking through multiple
entry points, or individuals attacking
through separate entry points, with the
following attributes, assistance and
equipment:

(A) Well-trained (including military
training and skills) and dedicated indi-
viduals, willing to kill or be Kkilled,
with sufficient knowledge to identify
specific equipment or locations nec-
essary for a successful attack;

(B) Active (e.g., facilitate entrance
and exit, disable alarms and commu-
nications, participate in violent at-
tack) or passive (e.g., provide informa-
tion), or both, knowledgeable inside as-
sistance;

(C) Suitable weapons, including hand-
held automatic weapons, equipped with
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silencers and having effective long
range accuracy;

(D) Hand-carried equipment, includ-
ing incapacitating agents and explo-
sives for use as tools of entry or for
otherwise destroying reactor, facility,
transporter, or container integrity or
features of the safeguards system; and

(E) Land and water vehicles, which
could be used for transporting per-
sonnel and their hand-carried equip-
ment to the proximity of vital areas;
and

(ii) An internal threat; and

(iii) A land vehicle bomb assault,
which may be coordinated with an ex-
ternal assault; and

(iv) A waterborne vehicle bomb as-
sault, which may be coordinated with
an external assault; and

(v) A cyber attack.

(2) Theft or diversion of formula quan-
tities of strategic special nuclear material.
(i) A determined violent external as-
sault, attack by stealth, or deceptive
actions, including diversionary actions,
by an adversary force capable of oper-
ating in each of the following modes: a
single group attacking through one
entry point, multiple groups attacking
through multiple entry points, a com-
bination of one or more groups and one
or individuals attacking through mul-
tiple entry points, or individuals at-
tacking through separate entry points,
with the following attributes, assist-
ance and equipment:

(A) Well-trained (including military
training and skills) and dedicated indi-
viduals, willing to kill or be Kkilled,
with sufficient knowledge to identify
specific equipment or locations nec-
essary for a successful attack;

(B) Active (e.g., facilitate entrance
and exit, disable alarms and commu-
nications, participate in violent at-
tack) or passive (e.g., provide informa-
tion), or both, knowledgeable inside as-
sistance;

(C) Suitable weapons, including hand-
held automatic weapons, equipped with
silencers and having effective long-
range accuracy;

(D) Hand-carried equipment, includ-
ing incapacitating agents and explo-
sives for use as tools of entry or for
otherwise destroying reactor, facility,
transporter, or container integrity or
features of the safe-guards system;
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(E) Land and water vehicles, which
could be used for transporting per-
sonnel and their hand-carried equip-
ment; and

(ii) An internal threat; and

(iii) A land vehicle bomb assault,
which may be coordinated with an ex-
ternal assault; and

(iv) A waterborne vehicle bomb as-
sault, which may be coordinated with
an external assault; and

(v) A cyber attack.

(b) Scope. (1) This part prescribes re-
quirements for:

(i) The physical protection of produc-
tion and utilization facilities licensed
under parts 50 or 52 of this chapter,

(ii) The physical protection of plants
in which activities licensed pursuant to
part 70 of this chapter are conducted,
and

(iii) The physical protection of spe-
cial nuclear material by any person
who, pursuant to the regulations in
part 61 or 70 of this chapter, possesses
or uses at any site or contiguous sites
subject to the control by the licensee,
formula quantities of strategic special
nuclear material or special nuclear ma-
terial of moderate strategic signifi-
cance or special nuclear material of
low strategic significance.

(2) This part prescribes requirements
for the physical protection of special
nuclear material in transportation by
any person who is licensed pursuant to
the regulations in parts 70 and 110 of
this chapter who imports, exports,
transports, delivers to a carrier for
transport in a single shipment, or
takes delivery of a single shipment free
on board (F.O.B.) where it is delivered
to a carrier, formula quantities of stra-
tegic special nuclear material, special
nuclear material of moderate strategic
significance or special nuclear material
of low strategic significance.

(3) This part also applies to ship-
ments by air of special nuclear mate-
rial in quantities exceeding: (i) 20
grams or 20 curies, whichever is less, of
plutonium or uranium-233, or (ii) 350
grams of uranium-235 (contained in
uranium enriched to 20 percent or more
in the U-235 isotope).

(4) Special nuclear material subject
to this part may also be protected pur-
suant to security procedures prescribed
by the Commission or another Govern-
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ment agency for the protection of clas-
sified materials. The provisions and re-
quirements of this part are in addition
to, and not in substitution for, any
such security procedures. Compliance
with the requirements of this part does
not relieve any licensee from any re-
quirement or obligation to protect spe-
cial nuclear material pursuant to secu-
rity procedures prescribed by the Com-
mission or other Government agency
for the protection of classified mate-
rials.

(5) This part also applies to the ship-
ment of irradiated reactor fuel in quan-
tities that in a single shipment both
exceed 100 grams in net weight of irra-
diated fuel, exclusive of cladding or
other structural or packaging mate-
rial, and have a total radiation dose in
excess of 100 rems per hour at a dis-
tance of 3 feet from any accessible sur-
face without intervening shielding.

(6) This part prescribes requirements
for the physical protection of spent nu-
clear fuel and high-level radioactive
waste stored in either an independent
spent fuel storage installation (ISFSI)
or a monitored retrievable storage
(MRS) installation licensed under part
72 of this chapter, or stored at the geo-
logic repository operations area li-
censed under part 60 or part 63 of this
chapter.

(7) This part prescribes requirements
for the protection of Safeguards Infor-
mation (including Safeguards Informa-
tion with the designation or marking:
Safeguards Information—Modified
Handling) in the hands of any person,
whether or not a licensee of the Com-
mission, who produces, receives, or ac-
quires that information.

(8) This part prescribes requirements
for advance notice of export and import
shipments of special nuclear material,
including irradiated reactor fuel.

(9) As provided in part 76 of this
chapter, the regulations of this part es-
tablish procedures and criteria for
physical security for the issuance of a
certificate of compliance or the ap-
proval of a compliance plan.

[44 FR 68186, Nov. 28, 1979]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §73.1, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.fdsys.gov.

456



Nuclear Regulatory Commission

§73.2 Definitions.

As used in this part:

(a) Terms defined in parts 50, 52, and
70 of this chapter have the same mean-
ing when used in this part.

Appropriate Nuclear Regulatory Com-
mission Regional Office listed in appendir
A means:

(1) For domestic shipments—the Re-
gional Office within whose region the
licensee who is responsible for the
physical protection arrangements of
the shipment is located.

(2) For export shipments—the Re-
gional Office within whose region the
licensee who is responsible for the
physical protection arrangements of
the shipment is located, and the Re-
gional Office for the region in which
the last point of exit of the shipment
from the U.S. is located.

(3) For import shipments—the Re-
gional Office within whose region the
licensee who is responsible for the
physical protection arrangements of
the shipment is located, and the Re-
gional Office for the region in which
the first point of entry of the shipment
into the U.S. is located.

Armed escort means an armed person,
not necessarily uniformed, whose pri-
mary duty is to accompany shipments
of special nuclear material for the pro-
tection of such shipments against theft
or radiological sabotage.

Armed response personnel means per-
sons, not necessarily uniformed, whose
primary duty in the event of attempted
theft of special nuclear material or ra-
diological sabotage shall be to respond,
armed and equipped, to prevent or
delay such actions.

Authorized individual means any indi-
vidual, including an employee, a stu-
dent, a consultant, or an agent of a li-
censee who has been designated in
writing by a licensee to have responsi-
bility for surveillance of or control
over special nuclear material or to
have unescorted access to areas where
special nuclear material is used or
stored.

Background check includes, at a min-
imum, a Federal Bureau of Investiga-
tion (FBI) criminal history records
check (including verification of iden-
tity based on fingerprinting), employ-
ment history, education, and personal
references. Individuals engaged in ac-
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tivities subject to regulation by the
Commission, applicants for licenses to
engage in Commission-regulated ac-
tivities, and individuals who have noti-
fied the Commission in writing of an
intent to file an application for licens-
ing, certification, permitting, or ap-
proval of a product or activity subject
to regulation by the Commission are
required under §73.57 to conduct
fingerprinting and criminal history
records checks before granting access
to Safeguards Information. A back-
ground check must be sufficient to sup-
port the trustworthiness and reli-
ability determination so that the per-
son performing the check and the Com-
mission have assurance that granting
individuals access to Safeguards Infor-
mation does not constitute an unrea-
sonable risk to the public health and
safety or the common defense and secu-
rity.

Bullet/resisting means protection
against complete penetration, passage
of fragments of projectiles, and
spalling (fragmentation) of the protec-
tive material that could cause injury
to a person standing directly behind
the bullet-resisting barrier.

Contiguous sites means licensee con-
trolled locations, deemed by the Com-
mission to be in close enough prox-
imity to each other, that the special
nuclear material must be considered in
the aggregate for the purpose of phys-
ical protection.

Continuous visual surveillance means
unobstructed view at all times of a
shipment of special nuclear material,
and of all access to a temporary stor-
age area or cargo compartment con-
taining the shipment.

Controlled access area means any tem-
porarily or permanently established
area which is clearly demarcated, ac-
cess to which is controlled and which
affords isolation of the material or per-
sons within it.

Deceit means methods used to at-
tempt to gain unauthorized access, in-
troduce unauthorized materials, or re-
move strategic special nuclear mate-
rials, where the attempt involves fal-
sification to present the appearance of
authorized access.

DOE and Department of Energy means
the Department of Energy established
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by the Department of Energy Organiza-
tion Act (Pub. L. 95-91, 91 Stat. 565, 42
U.S.C. 7101 et seq.), to the extent that
the Department, or its duly authorized
representatives, exercises functions
formerly vested in the U.S. Atomic En-
ergy Commission, its Chairman, mem-
bers, officers and components and
transfered to the U.S. Energy Research
and Development Administration and
to the Administrator thereof pursuant
to sections 104(b), (¢) and (d) of the En-
ergy Reorganization Act of 1974 (Pub.
L. 93-438, 88 Stat. 1233 at 1237, 42 U.S.C.
5814) and retransferred to the Secretary
of Energy pursuant to section 301(a) of
the Department of Energy Organiza-
tion Act (Pub. L. 95-91, 91 Stat. 565 at
577-578, 42 U.S.C. 7151).

Force means violent methods used by
an adversary to attempt to steal stra-
tegic special nuclear material or to
sabotage a nuclear facility or violent
methods used by response personnel to
protect against such adversary actions.

Formula quantity means strategic spe-
cial nuclear material in any combina-
tion in a quantity of 5,000 grams or
more computed by the formula, grams
= (grams contained U-235) + 2.5 (grams
U-233 + grams plutonium). This class of
material is sometimes referred to as a
Category I quantity of material.

Guard means a uniformed individual
armed with a firearm whose primary
duty is the protection of special nu-
clear material against theft, the pro-
tection of a plant against radiological
sabotage, or both.

Incendiary device means any self-con-
tained device intended to create an in-
tense fire that can damage normally
flame-resistant or retardant materials.

Individual authorized access to Safe-
guards Information is an individual au-
thorized to have access to and handle
such information pursuant to the re-
quirements of §§73.21 and 73.22 of this
part.

Individual authorized access to Safe-
guards Information—Modified Handling
is an individual authorized to have ac-
cess to and handle Safeguards Informa-
tion designated as Safeguards Informa-
tion—Modified Handling information
pursuant to the requirements of §§73.21
and 73.23 of this part.

Intrusion alarm means a tamper indi-
cating electrical, electromechanical,

10 CFR Ch. | (1-1-12 Edition)

electrooptical, electronic or similar de-
vice which will detect intrusion by an
individual into a building, protected
area, vital area, or material access
area, and alert guards or watchmen by
means of actuated visible and audible
signals.

Isolation zone means any area adja-
cent to a physical barrier, clear of all
objects which could conceal or shield
an individual.

Lock in the case of vaults or vault
type rooms means a three-position,
manipulation resistant, dial type,
built-in combination lock or combina-
tion padlock and in the case of fences,
walls, and buildings means an integral
door lock or padlock which provides
protection equivalent to a six-tumbler
cylinder lock. Lock in the case of a
vault or vault type room also means
any manipulation resistant,
electromechanical device which pro-
vides the same function as a built-in
combination lock or combination pad-
lock, which can be operated remotely
or by the reading or insertion of infor-
mation, which can be uniquely charac-
terized, and which allows operation of
the device. Locked means protected by
an operable lock.

Material access area means any loca-
tion which contains special nuclear
material, within a vault or a building,
the roof, walls, and floor of which each
constitute a physical barrier.

Movement control center means an op-
erations center which is remote from
transport activity and which maintains
periodic position information on the
movement of strategic special nuclear
material, receives reports of attempted
attacks or thefts, provides a means for
reporting these and other problems to
appropriate agencies and can request
and coordinate appropriate aid.

Need to know means a determination
by a person having responsibility for
protecting Safeguards Information (in-
cluding Safeguards Information des-
ignated as Safeguards Information—
Modified Handling) that a proposed re-
cipient’s access to Safeguards Informa-
tion is necessary in the performance of
official, contractual, licensee, appli-
cant, or certificate holder employment.
In an adjudication, ‘‘need to know”
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means a determination by the origi-
nator of the information that the infor-
mation is necessary to enable the pro-
posed recipient to proffer and/or adju-
dicate a specific contention in that
proceeding, and the proposed recipient
of the specific Safeguards Information
possesses demonstrable knowledge,
skill, training, or education to effec-
tively utilize the specific Safeguards
Information in the proceeding. Where
the information is in the possession of
the originator and the NRC staff (dual
possession), whether in its original
form or incorporated into another doc-
ument or other matter by the recipi-
ent, the NRC staff makes the deter-
mination. In the event of a dispute re-
garding the ‘‘need to know’’ determina-
tion, the presiding officer of the pro-
ceeding shall make the ‘“‘need to know”’
determination.

Person means (1) any individual, cor-
poration, partnership, firm, associa-
tion, trust, estate, public or private in-
stitution, group, government agency
other than the Commission or the De-
partment of Energy (DOE), (except
that the DOE shall be considered a per-
son to the extent that its facilities are
subject to the licensing and related
regulatory authority of the Commis-
sion pursuant to section 202 of the En-
ergy Reorganization Act of 1974 and
sections 104, 105, and 202 of the Ura-
nium Mill Tailings Radiation Control
Act of 1978), any state or political sub-
division of a state, or any political sub-
division of any government or nation,
or other entity; and (2) any legal suc-
cessor, representative, agent, or agency
of the foregoing.

Physical barrier means:

(1) Fences constructed of No. 11
American wire gauge, or heavier wire
fabric, topped by three strands or more
of barbed wire or similar material on
brackets angled inward or outward be-
tween 30° and 45° from the vertical,
with an overall height of not less than
eight feet, including the barbed top-
ping;

(2) Building walls, ceilings and floors
constructed of stone, brick, cinder
block, concrete, steel or comparable
materials (openings in which are se-
cured by grates, doors, or covers of
construction and fastening of sufficient
strength such that the integrity of the
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wall is not lessened by any opening), or
walls of similar construction, not part
of a building, provided with a barbed
topping described in paragraph (1) of
this definition of a height of not less
than 8 feet; or

(3) Any other physical obstruction
constructed in a manner and of mate-
rials suitable for the purpose for which
the obstruction is intended.

Protected area means an area encom-
passed by physical barriers and to
which access is controlled.

Quantities of concern means the quan-
tities of the radionuclides meeting or
exceeding the threshold limits set forth
in Table I-1 of Appendix I of this part.

Radiological sabotage means any de-
liberate act directed against a plant or
transport in which an activity licensed
pursuant to the regulations in this
chapter is conducted, or against a com-
ponent of such a plant or transport
which could directly or indirectly en-
danger the public health and safety by
exposure to radiation.

Safeguards Information means infor-
mation not classified as National Secu-
rity Information or Restricted Data
which specifically identifies a licens-
ee’s or applicant’s detailed control and
accounting procedures for the physical
protection of special nuclear material
in quantities determined by the Com-
mission through order or regulation to
be significant to the public health and
safety or the common defense and secu-
rity; detailed security measures (in-
cluding security plans, procedures, and
equipment) for the physical protection
of source, byproduct, or special nuclear
material in quantities determined by
the Commission through order or regu-
lation to be significant to the public
health and safety or the common de-
fense and security; security measures
for the physical protection of and loca-
tion of certain plant equipment vital to
the safety of production or utilization
facilities; and any other information
within the scope of Section 147 of the
Atomic Energy Act of 1954, as amend-
ed, the wunauthorized disclosure of
which, as determined by the Commis-
sion through order or regulation, could
reasonably be expected to have a sig-
nificant adverse effect on the health
and safety of the public or the common
defense and security by significantly
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increasing the likelihood of sabotage
or theft or diversion of source, byprod-
uct, or special nuclear material.

Safeguards Information—Modified Han-
dling is the designation or marking ap-
plied to Safeguards Information which
the Commission has determined re-
quires handling requirements modified
from the specific Safeguards Informa-
tion handling requirements that are
applicable to Safeguards Information
needing a higher level of protection.

Security management means persons
responsible for security at the policy
and general management level.

Security Storage Container includes
any of the following repositories: (1)
For storage in a building located with-
in a protected or controlled access
area, a steel filing cabinet equipped
with a steel locking bar and a three po-
sition, changeable combination, GSA
approved padlock; (2) A security filing
cabinet that bears a Test Certification
Label on the side of the locking draw-
er, or interior plate, and is marked,
General Services Administration Approved
Security Container on the exterior of the
top drawer or door; (3) A bank safe-de-
posit box; and (4) Other repositories
which in the judgement of the NRC,
would provide comparable physical
protection.

Security supervision means persons,
not necessarily uniformed or armed,
whose primary duties are supervision
and direction of security at the day-to-
day operating level.

Special nuclear material of low strategic
significance means:

(1) Less than an amount of special
nuclear material of moderate strategic
significance as defined in paragraph (1)
of the definition of strategic nuclear
material of moderate strategic signifi-
cance in this section, but more than 15
grams of uranium-235 (contained in
uranium enriched to 20 percent or more
in U-235 isotope) or 15 grams of ura-
nium-233 or 15 grams of plutonium or
the combination of 15 grams when com-
puted by the equation, grams = (grams
contained U-235) + (grams plutonium) +
(grams U-233); or

(2) Less than 10,000 grams but more
than 1,000 grams of uranium-235 (con-
tained in uranium enriched to 10 per-
cent or more but less than 20 percent in
the U-235 isotope); or
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(3) 10,000 grams or more of uranium-
235 (contained in uranium enriched
above natural but less than 10 percent
in the U-235 isotope).

This class of material is sometimes re-
ferred to as a Category III quantity of
material.

Special nuclear material of moderate
strategic significance means:

(1) Less than a formula quantity of
strategic special nuclear material but
more than 1,000 grams of uranium-235
(contained in uranium enriched to 20
percent or more in the U-235 isotope) or
more than 500 grams of uranium-233 or
plutonium, or in a combined quantity
of more than 1,000 grams when com-
puted by the equation, grams = (grams
contained U-235) + 2 (grams U-233 +
grams plutonium); or

(2) 10,000 grams or more of uranium-
235 (contained in uranium enriched to
10 percent or more but less than 20 per-
cent in the U-235 isotope).

This class of material is sometimes re-
ferred to as a Category II quantity of
material.

Stealth means methods used to at-
tempt to gain unauthorized access, in-
troduce unauthorized materials, or re-
move strategic special nuclear mate-
rial, where the fact of such attempt is
concealed or an attempt is made to
conceal it.

Strategic  special nuclear material
means uranium-235 (contained in ura-
nium enriched to 20 percent or more in
the U-235 isotope), uranium-233, or plu-
tonium.

Tactical Response Team means the pri-
mary response force for each shift
which can be identified by a distinctive
item of uniform, armed with specified
weapons, and whose other duties per-
mit immediate response.

Transport means any land, sea, or air
conveyance or modules for these con-
veyances such as rail cars or standard-
ized cargo containers.

Trustworthiness and reliability are
characteristics of an individual consid-
ered dependable in judgment, char-
acter, and performance, such that dis-
closure of Safeguards Information (in-
cluding Safeguards Information des-
ignated as Safeguards Information—
Modified Handling) to that individual
does not constitute an unreasonable
risk to the public health and safety or

460



Nuclear Regulatory Commission

common defense and security. A deter-
mination of trustworthiness and reli-
ability for this purpose is based upon a
background check.

Undergoing processing means Dper-
forming active operations on material
such as chemical transformation, phys-
ical transformation, or transit between
such operations, to be differentiated
from storage or packaging for ship-
ment.

Vault means a windowless enclosure
with walls, floor, roof and door(s) de-
signed and constructed to delay pene-
tration from forced entry.

Vault-type room means a room with
one or more doors, all capable of being
locked, protected by an intrusion
alarm which creates an alarm upon the
entry of a person anywhere into the
room and upon exit from the room or
upon movement of an individual within
the room.

Vital area means any area which con-
tains vital equipment.

Vital equipment means any equip-
ment, system, device, or material, the
failure, destruction, or release of which
could directly or indirectly endanger
the public health and safety by expo-
sure to radiation. Equipment or sys-
tems which would be required to func-
tion to protect public health and safety
following such failure, destruction, or
release are also considered to be vital.

Watchman means an individual, not
necessarily uniformed or armed with a
firearm, who provides protection for a
plant and the special nuclear material
therein in the course of performing
other duties.

[38 FR 35430, Dec. 28, 1973, as amended at 39
FR 2352, Jan. 21, 1974; 40 FR 52841, Nov. 13,
1975; 42 FR 10838, Feb. 24, 1977; 43 FR 37425,
Aug. 23, 1978; 44 FR 43282, July 24, 1979; 44 FR
68187, Nov. 28, 1979; 456 FR 14201, Mar. 5, 1980;
46 FR 51724, Oct. 22, 1981; 563 FR 45451, Nov. 10,
1988; 55 FR 51401, Dec. 14, 1990; 57 FR 33429,
July 29, 1992; 72 FR 49561, Aug. 28, 2007; 73 FR
63573, Oct. 24, 2008]

§73.3 Interpretations.

Except as specifically authorized by
the Commission in writing, no inter-
pretations of the meaning of the regu-
lations in this part by any officer or
employee of the Commission other
than a written interpretation by the
General Counsel will be recognized as
binding upon the Commission.

§73.5

§73.4 Communications.

Except where otherwise specified, all
communications and reports con-
cerning the regulations in this part and
applications filed under them should be
sent as follows:

(a) By mail addressed to: ATTN: Doc-
ument Control Desk, Director, Office of
Nuclear Reactor Regulation, Director,
Office of New Reactors, Director, Office
of Nuclear Material Safety and Safe-
guards, or Director, Division of Secu-
rity Policy, Office of Nuclear Security
and Incident Response, as appropriate,
U.S. Nuclear Regulatory Commission,
Washington, DC 20555-0001;

(b) By hand delivery to the NRC’s of-
fices at 11555 Rockville Pike, Rock-
ville, Maryland;

(c) Where practicable, by electronic
submission, for example, Electronic In-
formation Exchange, or CD-ROM. Elec-
tronic submissions must be made in a
manner that enables the NRC to re-
ceive, read, authenticate, distribute,
and archive the submission, and proc-
ess and retrieve it a single page at a
time. Detailed guidance on making
electronic submissions can be obtained
by visiting the NRC’s Web site at http:/
www.nrc.gov/site-help/e-submittals.html;
by e-mail to MSHD.Resource@nrc.gov;
or by writing the Office of Information
Services, U.S. Nuclear Regulatory
Commission, Washington, DC 20555—
0001. The guidance discusses, among
other topics, the formats the NRC can
accept, the use of electronic signa-
tures, and the treatment of nonpublic
information.

(d) Classified communications shall
be transmitted to the NRC Head-
quarters’ classified mailing address as
specified in appendix A to part 73 of
this chapter or delivered by hand in ac-
cordance with this paragraph.

[68 FR 58819, Oct. 10, 2003, as amended at 73
FR 5725, Jan. 31, 2008; 74 FR 62684, Dec. 1,
2009]

§73.5 Specific exemptions.

The Commission may, upon applica-
tion of any interested person or upon
its own initiative, grant such exemp-
tions from the requirements of the reg-
ulations in this part as it determines
are authorized by law and will not en-
danger life or property or the common
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defense and security, and are otherwise
in the public interest.

§73.6 Exemptions for certain quan-
tities and kinds of special nuclear
material.

A licensee is exempt from the re-
quirements of 10 CFR part 26 and
§§73.20, 73.25, 73.26, 73.27, 73.45, 73.46,
73.70 and 73.72 with respect to the fol-
lowing special nuclear material:

(a) Uranium-235 contained in ura-
nium enriched to less than 20 percent
in the U-235 isotope:

(b) Special nuclear material which is
not readily separable from other radio-
active material and which has a total
external radiation dose rate in excess
of 100 rems per hour at a distance of 3
feet from any accessible surface with-
out intervening shielding; and

(c) Special nuclear material in a
quantity not exceeding 350 grams of
uranium-235, uranium-233, plutonium,
or a combination thereof, possessed in
any analytical, research, quality con-
trol, metallurgical or electronic lab-
oratory.

(d) Special nuclear material that is
being transported by the United States
Department of Energy transport sys-
tem.

(e) Special nuclear material at non-
power reactors.

Licensees subject to §73.60 are not ex-
empted from §§73.70 and 73.72, and li-
censees subject to §73.67(e) are not ex-
empted from §73.72 of this part.

[40 FR 52841, Nov. 13, 1975, as amended at 44
FR 68187, Nov. 28, 1979; 58 FR 31471, June 3,
1993]

§73.8 Information collection require-
ments: OMB approval.

(a) The Nuclear Regulatory Commis-
sion has submitted the information
collection requirements contained in
this part to the Office of Management
and Budget (OMB) for approval as re-
quired by the Paperwork Reduction
Act (44 U.S.C. 3501 et seq.). The NRC
may not conduct or sponsor, and a per-
son is not required to respond to, a col-
lection of information is it does not
display a currently valid OMB control
number. OMB has approved the infor-
mation collection requirements con-
tained in this part under control num-
ber 3150-0002.
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(b) The approved information collec-
tion requirements contained in this
part appear in §§73.5, 73.20, 73.21, 73.24,
73.25, 73.26, 73.27, 73.37, 73.40, 73.45, 73.46,
73.50, 73.54, 73.55, 73.56, 73.57, 73.58, 73.60,
73.67, 73.70, 73.71, 73.72, 73.73, 73.74, and
Appendices B, C, and G to this part.

(c) This part contains information
collection requirements in addition to
those approved under the control num-
ber specified in paragraph (a) of this
section. The information collection re-
quirement and the control numbers
under which it is approved are as fol-
lows:

(1) In §73.71, NRC Form 366 is ap-
proved under control number 3150-0104.

(2) [Reserved]

[62 FR 52189, Oct. 6, 1997, as amended at 67 FR
67101, Nov. 4, 2002; 73 FR 63574, Oct. 24, 2008;
74 FR 13970, Mar. 27, 2009]

§73.20 General performance objective
and requirements.

(a) In addition to any other require-
ments of this part, each licensee who is
authorized to operate a fuel reprocess-
ing plant pursuant to part 50 of this
chapter; possesses or uses formula
quantities of strategic special nuclear
material at any site or contiguous sites
subject to control by the licensee; is
authorized to transport or deliver to a
carrier for transportation pursuant to
part 70 of this chapter formula quan-
tities of strategic special nuclear mate-
rial; takes delivery of formula quan-
tities of strategic special nuclear mate-
rial free on board (f.o.b.) the point at
which it is delivered to a carrier for
transportation; or imports or exports
formula quantities of strategic special
nuclear material, shall establish and
maintain or make arrangements for a
physical protection system which will
have as its objective to provide high as-
surance that activities involving spe-
cial nuclear material are not inimical
to the common defense and security,
and do not constitute an unreasonable
risk to the public health and safety.
The physical protection system shall
be designed to protect against the de-
sign basis threats of theft or diversion
of strategic special nuclear material
and radiological sabotage as stated in
§73.1(a).

(b) To achieve the general perform-
ance objective of paragraph (a) of this
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section a licensee shall establish and
maintain, or arrange for, a physical
protection system that:

(1) Provides the performance capa-
bilities described in §73.25 for in-transit
protection or in §73.45 for fixed site
protection unless otherwise authorized
by the Commission;

(2) Is designed with sufficient redun-
dancy and diversity to ensure mainte-
nance of the capabilities described in
§§73.25 and 73.45;

(3) Includes a safeguards contingency
capability that can meet the criteria in
appendix C to this part ‘‘Licensee Safe-
guards Contingency Plans;”” and

(4) Includes a testing and mainte-
nance program to assure control over
all activities and devices affecting the
effectiveness, reliability, and avail-
ability of the physical protection sys-
tem, including a demonstration that
any defects of such activities and de-
vices will be promptly detected and
corrected for the total period of time
they are required as a part of the phys-
ical protection system.

(c) Each licensee subject to the re-
quirements of paragraphs (a) and (b) of
this section shall establish, maintain,
and follow NRC-approved safeguards
physical protection and safeguards con-
tingency plans that describe how the
licensee will comply with the require-
ments of paragraphs (a) and (b) of this
section.

[44 FR 68188, Nov. 28, 1979, as amended at 57
FR 33430, July 29, 1992]

§73.21 Protection of Safeguards Infor-
mation: Performance requirements.

(a) General performance requirement.
(1) Each licensee, certificate holder, ap-
plicant, or other person who produces,
receives, or acquires Safeguards Infor-
mation (including Safeguards Informa-
tion with the designation or marking:
Safeguards Information—Modified
Handling) shall ensure that it is pro-
tected against unauthorized disclosure.
To meet this general performance re-
quirement, such licensees, certificate
holders, applicants, or other persons
subject to this section shall:

(i) Establish, implement, and main-
tain an information protection system
that includes the applicable measures
for Safeguards Information specified in
§73.22 related to: Power reactors; a for-
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mula quantity of strategic special nu-
clear material; transportation of or de-
livery to a carrier for transportation of
a formula quantity of strategic special
nuclear material or more than 100
grams of irradiated reactor fuel; ura-
nium hexafluoride production or con-
version facilities; fuel fabrication fa-
cilities; uranium enrichment facilities;
independent spent fuel storage instal-
lations; and geologic repository oper-
ations areas.

(ii) Establish, implement, and main-
tain an information protection system
that includes the applicable measures
for Safeguards Information specified in
§73.23 related to: Panoramic and under-
water irradiators that possess greater
than 370 TBq (10,000 Ci) of byproduct
material in the form of sealed sources;
manufacturers and distributors of
items containing source material, or
byproduct or special nuclear material
in greater than or equal to Category 2
quantities of concern; research and test
reactors that possess special nuclear
material of moderate strategic signifi-
cance or special nuclear material of
low strategic significance; and trans-
portation of source, byproduct, or spe-
cial nuclear material in greater than or
equal to Category 1 quantities of con-
cern.

(iii) Protect the information in ac-
cordance with the requirements of
§73.22 if the Safeguards Information is
not described in paragraphs (a)(1)@)
and (a)(1)(ii) of this section.

(2) Information protection procedures
employed by Federal, State, and local
law enforcement agencies are presumed
to meet the general performance re-
quirement in §73.21(a)(1).

(b) Commission authority. (1) Pursuant
to Section 147 of the Atomic Energy
Act of 1954, as amended, the Commis-
sion may impose, by order or regula-
tion, Safeguards Information protec-
tion requirements different from or in
addition to those specified in this Part
on any person who produces, receives,
or acquires Safeguards Information.

(2) The Commission may require, by
regulation or order, that information
within the scope of Section 147 of the
Atomic Energy Act of 1954, as amend-
ed, related to facilities or materials
not specifically described in §§73.21,
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73.22 or 73.23 be protected under this
part.

[73 FR 63574, Oct. 24, 2008]

§73.22 Protection of Safeguards Infor-
mation: Specific requirements.

This section contains specific re-
quirements for the protection of Safe-
guards Information in the hands of any
person subject to the requirements of
§73.21(a)(1)(i) and related to power re-
actors; a formula quantity of strategic
special nuclear material; transpor-
tation of or delivery to a carrier for
transportation of a formula quantity of
strategic special nuclear material or
more than 100 grams of irradiated reac-
tor fuel; uranium hexafluoride produc-
tion or conversion facilities, fuel fab-
rication facilities, and uranium enrich-
ment facilities; independent spent fuel
storage installations; geologic reposi-
tory operations areas and Safeguards
Information in the hands of any person
subject to the requirements of
§73.21(a)(1)(iii).

(a) Information to be protected. The
types of information and documents
that must be protected as Safeguards
Information include non-public secu-
rity-related requirements such as:

(1) Physical protection. Information
not classified as Restricted Data or Na-
tional Security Information related to
physical protection, including:

(i) The composite physical security
plan for the facility or site;

(ii) Site-specific drawings, diagrams,
sketches, or maps that substantially
represent the final design features of
the physical security system not easily
discernible by members of the public;

(iii) Alarm system layouts showing
the location of intrusion detection de-
vices, alarm assessment equipment,
alarm system wiring, emergency power
sources for security equipment, and du-
ress alarms not easily discernible by
members of the public;

(iv) Physical security orders and pro-
cedures issued by the licensee for mem-
bers of the security organization de-
tailing duress codes, patrol routes and
schedules, or responses to security con-
tingency events;

(v) Site-specific design features of
plant security communications sys-
tems;
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(vi) Lock combinations, mechanical
key design, or passwords integral to
the physical security system;

(vii) Documents and other matter
that contain lists or locations of cer-
tain safety-related equipment explic-
itly identified in the documents or
other matter as vital for purposes of
physical protection, as contained in se-
curity plans, contingency measures, or
plant specific safeguards analyses;

(viii) The composite safeguards con-
tingency plan/measures for the facility
or site;

(ix) The composite facility guard
qualification and training plan/meas-
ures disclosing features of the physical
security system or response proce-
dures;

(x) Information relating to on-site or
off-site response forces, including size,
armament of response forces, and ar-
rival times of such forces committed to
respond to security contingency
events;

(xi) The adversary characteristics
document and related information, in-
cluding implementing guidance associ-
ated with the Design Basis Threat in
§73.1(a)(1) or (a)(2); and

(xii) Engineering and safety analyses,
security-related procedures or sce-
narios, and other information revealing
site-specific details of the facility or
materials if the unauthorized disclo-
sure of such analyses, procedures, sce-
narios, or other information could rea-
sonably be expected to have a signifi-
cant adverse effect on the health and
safety of the public or the common de-
fense and security by significantly in-
creasing the likelihood of theft, diver-
sion, or sabotage of source, byproduct,
or special nuclear material.

(2) Physical protection in transit. Infor-
mation not classified as Restricted
Data or National Security Information
related to the transportation of, or de-
livery to a carrier for transportation of
a formula quantity of strategic special
nuclear material or more than 100
grams of irradiated reactor fuel, in-
cluding:

(i) The composite physical security
plan for transportation;

(ii) Schedules and itineraries for spe-
cific shipments of source material, by-
product material, high-level nuclear
waste, or irradiated reactor fuel.
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Schedules for shipments of source ma-
terial, byproduct material, high-level
nuclear waste, or irradiated reactor
fuel are no longer controlled as Safe-
guards Information 10 days after the
last shipment of a current series;

(iii) Vehicle immobilization features,
intrusion alarm devices, and commu-
nications systems;

(iv) Arrangements with and capabili-
ties of local police response forces, and
locations of safe havens identified
along the transportation route;

(v) Limitations of communications
during transport;

(vi) Procedures for response to secu-
rity contingency events;

(vii) Information concerning the tac-
tics and capabilities required to defend
against attempted sabotage, or theft
and diversion of formula quantities of
special nuclear material, irradiated re-
actor fuel, or related information; and

(viii) Engineering or safety analyses,
security-related procedures or sce-
narios and other information related to
the protection of the transported mate-
rial if the unauthorized disclosure of
such analyses, procedures, scenarios, or
other information could reasonably be
expected to have a significant adverse
effect on the health and safety of the
public or the common defense and se-
curity by significantly increasing the
likelihood of theft, diversion, or sabo-
tage of source, byproduct, or special
nuclear material.

(3) Inspections, audits and evaluations.
Information not classified as National
Security Information or Restricted
Data pertaining to safeguards and se-
curity inspections and reports, includ-
ing:

(i) Portions of inspection reports,
evaluations, audits, or investigations
that contain details of a licensee’s or
applicant’s physical security system or
that disclose uncorrected defects,
weaknesses, or vulnerabilities in the
system. Disclosure of corrected defects,
weaknesses, or vulnerabilities is sub-
ject to an assessment taking into ac-
count such factors as trending analyses
and the impacts of disclosure on licens-
ees having similar physical security
systems; and

(ii) Reports of investigations con-
taining general information may be re-
leased after corrective actions have
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been completed, unless withheld pursu-
ant to other authorities, e.g., the Free-
dom of Information Act (6 U.S.C. 552).

(4) Correspondence. Portions of cor-
respondence insofar as they contain
Safeguards Information as set forth in
paragraphs (a)(1) through (a)(3) of this
section.

(6) Other information within the
scope of Section 147 of the Atomic En-
ergy Act of 1954, as amended, that the
Commission determines by order or
regulation could reasonably be ex-
pected to have a significant adverse ef-
fect on the health and safety of the
public or the common defense and se-
curity by significantly increasing the
likelihood of theft, diversion, or sabo-
tage of source, byproduct, or special
nuclear material or a facility.

(b) Conditions for access. (1) Except as
the Commission may otherwise author-
ize, no person may have access to Safe-
guards Information unless the person
has an established ‘‘need to know’ for
the information and has undergone a
Federal Bureau of Investigation (FBI)
criminal history records check using
the procedures set forth in §73.57.

(2) In addition, a person to be granted
access to Safeguards Information must
be trustworthy and reliable, based on a
background check or other means ap-
proved by the Commission.

(3) The categories of individuals spec-
ified in 10 CFR 73.59 are exempt from
the criminal history records check and
background check requirements in
paragraphs (b)(1) and (b)(2) of this sec-
tion by virtue of their occupational
status.

(4) For persons participating in an
NRC adjudicatory proceeding, the
“need to know’’ determination shall be
made by the originator of the Safe-
guards Information upon receipt of a
request for access to the Safeguards In-
formation. Where the information is in
the possession of the originator and the
NRC staff, whether in its original form
or incorporated into another document
or other matter by the recipient, the
NRC staff shall make the determina-
tion. In the event of a dispute regard-
ing the ‘“‘need to know” determination,
the presiding officer of the proceeding
shall determine whether the ‘“‘need to
know”’ findings in §73.2 can be made.
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(5) Except as the Commission may
otherwise authorize, no person may
disclose Safeguards Information to any
other person except as set forth in this
section.

(c) Protection while in use or storage.
(1) While in use, matter containing
Safeguards Information must be under
the control of an individual authorized
access to Safeguards Information. This
requirement is satisfied if the Safe-
guards Information is attended by such
an individual even though the informa-
tion is in fact not constantly being
used. Safeguards Information within
alarm stations, or rooms continuously
occupied by authorized individuals
need not be stored in a locked security
storage container.

(2) While unattended, Safeguards In-
formation must be stored in a locked
security storage container. The con-
tainer shall not identify the contents
of the matter contained and must pre-
clude access by individuals not author-
ized access in accordance with the pro-
visions of this section. Knowledge of
lock combinations protecting Safe-
guards Information must be limited to
a minimum number of personnel for op-
erating purposes who have a ‘‘need to
know” and are otherwise authorized
access to Safeguards Information in ac-
cordance with the provisions of this
Part. Access to lock combinations
must be strictly controlled so as to
prevent disclosure to an individual not
authorized access to Safeguards Infor-
mation.

(d) Preparation and marking of docu-
ments or other matter. (1) Each docu-
ment or other matter that contains
Safeguards Information as described in
§73.21(a)(1)(i) and this section must be
marked to indicate the presence of
such information in a conspicuous
manner on the top and bottom of each
page. The first page of the document or
other matter must also contain:

(i) The name, title, and organization
of the individual authorized to make a
Safeguards Information determination,
and who has determined that the docu-
ment or other matter contains Safe-
guards Information;

(ii) The date the determination was
made; and
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(iii) An indication that unauthorized
disclosure will be subject to civil and
criminal sanctions.

(2) In addition to the markings at the
top and bottom of each page, any
transmittal letters or memoranda to or
from the NRC which do not in them-
selves contain Safeguards Information
shall be marked to indicate that at-
tachments or enclosures contain Safe-
guards Information but that the trans-
mittal document or other matter does
not (i.e., “When separated from Safe-
guards Information enclosure(s), this
document is decontrolled provided the
transmittal document does not other-
wise warrant protection from unau-
thorized disclosure’).

(3) Any transmittal document or
other matter forwarding Safeguards In-
formation must alert the recipient that
protected information is enclosed. Cer-
tification that a document or other
matter contains Safeguards Informa-
tion must include the name and title of
the certifying official and date des-
ignated. Portion marking is required
only for correspondence to and from
the NRC (i.e., cover letters, but not at-
tachments) that contains Safeguards
Information. The portion marking
must be sufficient to allow the recipi-
ent to identify and distinguish those
sections of the transmittal document
or other information containing the
Safeguards Information from non-Safe-
guards Information.

(4) Marking of documents or other
matter containing or transmitting
Safeguards Information shall, at a min-
imum include the words ‘‘Safeguards
Information” to ensure identification
of protected information for the pro-
tection of facilities and material cov-
ered by §73.22.

(e) Reproduction of matter containing
Safeguards Information. Safeguards In-
formation may be reproduced to the
minimum extent necessary consistent
with need without permission of the
originator. Equipment used to repro-
duce Safeguards Information must be
evaluated to ensure that unauthorized
individuals cannot access Safeguards
Information (e.g., unauthorized indi-
viduals cannot access Safeguards Infor-
mation by gaining access to retained
memory or network connectivity).
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(f) External transmission of documents
and material. (1) Documents or other
matter containing Safeguards Informa-
tion, when transmitted outside an au-
thorized place of use or storage, must
be packaged in two sealed envelopes or
wrappers to preclude disclosure of the
presence of protected information. The
inner envelope or wrapper must con-
tain the name and address of the in-
tended recipient and be marked on
both sides, top and bottom, with the
words ‘‘Safeguards Information.” The
outer envelope or wrapper must be
opaque, addressed to the intended re-
cipient, must contain the address of
the sender, and may not bear any
markings or indication that the docu-
ment or other matter contains Safe-
guards Information.

(2) Safeguards Information may be
transported by any commercial deliv-
ery company that provides service with
computer tracking features, U.S. first
class, registered, express, or certified
mail, or by any individual authorized
access pursuant to these requirements.

(3) Except under emergency or ex-
traordinary conditions, Safeguards In-
formation shall be transmitted outside
an authorized place of use or storage
only by NRC approved secure elec-
tronic devices, such as facsimiles or
telephone devices, provided that trans-
mitters and receivers implement proc-
esses that will provide high assurance
that Safeguards Information is pro-
tected before and after the trans-
mission or electronic mail through the
internet, provided that the information
is encrypted by a method (Federal In-
formation Processing Standard [FIPS]
140-2 or later) approved by the appro-
priate NRC Office; the information is
produced by a self contained secure
automatic data process system; and
transmitters and receivers implement
the information handling processes
that will provide high assurance that
Safeguards Information is protected
before and after transmission. Physical
security events required to be reported
pursuant to §73.71 are considered to be
extraordinary conditions.

(g) Processing of Safeguards Informa-
tion on electronic systems. (1) Safeguards
Information may be stored, processed
or produced on a stand-alone computer
(or computer system) for processing of
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Safeguards Information. ‘‘Stand-alone”’
means a computer or computer system
to which access is limited to individ-
uals authorized access to Safeguards
Information. A stand-alone computer
or computer system shall not be phys-
ically or in any other way connected to
a network accessible by users who are
not authorized access to Safeguards In-
formation.

(2) Bach computer not located within
an approved and lockable security stor-
age container that is used to process
Safeguards Information must have a
removable storage medium with a
bootable operating system. The
bootable operating system must be
used to load and initialize the com-
puter. The removable storage medium
must also contain the software applica-
tion programs. Data may be saved on
either the removable storage medium
that is used to boot the operating sys-
tem, or on a different removable stor-
age medium. The removable storage
medium must be secured in a locked
security storage container when not in
use.

(3) A mobile device (such as a laptop
computer) may also be used for the
processing of Safeguards Information
provided the device is secured in a
locked security storage container when
not in use. Other systems may be used
if approved for security by the appro-
priate NRC office.

(4) Any electronic system that has
been used for storage, processing or
production of Safeguards Information
must be free of recoverable Safeguards
Information prior to being returned to
nonexclusive use.

(h) Removal from Safeguards Informa-
tion category. Documents or other mat-
ter originally containing Safeguards
Information must be removed from the
Safeguards Information category at
such time as the information no longer
meets the criteria contained in this
part. Care must be exercised to ensure
that any document or other matter de-
controlled not disclose Safeguards In-
formation in some other form or be
combined with other unprotected infor-
mation to disclose Safeguards Informa-
tion. The authority to determine that
a document or other matter may be de-
controlled will only be exercised by the

467



§73.23

NRC, with NRC approval, or in con-
sultation with the individual or organi-
zation that made the original deter-
mination.

(i) Destruction of matter containing
Safeguards Information. Documents or
other matter containing Safeguards In-
formation shall be destroyed when no
longer needed. The information can be
destroyed by burning, shredding or any
other method that precludes recon-
struction by means available to the
public at large. Piece sizes no wider
than one quarter inch composed of sev-
eral pages or documents and thor-
oughly mixed are considered com-
pletely destroyed.

[73 FR 63574, Oct. 24, 2008]

§73.23 Protection of Safeguards Infor-
mation—Modified Handling: Spe-
cific requirements.

This section contains specific re-
quirements for the protection of Safe-
guards Information in the hands of any
person subject to the requirements of
§73.21(a)(1)(ii) and related to panoramic
and underwater irradiators that pos-
sess greater than 370 TBq (10,000 Ci) of
byproduct material in the form of
sealed sources; manufacturers and dis-
tributors of items containing source
material, or byproduct or special nu-
clear material in greater than or equal
to Category 2 quantities of concern;
transportation of more than 1000 Thq
(27,000 Ci) but less than or equal to 100
grams of spent nuclear fuel; research
and test reactors that possess special
nuclear material of moderate strategic
significance or special nuclear material
of low strategic significance; and trans-
portation of source, byproduct, or spe-
cial nuclear material in greater than or
equal to Category 1 quantities of con-
cern. The requirements of this section
distinguish Safeguards Information re-
quiring modified handling require-
ments (SGI-M) from the specific Safe-
guards Information handling require-
ments applicable to facilities and ma-
terials needing a higher level of protec-
tion, as set forth in §73.22.

(a) Information to be protected. The
types of information and documents
that must be protected as Safeguards
Information—Modified Handling in-
clude non-public security-related re-
quirements such as protective meas-
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ures, interim compensatory measures,
additional security measures, and the
following, as applicable:

(1) Physical protection. Information
not classified as Restricted Data or Na-
tional Security Information related to
physical protection, including:

(i) The composite physical security
plan for the facility or site;

(ii) Site specific drawings, diagrams,
sketches, or maps that substantially
represent the final design features of
the physical security system not easily
discernible by members of the public;

(iii) Alarm system layouts showing
the location of intrusion detection de-
vices, alarm assessment equipment,
alarm system wiring, emergency power
sources for security equipment, and du-
ress alarms not easily discernible by
members of the public;

(iv) Physical security orders and pro-
cedures issued by the licensee for mem-
bers of the security organization de-
tailing duress codes, patrol routes and
schedules, or responses to security con-
tingency events;

(v) Site specific design features of
plant security communications sys-
tems;

(vi) Lock combinations, mechanical
key design, or passwords integral to
the physical security system;

(vii) The composite facility guard
qualification and training plan/meas-
ures disclosing features of the physical
security system or response proce-
dures;

(viii) Descriptions of security activi-
ties which disclose features of the
physical security system or response
measures;

(ix) Information relating to onsite or
offsite response forces, including size,
armament of the response forces, and
arrival times of such forces committed
to respond to security contingency
events; and

(x) Engineering and safety analyses,
security-related procedures or sce-
narios, and other information revealing
site-specific details of the facility or
materials if the unauthorized disclo-
sure of such analyses, procedures, sce-
narios, or other information could rea-
sonably be expected to have a signifi-
cant adverse effect on the health and
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safety of the public or the common de-
fense and security by significantly in-
creasing the likelihood of theft, diver-
sion, or sabotage of source, byproduct,
or special nuclear material.

(2) Physical protection in transit. Infor-
mation not -classified as Restricted
Data or National Security Information
related to the physical protection of
shipments of more than 1000 Thq (27,000
Ci) but less than or equal to 100 grams
of spent nuclear fuel, source material
and byproduct material in Category 1
quantities of concern, and special nu-
clear material in less than a formula
quantity (except for those materials
covered under §73.22), including:

(i) Information regarding transpor-
tation security measures, including
physical security plans and procedures,
immobilization devices, and escort re-
quirements, more detailed than NRC
regulations;

(ii) Scheduling and itinerary infor-
mation for shipments (scheduling and
itinerary information for shipments
that are inherently self-disclosing,
such as a shipment that created exten-
sive news coverage or an announce-
ment by a public official confirming re-
ceipt, may be decontrolled after ship-
ment departure). Scheduling and
itinerary information for shipments
that are not inherently self-disclosing
may be decontrolled 2 days after the
shipment is completed. Scheduling and
itinerary information used for the pur-
pose of preplanning, coordination, and
advance notification may be shared
with others on a ‘‘need to know” basis
and need not be designated as Safe-
guards Information-Modified Han-
dling);

(iii) Arrangements with and capabili-
ties of local police response forces, and
locations of safe havens identified
along the transportation route;

(iv) Details of alarm and communica-
tion systems, communication proce-
dures, and duress codes;

(v) Procedures for response to secu-
rity contingency events; and

(vi) Engineering or safety analyses,
security-related procedures or sce-
narios and other information related to
the protection of the transported mate-
rial if the unauthorized disclosure of
such analyses, procedures, scenarios, or
other information could reasonably be
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expected to have a significant adverse
effect on the health and safety of the
public or the common defense and se-
curity by significantly increasing the
likelihood of theft, diversion, or sabo-
tage of source, byproduct, or special
nuclear material.

(3) Inspections, audits and evaluations.
Information not classified as National
Security Information or Restricted
Data pertaining to safeguards and se-
curity inspections and reports, includ-
ing:

(i) Portions of inspection reports,
evaluations, audits, or investigations
that contain details of a licensee’s or
applicant’s physical security system or
that disclose uncorrected defects,
weaknesses, or vulnerabilities in the
system. Disclosure of corrected defects,
weaknesses, or vulnerabilities is sub-
ject to an assessment taking into ac-
count such factors as trending analyses
and the impacts of disclosure on licens-
ees having similar physical security
systems; and

(ii) Reports of investigations con-
taining general information may be re-
leased after the corrective actions have
been completed, unless withheld pursu-
ant to other authorities, e.g., the Free-
dom of Information Act (56 U.S.C. 552).

(4) Correspondence. Portions of cor-
respondence insofar as they contain
Safeguards Information designated as
Safeguards Information-Modified Han-
dling, as set forth in paragraphs (a)(1)
through (a)(3) of this section.

(56) Other information within the
scope of Section 147 of the Atomic En-
ergy Act of 1954, as amended, that the
Commission determines by order or
regulation could reasonably be ex-
pected to have a significant adverse ef-
fect on the health and safety of the
public or the common defense and se-
curity by significantly increasing the
likelihood of theft, diversion, or sabo-
tage of source, byproduct, or special
nuclear material or a facility.

(b) Conditions for access. (1) Except as
the Commission may otherwise author-
ize, no person may have access to Safe-
guards Information designated as Safe-
guards Information-Modified Handling
unless the person has an established
“need to know” for the information
and has undergone a Federal Bureau of
Investigation criminal history records
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check using the procedures set forth in
§73.57.

(2) In addition, a person to be granted
access to Safeguards Information must
be trustworthy and reliable, based on a
background check or other means ap-
proved by the Commission.

(3) The categories of individuals spec-
ified in 10 CFR 73.59 are exempt from
the criminal history records check and
background check requirements in
paragraphs (b)(1) and (b)(2) of this sec-
tion by virtue of their occupational
status:

(4) For persons participating in an
NRC adjudicatory proceeding, the
“need to know’’ determination shall be
made by the originator of the Safe-
guards Information designated as Safe-
guards Information-Modified Handling
upon receipt of a request for access to
the Safeguards Information designated
as Safeguards Information-Modified
Handling. Where the information is in
the possession of the originator and the
NRC staff, whether in its original form
or incorporated into another document
or other matter by the recipient, the
NRC staff shall make the determina-
tion. In the event of a dispute regard-
ing the ‘‘need to know’’ determination,
the presiding officer of the proceeding
shall determine whether the ‘‘need to
know”’ findings in §73.2 can be made.

(5) Except as the Commission may
otherwise authorize, no person may
disclose Safeguards Information des-
ignated as Safeguards Information-
Modified Handling to any other person
except as set forth in this section.

(c) Protection while in use or storage.
(1) While in use, matter containing
Safeguards Information designated as
Safeguards Information-Modified Han-
dling must be under the control of an
individual authorized access to such in-
formation. This requirement is satis-
fied if the Safeguards Information des-
ignated as Safeguards Information-
Modified Handling is attended by such
an individual even though the informa-
tion is in fact not constantly being
used. Safeguards Information des-
ignated as Safeguards Information-
Modified Handling within alarm sta-
tions, or rooms continuously occupied
by authorized individuals, need not be
locked in a file drawer or cabinet.
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(2) While unattended, Safeguards In-
formation designated as Safeguards In-
formation-Modified Handling must be
stored in a locked file drawer or cabi-
net. The container shall not identify
the contents of the matter contained
and must preclude access by individ-
uals not authorized access in accord-
ance with the provisions of this sec-
tion. Knowledge of lock combinations
or access to keys protecting Safeguards
Information designated as Safeguards
Information-Modified Handling must
be limited to a minimum number of
personnel for operating purposes who
have a ‘“‘need to know’ and are other-
wise authorized access to Safeguards
Information in accordance with the
provisions of this Part. Access to lock
combinations must be strictly con-
trolled so as to prevent disclosure to an
individual not authorized access to
Safeguards Information designated as
Safeguards Information-Modified Han-
dling.

(d) Preparation and marking of docu-
ments or other matter. (1) Each docu-
ment or other matter that contains
Safeguards Information designated as
Safeguards Information-Modified Han-
dling as described in §73.23(a) and in
this section must be marked to indi-
cate the presence of Safeguards Infor-
mation with modified handling require-
ments in a conspicuous manner on the
top and bottom of each page. The first
page of the document or other matter
must also contain:

(i) The name, title, and organization
of the individual authorized to make a
“Safeguards Information designated as
Safeguards Information-Modified Han-
dling”’ determination, and who has de-
termined that the document or other
matter contains Safeguards Informa-
tion designated as Safeguards Informa-
tion-Modified Handling;

(ii) The date the determination was
made; and

(iii) An indication that unauthorized
disclosure will be subject to civil and
criminal sanctions.

(2) In addition to the markings at the
top and bottom of each page, any
transmittal letters or memoranda to or
from the NRC which do not in them-
selves contain Safeguards Information
designated as Safeguards Information-
Modified Handling shall be marked to
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indicate that attachments or enclo-
sures contain Safeguards Information
designated as Safeguards Information-
Modified Handling but that the trans-
mittal document does not (i.e., “When
separated from Safeguards Information
designated as Safeguards Information-
Modified Handling enclosure(s), this
document is decontrolled provided the
transmittal document does not other-
wise warrant protection from unau-
thorized disclosure’’).

(3) Any transmittal document or
other matter forwarding Safeguards In-
formation designated as Safeguards In-
formation-Modified Handling must
alert the recipient that protected infor-
mation is enclosed. Certification that a
document or other matter contains
Safeguards Information designated as
Safeguards Information-Modified Han-
dling must include the name and title
of the certifying official and date des-
ignated. Portion marking is required
only for correspondence to and from
the NRC (i.e., cover letters, but not at-
tachments) that contains Safeguards
Information designated as Safeguards
Information-Modified Handling. The
portion marking must be sufficient to
allow the recipient to identify and dis-
tinguish those sections of the trans-
mittal document or other information
containing the Safeguards Information
from non-Safeguards Information.

(4) Marking of documents or other
matter containing or transmitting
Safeguards Information with modified
handling requirements shall, at a min-
imum include the words ‘‘Safeguards
Information-Modified Handling’’ to en-
sure identification of protected infor-
mation for the protection of facilities
and material covered by §73.23.

(e) Reproduction of matter containing
Safeguards Information designated as
Safeguards Information-Modified Han-
dling. Safeguards Information des-
ignated as Safeguards Information-
Modified Handling may be reproduced
to the minimum extent necessary, con-
sistent with need, without permission
of the originator. Equipment used to
reproduce Safeguards Information des-
ignated as Safeguards Information-
Modified Handling must be evaluated
to ensure that unauthorized individ-
uals cannot access the information
(e.g. , unauthorized individuals cannot
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access Safeguards Information by gain-
ing access to retained memory or net-
work connectivity).

(f) External transmission of documents
and material. (1) Documents or other
matter containing Safeguards Informa-
tion designated as Safeguards Informa-
tion-Modified Handling, when trans-
mitted outside an authorized place of
use or storage, must be packaged in
two sealed envelopes or wrappers to
preclude disclosure of the presence of
protected information. The inner enve-
lope or wrapper must contain the name
and address of the intended recipient
and be marked on both sides, top and
bottom, with the words ‘‘Safeguards
Information-Modified Handling.”” The
outer envelope or wrapper must be
opaque, addressed to the intended re-
cipient, must contain the address of
the sender, and may not bear any
markings or indication that the docu-
ment contains Safeguards Information
designated as Safeguards Information-
Modified Handling.

(2) Safeguards Information des-
ignated Safeguards Information-Modi-
fied Handling may be transported by
any commercial delivery company that
provides service with computer track-
ing features, U.S. first class, reg-
istered, express, or certified mail, or by
any individual authorized access pursu-
ant to these requirements.

(3) Except under emergency or ex-
traordinary conditions, Safeguards In-
formation designated as Safeguards In-
formation-Modified Handling must be
transmitted electronically only by pro-
tected telecommunications circuits
(including facsimile) or encryption by
a method (Federal Information Proc-
essing Standard [FIPS] 140-2 or later)
approved by the appropriate NRC of-
fice. For the purpose of this section,
emergency or extraordinary conditions
are defined as any circumstances that
require immediate communications in
order to report, summon assistance for,
or respond to a security contingency
event or an event that has potential se-
curity significance. Physical security
events required to be reported pursuant
to §73.71 are considered to be extraor-
dinary conditions.
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(g) Processing of Safeguards Informa-
tion-Modified Handling on electronic sys-
tems. (1) Safeguards Information des-
ignated for modified handling may be
stored, processed or produced on a com-
puter or computer system, provided
that the system is assigned to the li-
censee’s or contractor’s facility. Safe-
guards Information designated as Safe-
guards Information-Modified Handling
files must be protected, either by a
password or encryption, to prevent un-
authorized individuals from gaining ac-
cess. Word processors such as type-
writers are not subject to these re-
quirements as long as they do not
transmit information off-site. NOTE: if
Safeguards Information designated as
Safeguards Information-Modified Han-
dling is produced on a typewriter, the
ribbon must be properly marked and be
removed and stored in the same man-
ner as other Safeguards Information
designated as Safeguards Information-
Modified Handling.

(2) Safeguards Information des-
ignated as Safeguards Information-
Modified Handling files may be trans-
mitted over a network if the file is
encrypted. In such cases, the licensee
will select a commercially available
encryption system that the National
Institute of Standards and Technology
(NIST) has validated as conforming to
Federal Information Processing Stand-
ards (FIPS) 140-2 or later. Safeguards
Information designated as Safeguards
Information-Modified Handling files
shall be properly labeled to indicate
the presence of Safeguards Information
with modified handling requirements
and saved to removable matter and
stored in a locked file drawer or cabi-
net.

(3) A mobile device (such as a laptop
computer) may also be used for the
processing of Safeguards Information
designated as Safeguards Information-
Modified Handling provided the device
is secured in an appropriate locked
storage container when not in use.
Other systems may be used if approved
for security by the appropriate NRC of-
fice.

(4) Any electronic system that has
been used for storage, processing or
production of Safeguards Information
must be free of recoverable Safeguards
Information designated as Safeguards
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Information-Modified Handling prior to
being returned to nonexclusive use.

(h) Removal from Safeguards Informa-
tion-Modified Handling category. Docu-
ments or other matter originally con-
taining Safeguards Information des-
ignated as Safeguards Information-
Modified Handling must be removed
from the Safeguards Information cat-
egory at such time as the information
no longer meets the criteria contained
in this Part. Care must be exercised to
ensure that any document or other
matter decontrolled shall not disclose
Safeguards Information in some other
form or be combined with other unpro-
tected information to disclose Safe-
guards Information. The authority to
determine that a document or other
matter may be decontrolled will only
be exercised by the NRC, with NRC ap-
proval, or in consultation with the in-
dividual or organization that made the
original determination.

(i) Destruction of matter containing
Safeguards Information designated as
Safeguards Information-Modified Han-
dling. Documents or other matter con-
taining Safeguards Information shall
be destroyed when no longer needed.
The information can be destroyed by
burning, shredding, or any other meth-
od that precludes reconstruction by
means available to the public at large.
Piece sizes no wider than one quarter
inch composed of several pages or doc-
uments and thoroughly mixed are con-
sidered completely destroyed.

[73 FR 63577, Oct. 24, 2008]

§73.24 Prohibitions.

(a) Except as specifically approved by
the Nuclear Regulatory Commission,
no shipment of special nuclear mate-
rial shall be made in passenger aircraft
in excess of (1) 20 grams or 20 curies,
whichever is less, of plutonium or ura-
nium-233, or (2) 350 grams of uranium-
235 (contained in uranium enriched to
20 percent or more in the U-235 iso-
tope).

(b) Unless otherwise approved by the
Nuclear Regulatory Commission, no 1li-
censee may make shipments of special
nuclear material in which individual
shipments are less than a formula
quantity, but the total quantity in
shipments in transit at the same time
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could equal or exceed a formula quan-
tity, unless either of the following con-
ditions are met:

(1) The licensee shall confirm and log
the arrival at the final destination of
each individual shipment and retain
the log for three years from the date of
the last entry in the log. The licensee
shall also schedule shipments to ensure
that the total quantity for two or more
shipments in transit at the same time
does not equal or exceed the formula
quantity, or

(2) Physical protection in accordance
with the requirements of §§73.20, 73.25,
and 73.26 is provided by the licensee for
such shipments as appropriate so that
the total quantity of special nuclear
material in the remaining shipments
not so protected, and in transit at the
same time, does not equal or exceed a
formula quantity.

[44 FR 68188, Nov. 28, 1979, as amended at 53
FR 19257, May 27, 1988]

PHYSICAL PROTECTION OF SPECIAL
NUCLEAR MATERIAL IN TRANSIT

§73.25 Performance -capabilities for
physical protection of strategic spe-
cial nuclear material in transit.

(a) To meet the general performance
objective and requirements of §73.20 an
in-transit physical protection system
shall include the performance capabili-
ties described in paragraphs (b)
through (d) of this section unless oth-
erwise authorized by the Commission.

(b) Restrict access to and activity in
the vicinity of transports and strategic
special nuclear material. To achieve
this capability the physical protection
system shall:

(1) Minimize the vulnerability of the
strategic special nuclear material by
using the following subfunctions and
procedures:

(i) Preplanning itineraries for the
movement of strategic special nuclear
material;

(ii) Periodically updating knowledge
of route conditions for the movement
of strategic special nuclear material;

(iii) Maintaining knowledge of the
status and position of the strategic
special nuclear material en route; and

(iv) Determining and communicating
alternative itineraries en route as con-
ditions warrant.
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(2) Detect and delay any unauthor-
ized attempt to gain access or intro-
duce unauthorized materials by stealth
or force into the vicinity of transports
and strategic special nuclear material
using the following subsystems and
subfunctions:

(i) Controlled access areas to isolate
strategic special nuclear material and
transports to assure that unauthorized
persons shall not have direct access to,
and unauthorized materials shall not
be introduced into the vicinity of, the
transports and strategic special nu-
clear material, and

(i1) Access detection subsystems and
procedures to detect, assess and com-
municate any unauthorized penetra-
tion (or such attempts) of a controlled
access area by persons, vehicles or ma-
terials so that the response will satisfy
the general performance objective and
requirements of §73.20(a).

(3) Detect attempts to gain unauthor-
ized access or introduce unauthorized
materials into the vicinity of trans-
ports by deceit using the following sub-
systems and subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and access criteria
for persons, materials and vehicles; and

(i1) Access controls and procedures to
verify the identity of persons, mate-
rials and vehicles, to assess such iden-
tity against current authorization
schedules and access criteria before
permitting access, and to initiate re-
sponse measures to deny unauthorized
entries.

(c) Prevent or delay unauthorized
entry or introduction of unauthorized
materials into, and unauthorized re-
moval of, strategic special nuclear ma-
terial from transports. To achieve this
capability the physical protection sys-
tem shall:

(1) Detect attempts to gain unauthor-
ized entry or introduce unauthorized
materials into transports by deceit
using the following subsystems and
subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and entry criteria for
access into transports for both persons
and materials; and
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(ii) Entry controls and procedures to
verify the identity of persons and ma-
terials and to permit transport entry
only to those persons and materials
specified by the current authorization
schedules and entry criteria.

(2) Detect attempts to gain unauthor-
ized entry or introduce unauthorized
material into transports by stealth or
force using the following subsystems
and subfunctions:

(1) Transport features to delay access
to strategic special nuclear material
sufficient to permit the detection and
response systems to function so as to
satisfy the general performance objec-
tive and requirements of §73.20(a);

(ii) Inspection and detection sub-
systems and procedures to detect unau-
thorized tampering with transports and
cargo containers; and

(iii) Swurveillance subsystems and
procedures to detect, assess and com-
municate any unauthorized presence of
persons or materials and any unauthor-
ized attempt to penetrate the transport
so that the response will satisfy the
general performance objective and re-
quirements of §73.20(a).

(3) Prevent unauthorized removal of
strategic special nuclear material from
transports by deceit using the fol-
lowing subsystems and subfunctions:

(i) Authorization controls and proce-
dures to provide current schedules for
authorized removal of strategic special
nuclear material which specify the per-
sons authorized to remove and receive
the material, the authorized times for
such removal and receipt and author-
ized places for such removal and re-
ceipt.

(ii) Removal controls and procedures
to establish activities for transferring
cargo in emergency situations; and

(iii) Removal controls and procedures
to permit removal of strategic special
nuclear material only after
verification of the identity of persons
removing or receiving the strategic
special nuclear material, and after
verification of the identity and integ-
rity of the strategic special nuclear
material being removed from trans-
ports.

(4) Detect attempts to remove stra-
tegic special nuclear material from
transports by stealth or force using the
following subsystems and subfunctions:
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(i) Transport features to delay unau-
thorized strategic special nuclear ma-
terial removal attempts sufficient to
assist detection and permit a response
to satisfy the general performance ob-
jective and requirements of §73.20(a);
and

(i1) Detection subsystems and proce-
dures to detect, assess and commu-
nicate any attempts at unauthorized
removal of strategic special nuclear
material so that response to the at-
tempt can be such as to satisfy the
general performance objective and re-
quirements of §73.20(a).

(d) Respond to safeguards contin-
gencies and emergencies to assure that
the two capabilities in paragraphs (b)
and (c) of this section are achieved, and
to engage and impede adversary forces
until local law enforcement forces ar-
rive. To achieve this capability, the
physical protection system shall:

(1) Respond rapidly and effectively to
safeguards contingencies and emer-
gencies using the following subsystems
and subfunctions:

(i) A security organization composed
of trained and qualifed personnel, in-
cluding armed escorts, one of whom is
designated as escort commander, with
procedures for command and control,
to execute response functions.

(i1) Assessment procedures to assess
the nature and extent of security re-
lated incidents.

(iii) A predetermined plan to respond
to safeguards contingency events.

(iv) Equipment and procedures to en-
able responses to security related inci-
dents sufficiently rapid and effective to
achieve the predetermined objective of
each action.

(v) Equipment, vehicle design fea-
tures, and procedures to protect secu-
rity organization personnel, including
those at the movement control center,
in their performance of assessment and
response related functions.

(2) Transmit detection, assessment
and other response related information
using the following subsystems and
subfunctions:

(i) Communications equipment and
procedures to rapidly and accurately
transmit security information among
armed escorts.

(ii) Equipment and procedures for
two-way communications between the
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escort commander and the movement
control center to rapidly and accu-
rately transmit assessment informa-
tion and requests for assistance by
local law enforcement forces, and to
coordinate such assistance.

(iii) Communications equipment and
procedures for the armed escorts and
the movement control center personnel
to notify local law enforcement forces
of the need for assistance.

(3) Establish liaisons with local law
enforcement authorities to arrange for
assistance en route.

(4) Assure that a single adversary ac-
tion cannot destroy the capability of
armed escorts to notify the local law
enforcement forces of the need for as-
sistance.

[44 FR 68188, Nov. 28, 1979]

§73.26 Transportation physical protec-
tion systems, subsystems, compo-
nents, and procedures.

(a) A transportation physical protec-
tion system established pursuant to
the general performance objectives and
requirements of §73.20 and performance
capability requirements of §73.25 shall
include, but are not necessarily limited
to, the measures specified in para-
graphs (b) through (1) of this section.
The Commission may require, depend-
ing on the individual transportation
conditions or circumstances, alternate
or additional measures deemed nec-
essary to meet the general performance
objectives and requirements of §73.20.
The Commission also may authorize
protection measures other than those
required by this section if, in its opin-
ion, the overall level of performance
meets the general performance objec-
tives and requirements of §73.20 and
the performance capability require-
ments of §73.25.

(b) Planning and scheduling. (1) Ship-
ments shall be scheduled to avoid reg-
ular patterns and preplanned to avoid
areas of natural disaster or civil dis-
orders, such as strikes or riots. Such
shipments shall be planned in order to
avoid storage times in excess of 24
hours and to assure that deliveries
occur at a time when the receiver at
the final delivery point is present to
accept the shipment.

(2) Arrangements shall be made with
law enforcement authorities along the
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route of shipments for their response
to an emergency or a call for assist-
ance.

(3) Security arrangements for each
shipment shall be approved by the Nu-
clear Regulatory Commission prior to
the time for the seven-day notice re-
quired by §73.72. Information to be sup-
plied to the Commission in addition to
the general security plan information
is as follows:

(i) Shipper, consignee, carriers,
transfer points, modes of shipment,

(ii) Point where escorts will relin-
quish responsibility or will accept re-
sponsibility for the shipment,

(iii) Arrangements made for transfer
of shipment security, and

(iv) Security arrangements at point
where escorts accept responsibility for
an import shipment.

(4) Hand-to-hand receipts shall be
completed at origin and destination
and at all points enroute where there is
a transfer of custody.

(c) Export/import shipments. (1) A li-
censee who imports a formula quantity
of strategic special nuclear material
shall make arrangements to assure
that the material will be protected in
transit as follows:

(i) An individual designated by the 1i-
censee or his agent, or as specified by a
contract of carriage, shall confirm the
container count and examine locks
and/or seals for evidence of tampering,
at the first place in the United States
at which the shipment is discharged
from the arriving carrier.

(ii) The shipment must be protected
at all times within the geographical
limits of the United States as provided
in this section and §§73.25 and 73.27.
The licensee shall retain each record
required by these sections for three
years after the close of period for
which the licensee possesses the special
nuclear material under each license au-
thorizing the licensee to ship this ma-
terial, and superseded material for
three years after each change.

(2) A licensee who exports a formula
quantity of strategic special nuclear
material shall comply with the re-
quirements of this section and §§73.25
and 73.27, as applicable, up to the first
point where the shipment is taken off
the transport outside the TUnited
States. The licensee shall retain each
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record required by these sections for
three years after the close of period for
which the licensee possesses the special
nuclear material under each license au-
thorizing the licensee to export this
material, and superseded material for
three years after each change.

(d) Security organization. (1) The li-
censee or his agent shall establish a
transportation security organization,
including armed escorts, armed re-
sponse personnel or guards, and a
movement control center manned and
equipped to monitor and control ship-
ments, to communicate with local law
enforcement authorities, and to re-
spond to safeguards contingencies.

(2) At least one full time member of
the security organization who has the
authority to direct the physical protec-
tion activities of the security organiza-
tion shall be on duty at the movement
control center during the course of any
shipment.

(3) The licensee or the licensee’s
agent shall establish, maintain, and
follow a written management system
to provide for the development, revi-
sion, implementation, and enforcement
of transportation physical protection
procedures. The licensee or the agent
shall retain as a record the current
management system for three years
after the close of period for which the
licensee possesses the special nuclear
material under the license for which
the system was developed and, if any
portion of the system is superseded, re-
tain the superseded material for three
years after each change. The system
shall include:

(i) Written security procedures which
document the structure of the trans-
portation security organization and
which detail the duties of drivers and
escorts and other individuals respon-
sible for security; and

(ii) Provision for written approval of
such procedures and any revisions
thereto by the individual with overall
responsibility for the security func-
tion.

(4) Neither the licensee nor the li-
censee’s agent shall permit an indi-
vidual to act as an escort or other se-
curity organization member unless the
individual has been trained, equipped,
and qualified to perform each assigned
security job duty in accordance with
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appendix B, of this part, ‘‘General Cri-
teria for Security Personnel.” Upon
the request of an authorized represent-
ative of the Commission, the licensee
or the agent shall demonstrate the
ability of the physical security per-
sonnel to carry out their assigned du-
ties and responsibilities. Armed escorts
shall requalify in accordance with ap-
pendix B to this part at least every 12
months. Each requalification must be
documented. The licensee or the agent
shall retain documentation of the ini-
tial qualification for the term of em-
ployment and of each requalification
as a record for three years from the
date of the requalification.

(6) Armed escort and armed response
force personnel armament shall include
handguns, shotguns, and semiauto-
matic rifles, as described in appendix B
to this part.

(e) Contingency and Response Plans
and Procedures. (1) The licensee or the
licensee’s agent shall establish, main-
tain, and follow a written safeguards
contingency plan for dealing with
threats, thefts, and radiological sabo-
tage related to strategic special nu-
clear material in transit subject to the
provisions of this section. This safe-
guards contingency plan must be in ac-
cordance with the criteria in appendix
C of this part, ‘“‘Licensee Safeguards
Contingency Plan.”” The licensee or the
agent shall retain the contingency plan
as a record for three years after the
close of period for which the licensee
possesses the special nuclear material
under each license for which the plan is
used and superseded material for three
years after each change.

(2) Upon detection of abnormal pres-
ence or activity of persons or vehicles
attempting to penetrate a moving con-
voy or persons attempting to gain ac-
cess to a parked cargo vehicle or upon
evidence or indication of penetration of
the cargo vehicle the armed escorts or
other armed response personnel shall:

(i) Determine whether or not a threat
exists;

(ii) Assess the extent of the threat, if
any;

(iii) Take immediate concurrent
measures to neutralize the threat by:
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(A) Making the necessary tactical
moves to prevent or impede acts of ra-
diological sabotage or theft of stra-
tegic special nuclear material, and

(B) Informing local law enforcement
agencies of the threat and requesting
assistance.

(38) The licensee or his agent shall in-
struct every armed escort and all
armed response personnel to prevent or
impede acts of radiological sabotage or
theft of strategic special material by
using sufficient force to counter the
force directed at him including the use
of deadly force when armed escorts or
armed response personnel have a rea-
sonable belief that it is necessary in
self-defense or in the defense of others.

(f) Transfer and storage of strategic spe-
cial nuclear material for domestic ship-
ments. (1) Strategic special nuclear ma-
terial shall be placed in a protected
area at transfer points if transfer is not
immediate from one transport to an-
other. Where a protected area is not
available a controlled access area shall
be established for the shipment. The
transport may serve as a controlled ac-
cess area.

(2) All transfers shall be protected by
at least seven armed escorts or other
armed personnel—one of whom shall
serve as commander. At least five of
the armed personnel (including the
commander) shall be available to pro-
tect the shipment and at least three of
the five shall keep the strategic special
nuclear material under continuous sur-
veillance while it is at the transfer
point. The two remaining armed per-
sonnel shall take up positions at a re-
mote monitoring location. The remote
location may be a radio-equipped vehi-
cle or a nearby place, apart from the
shipment area, so that a single act can-
not remove the capability of the per-
sonnel protecting the shipment for
calling for assistance. Each of the
seven armed escorts or other armed
personnel shall be capable of maintain-
ing communication with each other.
The commander shall have the capa-
bility to communicate with the per-
sonnel at the remote location and with
local law enforcement agencies for
emergency assistance. In addition, the
armed escort personnel at the remote
location shall have the capability to
communicate with the law enforce-
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ment agencies and with the shipment
movement control center. The com-
mander shall call the remote location
at least every 30 minutes to report the
status of the shipment. If the calls are
not received within the prescribed
time, the personnel in the remote loca-
tion shall request assistance from the
law enforcement authorities, notify the
shipment movement control center and
initiate the appropriate contingency
plans. Armed escorts or other armed
personnel shall observe the opening of
the cargo compartment of the incom-
ing transport and ensure that the ship-
ment is complete by checking locks
and seals. A shipment loaded onto or
transferred to another transport shall
be checked to assure complete loading
or transfer. Continuous visual surveil-
lance of the cargo compartment shall
be maintained up to the time the
transport departs from the terminal.
The escorts shall observe the transport
until it has departed and shall notify
the licensee or his agent of the latest
status immediately thereafter.

(g) Access control subsystems and proce-
dures. (1) A numbered picture badge
identification procedure shall be used
to identify all individuals who will
have custody of a shipment. The identi-
fication procedure shall require that
the individual who has possession of
the strategic special nuclear material
shall have, in advance, identification
picture badges of all individuals who
are to assume custody for the ship-
ment. The shipment shall be released
only when the individual who has pos-
session of strategic special nuclear ma-
terial has assured positive identifica-
tion of all of the persons assuming cus-
tody for the shipment by comparing
the copies of the identification badges
that have been received in advance to
the identification badges carried by the
individuals who will assume custody of
the shipment.

(2) Access to protected areas, con-
trolled access areas, transports, escort
vehicles, aircraft, rail cars, and con-
tainers where strategic special nuclear
material is located shall be limited to
individuals who have been properly
identified and have been authorized ac-
cess to these areas.

(3) Strategic special nuclear material
shall be shipped in containers that are

477



§73.26

protected by tamper-indicating seals.
The containers also shall be locked if
they are not in another locked con-
tainer or transport. The outermost
container or transport also shall be
protected by tamper-indicating seals.

(h) Test and maintenance programs.
The licensee or his agent shall estab-
lish, maintain and follow a test and
maintenance program for communica-
tions equipment and other physical
protection related devices and equip-
ment used pursuant to this section
which shall include the following:

(1) Tests and inspections shall be con-
ducted during the installation, and
construction of physical protection re-
lated subsystems and components to
assure that they comply with their re-
spective design criteria and perform-
ance specifications.

(2) Preoperational tests and inspec-
tions shall be conducted for physical
protection related subsystems and
components to demonstrate their effec-
tiveness, availability, and reliability
with respect to their respective design
criteria and performance specifica-
tions.

(3) Operational tests and inspections
shall be conducted for physical protec-
tion related subsystems and compo-
nents to assure their maintenance in
an operable and effective condition.

(4) Preventive maintenance programs
shall be established for physical pro-
tection related subsystems and compo-
nents to assure their continued main-
tenance in an operable and effective
condition.

(5) All physical protection related
subsystems and components shall be
maintained in operable condition. Cor-
rective action procedures and compen-
satory measures shall be developed and
employed to assure that the effective-
ness of the physical protection system
is not reduced by any single failure or
other contingencies affecting the oper-
ation of the physical protection related
equipment or structures.

(6) The transportation security pro-
gram must be reviewed at least every
12 months by individuals independent
of both security program management
and personnel who have direct respon-
sibility for implementation of the secu-
rity program. The review must include
an audit of transportation security
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procedures and practices, an evaluation
of the effectiveness of the transpor-
tation physical protection system, an
audit of the transportation physical
protection system testing and mainte-
nance program, and an audit of com-
mitments established for response by
local law enforcement authorities. The
results and recommendations of the re-
view, management’s findings on wheth-
er the transportation security program
is currently effective, and any actions
taken as a result of recommendations
from prior reviews, must be docu-
mented in a report to the responsible
organization management and to cor-
porate management at least one level
higher than that having responsibility
for the day-to-day plant operation.
These reports must be maintained in
an auditable form, available for inspec-
tion for a period of 3 years.

(i) Shipment by road. (1) A detailed
route plan shall be prepared which
shows the routes to be taken, the re-
fueling and rest stops, and the call-in
times to the movement control center.
All shipments shall be made on pri-
mary highways with minimum use of
secondary roads. All shipments shall be
made without intermediate stops ex-
cept for refueling, rest or emergency
stops.

(2) Cargo compartments of the trucks
or trailers shall be locked and pro-
tected by tamper-indicating seals.

(3) The shipment shall be protected
by one of the following methods:

(i) A specially designed cargo vehicle
truck or trailer that reduces the vul-
nerability to theft. Design features of
the truck or trailer shall permit immo-
bilization of the truck or of the cargo-
carrying portion of the vehicle and
shall provide a deterrent to physical
penetration of the cargo compartment.
Two separate escort vehicles shall ac-
company the cargo vehicle. There shall
be a total of seven armed escorts with
at least two in the cargo vehicle. Es-
corts may also operate the cargo and
escort vehicles.

(ii) An armored car cargo vehicle.
Three separate escort vehicles shall ac-
company such a cargo vehicle. There
shall be a total of seven armed escorts,
with at least two in the cargo vehicle.
Escorts may also operate the cargo and
escort vehicles.
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(4) All escort vehicles shall be bullet-
resisting.

(5) Procedures shall be established to
assure that no unauthorized persons or
materials are on the cargo vehicle be-
fore strategic special nuclear material
is loaded, or on the escort vehicles, im-
mediately before the trip begins.

(6) Cargo and escort vehicles shall
maintain continuous intraconvoy two-
way communication. In addition at
least two of the vehicles shall be
equipped with radio telephones having
the capability of communicating with
the movement control center. A redun-
dant means of communication shall
also be available. Calls to the move-
ment control center shall be made at
least every half hour to convey the sta-
tus and position of the shipment. In
the event no call is received in accord-
ance with these requirements, the li-
censee or his agent shall immediately
notify the law enforcement authorities
and the Director, Division of Security
Policy, Office of Nuclear Security and
Incident Response, and initiate the ap-
propriate contingency plan.

(7) At refueling, rest, or emergency
stops at least seven armed escorts or
other armed personnel shall be avail-
able to protect the shipment and at
least three armed escorts or other
armed personnel shall maintain contin-
uous visual surveillance of the cargo
compartment.

(8) Transfers to and from other modes
of transportation shall be in accord-
ance with paragraph (f) of this section.

(j) Shipment by air. (1) All shipments
on commercial cargo aircraft shall be
accompanied by two armed escorts who
shall be able to converse in a common
language with the captain of the air-
craft.

(2) Transfers of these shipments shall
be minimized and shall be conducted in
accordance with paragraph (f) of this
section. Such shipments shall be sched-
uled so that the strategic special nu-
clear material is loaded last and un-
loaded first.

(3) At scheduled stops, at least seven
armed escorts or other armed per-
sonnel shall be available to protect the
shipment and at least three armed es-
corts or other armed personnel shall
maintain continuous visual surveil-
lance of the cargo compartment.
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(4) Export shipments shall be accom-
panied by two armed escorts from the
last terminal in the United States
until the shipment is unloaded at a for-
eign terminal and primary responsi-
bility for physical protection is as-
sumed by agents of the consignee.
While on foreign soil, the escorts may
surrender their weapons to legally con-
stituted local authorities. After leav-
ing the last terminal in the United
States the shipment shall be scheduled
with no intermediate stops.

(5) Import shipments shall be accom-
panied by two armed escorts at all
times within the geographical limits of
the United States. These escorts shall
provide physical protection for the
shipment until relieved by verified
agents of the U.S. consignee.

(6) Procedures shall be established to
assure that no unauthorized persons or
material are on the aircraft before
strategic special nuclear material is
loaded on board.

(7) Arrangements shall be made at all
domestic airports to assure that the
seven required armed escorts or other
armed personnel are available and that
the required security measures will be
taken upon landing.

(8) Arrangements shall be made at
the foreign terminal at which the ship-
ment is to be unloaded to assure that
security measures will be taken on ar-
rival.

(k) Shipment by rail. (1) A shipment
by rail shall be escorted by seven
armed escorts in the shipment car or
an escort car next to the shipment car
of the train. At least three escorts
shall keep the shipment car under con-
tinuous visual surveillance. Escorts
shall detrain at stops when practicable
and time permits to maintain the ship-
ment cars under continuous visual sur-
veillance and to check car or container
locks and seals.

(2) Procedures shall be established to
assure that no unauthorized persons or
materials are on the shipment or es-
cort car before strategic special nu-
clear material is loaded on board.

(3) Only containers weighing 5,000 1bs
or more shall be shipped on open rail
cars.

(4) A voice communication capability
between the escorts and the movement
control center shall be maintained. A
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redundant means of continuous com-
munication also shall be available.
Calls to the movement control center
shall be made at least every half hour
to convey the status and position of
the shipment. In the event no call is re-
ceived in accordance with these re-
quirements, the licensee or his agent
shall immediately notify the law en-
forcement authorities and the appro-
priate Nuclear Regulatory Commission
Regional Office listed in appendix A of
this part and initiate their contingency
plan.

(5) Transfer to and from other modes
of transportation shall be in accord-
ance with paragraph (f) of this section.

(1) Shipment by sea. (1) Shipments
shall be made only on container-ships.
The strategic special nuclear material
container(s) shall be loaded into exclu-
sive use cargo containers conforming
to American National Standards Insti-
tute (ANSI) Standard MH5.1—Basic
Requirements for Cargo Containers”
(1971) or International Standards Orga-
nization (ISO) 1496, ‘‘General Cargo
Containers” (1978). Locks and seals
shall be inspected by the escorts when-
ever access 1is possible. The ANSI
Standard MH5.1 (1971) and the (ISO)
1496 (1978), have been approved for in-
corporation by reference by the Direc-
tor of the Federal Register. A copy of
each of these standards is available for
inspection at the NRC Library, 11545
Rockville Pike, Rockville, Maryland
20852-2738.

(2) All shipments shall be accom-
panied by two armed escorts who shall
be able to converse in a common lan-
guage with the captain of the ship.

(3) Minimum domestic ports of call
shall be scheduled and there shall be no
scheduled transfer to other vessels
after the shipment leaves the last port
in the United States. Transfer to and
from other modes of transportation
shall be in accordance with paragraph
(f) of this section.

(4) At all ports of call the escorts
shall ensure that the shipment is not
removed. At least two armed escorts or
other armed personnel shall maintain
continuous visual surveillance of the
cargo area where the container is
stored up to the time the ship departs.

(5) Export shipments shall be accom-
panied by two armed escorts from the
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last port in the United States until the
shipment is unloaded at a foreign ter-
minal and prime responsibility for
physical protection is assumed by
agents of the consignee. While on for-
eign soil, the escorts may surrender
their weapons to legally constituted
local authorities.

(6) Import shipments shall be accom-
panied by two armed escorts at all
times within the geographical limits of
the United States. These escorts shall
provide physical protection for the
shipment until relieved by verified
agents of the U.S. consignee.

(7) Ship-to-shore communications
shall be available, and a ship-to-shore
contact shall be made every six hours
to relay position information, and the
status of the shipment.

(8) Arrangements shall be made at
the foreign terminals at which the
shipment is to be unloaded to assure
that security measures will be taken
upon arrival.

[44 FR 68190, Nov. 28, 1979, as amended at 46
FR 2025, Jan. 8, 1981; 53 FR 19257, May 27,
1988; 57 FR 33430, July 29, 1992; 57 FR 61787,
Dec. 29, 1992; 59 FR 50689, Oct. 5, 1994; 67 FR
3586, Jan. 25, 2002; 68 FR 14530, Mar. 26, 2003;
68 FR 23575, May 5, 2003; 74 FR 62684, Dec. 1,
2009]

§73.27 Notification requirements.

(a)(1) A licensee who delivers formula
quantities of strategic special nuclear
material to a carrier for transport
shall immediately notify the consignee
by telephone, telegraph, or teletype, of
the time of departure of the shipment,
and shall notify or confirm with the
consignee the method of transpor-
tation, including the names of carriers,
and the estimated time of arrival of
the shipment at its destination.

(2) In the case of a shipment (f.0.b.)
the point where it is delivered to a car-
rier for transport, a licensee shall, be-
fore the shipment is delivered to the
carrier, obtain written certification
from the licensee who is to take deliv-
ery of the shipment at the f.o.b. point
that the physical protection arrange-
ments required by §§73.256 and 73.26 for
licensed shipments have been made.
When a contractor exempt from the re-
quirements for a Commission license is
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the consignee of a shipment, the li-
censee shall, before the shipment is de-
livered to the carrier, obtain written
certification from the contractor who
is to take delivery of the shipment at
the f.o.b. point that the physical pro-
tection arrangements required by the
United States Department of Energy
Order Nos. 5632.1 or 5632.2, as appro-
priate, have been made.

(3) A licensee who delivers formula
quantities of strategic special nuclear
material to a carrier for transport or
releases such special nuclear material
f.o.b. at the point where it is delivered
to a carrier for transport shall also
make arrangements with the consignee
to be notified immediately by tele-
phone and telegraph, teletype, or cable,
of the arrival of the shipment at its
destination or of any such shipment
that is lost or unaccounted for after
the estimated time of arrival at its des-
tination.

(b) Each licensee who receives a ship-
ment of formula quantities of strategic
special nuclear material shall imme-
diately notify by telephone and tele-
graph or teletype, the person who de-
livered the material to a carrier for
transport and the Director, Division of
Security Policy, Office of Nuclear Se-
curity and Incident Response, of the
arrival of the shipment at its destina-
tion. When a United States Depart-
ment of Energy license-exempt con-
tractor is the consignee, the licensee
who is the consignor shall notify by
telephone and telegraph, or teletype,
the Director, Division of Security Pol-
icy, Office of Nuclear Security and In-
cident Response of the arrival of the
shipment at its destination imme-
diately upon being notified of the re-
ceipt of the shipment by the license-ex-
empt contractor as arranged pursuant
to paragraph (a)(3) of this section. In
the event such a shipment fails to ar-
rive at its destination at the estimated
time, or in the case of an export ship-
ment, the licensee who exported the
shipment, shall immediately notify by
telephone and telegraph or teletype,
the Director, Division of Security Pol-
icy, Office of Nuclear Security and In-
cident Response, and the licensee or
other person who delivered the mate-
rial to a carrier for transport. The 1li-
censee who made the physical protec-
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tion arrangements shall also imme-
diately notify by telephone and tele-
graph, or teletype, the Director, Divi-
sion of Security Policy, Office of Nu-
clear Security and Incident Response
of the action being taken to trace the
shipment.

(c) Each licensee who makes arrange-
ments for physical protection of a ship-
ment of formula quantities of strategic
special nuclear material as required by
§§73.25 and 73.26 shall immediately con-
duct a trace investigation of any ship-
ment that is lost or unaccounted for
after the estimated arrival time and
file a report with the Commission as
specified in §73.71.

[44 FR 68192, Nov. 28, 1979, as amended at 67
FR 3586, Jan. 25, 2002; 68 FR 14530, Mar. 26,
2003; 68 FR 23575, May 5, 2003; 74 FR 62684,
Dec. 1, 2009]

§73.28 Security background checks for
secure transfer of nuclear mate-
rials.

Licensees are excepted from the secu-
rity background check provisions in
Section 170I of the AEA if they have
not received Orders from the Nuclear
Regulatory Commission containing re-
quirements for background checks for
trustworthiness and reliability that in-
clude fingerprinting and criminal his-
tory record checks as a prerequisite for
unescorted access to radioactive mate-
rials.

[72 FR 3027, Jan. 24, 2007]

§73.37 Requirements for physical pro-
tection of irradiated reactor fuel in
transit.

(a) Performance objectives. (1) Each 1li-
censee who transports, or delivers to a
carrier for transport, in a single ship-
ment, a quantity of irradiated reactor
fuel in excess of 100 grams in net
weight of irradiated fuel, exclusive of
cladding or other structural or pack-
aging material, which has a total ex-
ternal radiation dose rate in excess of
100 rems per hour at a distance of 3 feet
from any accessible surface without in-
tervening shielding, shall establish and
maintain, or make arrangements for,
and assure the proper implementation
of, a physical protection system for
shipments of such material that will
achieve the following objectives:
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(i) Minimize the possibilities for radi-
ological sabotage of spent fuel ship-
ments, especially within heavily popu-
lated areas; and

(ii) Facilitate the location and recov-
ery of spent fuel shipments that may
have come under the control of unau-
thorized persons.

(2) To achieve these objectives, the
physical protection shall:

(i) Provide for early detection and as-
sessment of attempts to gain unauthor-
ized access to, or control over, spent
fuel shipments;

(ii) Provide for notification to the ap-
propriate response forces of any spent
fuel shipment sabotage attempts; and

(iii) Impede attempts at radiological
sabotage or spent fuel shipments with-
in heavily populated areas, or attempts
to illicitly move such shipments into
heavily populated areas, until response
forces arrive.

(b) General requirements. To achieve
the performance objectives of para-
graph (a) of this section, a physical
protection system established and
maintained, or arranged for, by the 1li-
censee shall:

(1) Provide for notification of the Nu-
clear Regulatory Commission in ad-
vance of each shipment, in accordance
with §73.72 of this part.

(2) Include and retain a copy of cur-
rent procedures for coping with cir-
cumstances that threaten deliberate
damage to a spent fuel shipment and
with other safeguards emergencies as a
record for three years after the close of
period for which the licensee possesses
the special nuclear material under
each license for which the procedures
were developed and, if any portion of
the procedures is superseded, retain the
superseded material for three years
after each change.

(3) Include instructions for each es-
cort and retain a copy of the current
instructions as a record for three years
after the close of period for which the
licensee possesses the special nuclear
material under each license that au-
thorizes the activity that requires the
instruction and retain any superseded
material for three years after each
change. The instructions must direct
that, upon detection of the abnormal
presence of unauthorized persons, vehi-
cles, or vessels in the vicinity of a
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spent fuel shipment or upon detection
of a deliberately induced situation that
has the potential for damaging a spent
fuel shipment, the escort will:

(i) Determine whether or not a threat
exists;

(ii) Assess the extent of the threat, if
any;

(iii) Inform 1local law enforcement
agencies of the threat and request as-
sistance; and

(iv) Implement the procedures devel-
oped in accordance with paragraph
(b)(2) of this section.

(4) Include a communications center
at a designated location, which will be
staffed continuously by at least one in-
dividual who will monitor the progress
of the spent fuel shipment and will no-
tify the appropriate agencies in the
event a safeguards emergency should
arise.

(5) Provide for maintenance of a writ-
ten log by the escorts and communica-
tions center personnel for each spent
fuel shipment, which will include infor-
mation describing the shipment and
significant events that occur during
the shipment, and will be available for
review by authorized NRC personnel
for a period of at least three years fol-
lowing completion of the shipment.

(6) Provide that arrangements have
been made with local law enforcement
agencies along the routes of road and
rail shipments, and at U.S. ports where
vessels carrying spent fuel shipments
are docked, for their response to an
emergency or a call for assistance.

(7) Provide for advance approval by
the NRC of the routes used for road and
rail shipments of spent fuel, and of any
U.S. ports where vessels carrying spent
fuel shipments are scheduled to stop.

(8) Provide that shipments are
planned so that scheduled intermediate
stops are avoided to the extent prac-
ticable.

(9) Provide that at least one escort
maintains visual surveillance of the
shipment during periods when the ship-
ment vehicle is stopped, or the ship-
ment vessel is docked.

(10) Provide that escorts (other than
members of local law enforcement
agencies, or ship’s officers serving as
unarmed escorts) have successfully
completed the training required by ap-
pendix D of this part.
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(11) Provide that shipment escorts
make calls to the communications cen-
ter at least every 2 hours to advise of
the status of the shipment for road and
rail shipments, and for sea shipments
while shipment vessels are docked at
U.S. ports.

(c) Shipments by road. In addition to
the provisions of paragraph (b), the
physical protection system for any por-
tion of a spent fuel shipment that is by
road shall provide that:

(1) A transport vehicle within a heav-
ily populated area is:

(i) Occupied by at least two individ-
uals, one of whom serves as escort, and
escorted by an armed member of the
local law enforcement agency in a mo-
bile unit of such agency; or

(i) Led by a separate vehicle occu-
pied by at least one armed escort, and
trailed by a third vehicle occupied by
at least one armed escort.

(2) A transport vehicle not within
any heavily populated area is:

(i) Occupied by at least one driver
and one other individual who serves as
escort; or

(ii) Occupied by a driver and escorted
by a separate vehicle occupied by at
least two escorts; or

(iii) Escorted as set forth in para-
graph (c¢)(1) of this section.

(3) Escorts have the capability of
communicating with the communica-
tions center, local law enforcement
agencies, and one another, through the
use of:

(i) A citizens band (CB) radio avail-
able in the transport vehicle and in
each escort vehicle;

(ii) A radiotelephone or other NRC-
approved equivalent means of two-way
voice communications available in the
transport vehicle or in an escort vehi-
cle committed to travel the entire
route; and

(iii) Citizens band (CB) radio and nor-
mal local law enforcement agency
radio communications in any local law
enforcement agency mobile units used
for escort purposes.

(4) The transport is equipped with
NRC-approved features that permit im-
mobilization of the cab or cargo-car-
rying portion of the vehicle.

(5) The transport vehicle driver has
been familiarized with, and is capable
of implementing, transport vehicle im-
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mobilization, communications, and
other security procedures.

(d) Shipments by rail. In addition to
the provisions of paragraph (b), the
physical protection system for any por-
tion of a spent fuel shipment that is by
rail shall provide that:

(1) A shipment car within a heavily
populated area is accompanied by two
armed escorts (who may be members of
a local law enforcement agency), at
least one of whom is stationed at a lo-
cation on the train that will permit ob-
servation of the shipment car while in
motion.

(2) A shipment car not within any
heavily populated area is accompanied
by at least one escort stationed at a lo-
cation on the train that will permit ob-
servation of the shipment car while in
motion.

(3) Escorts have the capability of
communicating with the communica-
tions center and local law enforcement
agencies through the use of a radio-
telephone, or other NRC-approved
equivalent means of two-way voice
communications, which shall be avail-
able on the train.

(e) Shipments by sea. In addition to
the provisions of paragraph (b), the
physical protection system for any por-
tion of a spent fuel shipment that is by
sea shall provide that:

(1) A shipment vessel, while docked
at a U.S. port within a heavily popu-
lated area, is protected by:

(i) Two armed escorts stationed on
board the shipment vessel, or stationed
on the dock at a location that will per-
mit observation of the shipment vessel;
or

(ii) A member of a local law enforce-
ment agency, equipped with normal
LLEA radio communications, who is
stationed on board the shipment vessel,
or on the dock at a location that will
permit observation of the shipment
vessel.

(2) A shipment vessel, while within
U.S. territorial waters, or while docked
at a U.S. port not within a heavily pop-
ulated area, is accompanied by an es-
cort, who may be an officer of the ship-
ment vessel’s crew, who will assure
that the shipment is unloaded only as
authorized by the licensee.
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(3) Escorts have the capability of
communicating with the communica-
tions center and local law enforcement
agencies through the use of a radio-
telephone, or other NRC-approved
equivalent means of two-way voice
communications.

(f) Prior to the transport of spent
fuel within or through a state a li-
censee subject to this section shall no-
tify the governor or the governor’s des-
ignee. The licensee shall comply with
the following criteria in regard to a no-
tification:

(1) The notification must be in writ-
ing and sent to the office of each appro-
priate governor or the governor’s des-
ignee. A notification delivered by mail
must be postmarked at least 7 days be-
fore transport of a shipment within or
through the state. A notification deliv-
ered by messenger must reach the of-
fice of the governor or the governor’s
designee at least 4 days before trans-
port of a shipment within or through
the state. A list of the mailing address-
es of governors and governors’ des-
ignees is available upon request from
the Director, Office of Public Affairs,
U.S. Nuclear Regulatory Commission,
Washington, DC 20555.

(2) The notification must include the
following information:

(i) The name, address, and telephone
number of the shipper, carrier and re-
ceiver.

(ii) A description of the shipment as
specified by the Department of Trans-
portation in 49 CFR §172.202 and
§172.203(d).

(iii) A listing of the routes to be used
within the state.

(iv) A statement that the informa-
tion described below in §73.37(f)(3) is re-
quired by NRC regulations to be pro-
tected in accordance with the require-
ments of §§73.21 and 73.22.

(38) The licensee shall provide the fol-
lowing information on a separate en-
closure to the written notification:

(i) The estimated date and time of
departure from the point of origin of
the shipment.

(ii) The estimated date and time of
entry into the governor’s state.

(iii) For the case of a single shipment
whose schedule is not related to the
schedule of any subsequent shipment, a
statement that schedule information
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must be protected in accordance with
the provisions of §§73.21 and 73.22 until
at least 10 days after the shipment has
entered or originated within the state.

(iv) For the case of a shipment in a
series of shipments whose schedules are
related, a statement that schedule in-
formation must be protected in accord-
ance with the provisions of §§73.21 and
73.22 until 10 days after the last ship-
ment in the series has entered or origi-
nated within the state and an estimate
of the date on which the last shipment
in the series will enter or originate
within the state.

(4) A licensee shall notify by tele-
phone or other means a responsible in-
dividual in the office of the governor or
in the office of the governor’s designee
of any schedule change that differs by
more than 6 hours from the schedule
information previously furnished in ac-
cordance with §73.37(f)(3), and shall in-
form that individual of the number of
hours of advance or delay relative to
the written schedule information pre-
viously furnished.

(g) State officials, state employees,
and other individuals, whether or not
licensees of the Commission, who re-
ceive schedule information of the kind
specified in §73.37(f)(3) shall protect
that information against unauthorized
disclosure as specified in §§73.21 and
73.22.

[45 FR 37408, June 3, 1980, as amended at 47
FR 603, Jan. 6, 1982; 52 FR 31613, Aug. 21, 1987;
53 FR 19257, May 27, 1988; 60 FR 24552, May 9,
1995; 73 FR 63579, Oct. 24, 2008]

PHYSICAL PROTECTION REQUIREMENTS
AT FIXED SITES

§73.40 Physical protection: General re-
quirements at fixed sites.

Each licensee shall provide physical
protection at a fixed site, or contig-
uous sites where licensed activities are
conducted, against radiological sabo-
tage, or against theft of special nuclear
material, or against both, in accord-
ance with the applicable sections of
this Part for each specific class of fa-
cility or material license. If applicable,
the licensee shall establish and main-
tain physical security in accordance
with security plans approved by the
Nuclear Regulatory Commission.

[568 FR 13700, Mar. 15, 1993]
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§73.45 Performance -capabilities for
fixed site physical protection sys-
tems.

(a) To meet the general performance
requirements of §73.20 a fixed site phys-
ical protection system shall include
the performance capabilities described
in paragraphs (b) through (g) of this
section unless otherwise authorized by
the Commission.

(b) Prevent unauthorized access of
persons, vehicles and materials into
material access areas and vital areas.
To achieve this capability the physical
protection system shall:

(1) Detect attempts to gain unauthor-
ized access or introduce unauthorized
material across material access or
vital area boundaries by stealth or
force using the following subsystems
and subfunctions:

(i) Barriers to channel persons and
material to material access and vital
area entry control points and to delay
any unauthorized penetration attempts
by persons or materials sufficient to
assist detection and permit a response
that will prevent the penetration; and

(ii) Access detection subsystems and
procedures to detect, assess and com-
municate any unauthorized penetra-
tion attempts by persons or materials
at the time of the attempt so that the
response can prevent the unauthorized
access or penetration.

(2) Detect attempts to gain unauthor-
ized access or introduce unauthorized
materials into material access areas or
vital areas by deceit using the fol-
lowing subsystems and subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and entry criteria for
both persons and materials; and

(ii) Entry controls and procedures to
verify the identity of persons and ma-
terials and assess such identity against
current authorization schedules and
entry criteria before permitting entry
and to initiate response measures to
deny unauthorized entries.

(c) Permit only authorized activities
and conditions within protected areas,
material access areas, and vital areas.
To achieve this capability the physical
protection system shall:

(1) Detect unauthorized activities or
conditions within protected areas, ma-
terial access areas and vital areas
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using the following subsystems and
subfunctions:

(i) Controls and procedures that es-
tablish current schedules of authorized
activities and conditions in defined
areas;

(ii) Boundaries to define areas within
which the authorized activities and
conditions are permitted; and

(iii) Detection and surveillance sub-
systems and procedures to discover and
assess unauthorized activities and con-
ditions and communicate them so that
response can be such as to stop the ac-
tivity or correct the conditions to sat-
isfy the general performance objective
and requirements of §73.20(a).

(d) Permit only authorized placement
and movement of strategic special nu-
clear material within material access
areas. To achieve this capability the
physical protection system shall:

(1) Detect unauthorized placement
and movement of strategic special nu-
clear material within the material ac-
cess area using the following sub-
systems and subfunctions:

(i) Controls and procedures to delin-
eate authorized placement and control
for strategic special nuclear material;

(ii) Controls and procedures to estab-
lish current authorized placement and
movement of all strategic special nu-
clear material within material access
areas;

(iii) Controls and procedures to main-
tain knowledge of the identity, quan-
tity, placement, and movement of all
strategic special nuclear material
within material access areas; and

(iv) Detection and monitoring sub-
systems and procedures to discover and
assess unauthorized placement and
movement of strategic special nuclear
material and communicate them so
that response can be such as to return
the strategic special nuclear material
to authorized placement or control.

(e) Permit removal of only author-
ized and confirmed forms and amounts
of strategic special nuclear material
from material access areas. To achieve
this capability the physical protection
system shall:

(1) Detect attempts at unauthorized
removal of strategic special nuclear
material from material access areas by
stealth or force using the following
subsystems and subfunctions:
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(i) Barriers to channel persons and
materials exiting a material access
area to exit control points and to delay
any unauthorized strategic special nu-
clear material removal attempts suffi-
cient to assist detection and assess-
ment and permit a response that will
prevent the removal; and satisfy the
general performance objective and re-
quirements of §73.20(a); and

(ii) Detection subsystems and proce-
dures to detect, assess and commu-
nicate any attempts at unauthorized
removal of strategic special nuclear
material so that response to the at-
tempt can be such as to prevent the re-
moval and satisfy the general perform-
ance objective and requirements of
§73.20(a).

(2) Confirm the identity and quantity
of strategic special nuclear material
presented for removal from a material
access area and detect attempts at un-
authorized removal of strategic special
nuclear material from material access
areas by deceit using the following sub-
systems and subfunctions:

(i) Authorization controls and proce-
dures to provide current schedules for
authorized removal of strategic special
nuclear material which specify the au-
thorized properties and quantities of
material to be removed, the persons
authorized to remove the material, and
the authorized time schedule;

(ii) Removal controls and procedures
to identify and confirm the properties
and quantities of material being re-
moved and verify the identity of the
persons making the removal and time
of removal and assess these against the
current authorized removal schedule
before permitting removal; and

(iii) Communications subsystems and
procedures to provide for notification
of an attempted unauthorized or
unconfirmed removal so that response
can be such as to prevent the removal
and satisfy the general performance ob-
jective and requirements of §73.20(a).

(f) Provide for authorized access and
assure detection of and response to un-
authorized penetrations of the pro-
tected area to satisfy the general per-
formance objective and requirements
of §73.20(a). To achieve this capability
the physical protection system shall:

(1) Detect attempts to gain unauthor-
ized access or introduce unauthorized
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persons, vehicles, or materials into the
protected area by stealth or force using
the following subsystems and subfunc-
tions:

(i) Barriers to channel persons, vehi-
cles, and materials to protected area
entry control points; and to delay any
unauthorized penetration attempts or
the introduction of unauthorized vehi-
cles or materials sufficient to assist de-
tection and assessment and permit a
response that will prevent the penetra-
tion or prevent such penetration and
satisfy the general performance objec-
tive and requirements of §73.20(a); and

(i1) Access detection subsystems and
procedures to detect, assess and com-
municate any unauthorized access or
penetrations or such attempts by per-
sons, vehicles, or materials at the time
of the act or the attempt so that the
response can be such as to prevent the
unauthorized access or penetration,
and satisfy the general performance ob-
jective and requirements of §73.20(a).

(2) Detect attempts to gain unauthor-
ized access or introduce unauthorized
persons, vehicles, or materials into the
protected area by deceit using the fol-
lowing subsystems and subfunctions:

(i) Access authorization controls and
procedures to provide current author-
ization schedules and entry criteria for
persons, vehicles, and materials; and

(ii) Entry controls and procedures to
verify the identity of persons, mate-
rials and vehicles and assess such iden-
tity against current authorization
schedules before permitting entry and
to initiate response measures to deny
unauthorized access.

(g) Response. Each physical protec-
tion program shall provide a response
capability to assure that the five capa-
bilities described in paragraphs (b)
through (f) of this section are achieved
and that adversary forces will be en-
gaged and impeded until offsite assist-
ance forces arrive. To achieve this ca-
pability a licensee shall:

(1) Establish a security organization
to:

(i) Provide trained and qualified per-
sonnel to carry out assigned duties and
responsibilities; and

(ii) Provide for routine security oper-
ations and planned and predetermined
response to emergencies and safeguards
contingencies.
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(2) Establish a predetermined plan to
respond to safeguards contingency
events.

(3) Provide equipment for the secu-
rity organization and facility design
features to:

(i) Provide for rapid assessment of
safeguards contingencies;

(ii) Provide for response by assigned
security organization personnel which
is sufficiently rapid and effective to
achieve the predetermined objective of
the response; and

(iii) Provide protection for the as-
sessment and response personnel so
that they can complete their assigned
duties.

(4) Provide
works to:

(i) Transmit rapid and accurate secu-
rity information among onsite forces
for routine security operation, assess-
ment of a contingency, and response to
a contingency; and

(ii) Transmit rapid and accurate de-
tection and assessment information to
offsite assistance forces.

(5) Assure that a single adversary ac-
tion cannot destroy the capability of
the security organization to notify off-
site response forces of the need for as-
sistance.

[44 FR 68193, Nov. 28, 1979]

communications net-

§73.46 Fixed site physical protection
systems, subsystems, components,
and procedures.

(a) A licensee physical protection
system established pursuant to the
general performance objective and re-
quirements of §73.20(a) and the per-
formance capability requirements of
§73.45 shall include, but are not nec-
essarily limited to, the measures speci-
fied in paragraphs (b) through (h) of
this section. The Commission may re-
quire, depending on individual facility
and site conditions, alternate or addi-
tional measures deemed necessary to
meet the general performance objec-
tive and requirements of §73.20. The
Commission also may authorize protec-
tion measures other than those re-
quired by this section if, in its opinion,
the overall level of performance meets
the general performance objective and
requirements of §73.20 and the perform-
ance capability requirements of §73.45.
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(b) Security organication. (1) The 1li-
censee shall establish a security orga-
nization, including guards. If a con-
tract guard force is utilized for site se-
curity, the licensee’s written agree-
ment with the contractor will clearly
show that (i) the licensee is responsible
to the Commission for maintaining
safeguards in accordance with Commis-
sion regulations and the licensee’s se-
curity plan, (ii) the NRC may inspect,
copy, and take away copies of all re-
ports and documents required to be
kept by Commission regulations, or-
ders, or applicable license conditions
whether such reports and documents
are kept by the licensee or the con-
tractor, (iii) the requirement, in
§73.46(b)(4) of this section that the li-
censee demonstrate the ability of phys-
ical security personnel to perform their
assigned duties and responsibilities, in-
clude demonstration of the ability of
the contractor’s physical security per-
sonnel to perform their assigned duties
and responsibilities in carrying out the
provisions of the Security Plan and
these regulations, and (iv) the con-
tractor will not assign any personnel
to the site who have not first been
made aware of these responsibilities.

(2) The licensee shall have onsite at
all times at least one full time member
of the security organization with au-
thority to direct the physical protec-
tion activities of the security organiza-
tion.

(3) The licensee shall have a manage-
ment system to provide for the devel-
opment, revision, implementation, and
enforcement of security procedures.
The system shall include:

(i) Written security procedures which
document the structure of the security
organization and which detail the du-
ties of the Tactical Response Team,
guards, watchmen, and other individ-
uals responsible for security. The li-
censee shall retain a copy of the cur-
rent procedures as a record until the
Commission terminates the license for
which these procedures were developed
and, if any portion of these procedures
is superseded, retain the superseded
material for three years after each
change; and

(ii) Provision for written approval of
such procedures and any revisions
thereto by the individual with overall
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responsibility for the security func-
tion.

(4) The licensee may not permit an
individual to act as a Tactical Re-
sponse Team member, armed response
person, guard, or other member of the
security organization unless the indi-
vidual has been trained, equipped, and
qualified to perform each assigned se-
curity duty in accordance with Appen-
dix B of this part, ‘‘General Criteria for
Security Personnel.” In addition, Tac-
tical Response Team members, armed
response personnel, and guards shall be
trained, equipped, and qualified for use
of their assigned weapons in accord-
ance with paragraphs (b)(6) and (b)(7) of
this section. Tactical Response Team
members, armed response personnel,
and guards shall also be trained and
qualified in accordance with either
paragraphs (b)(10) and (b)(11) or para-
graph (b)(12) of this section. Upon the
request of an authorized representative
of the Commission, the licensee shall
demonstrate the ability of the physical
security personnel, whether licensee or
contractor employees, to carry out
their assigned duties and responsibil-
ities. BEach Tactical Response Team
member, armed response person, and
guard, whether a licensee or contractor
employee, shall requalify in accordance
with Appendix B of this part. Tactical
Response Team members, armed re-
sponse personnel, and guards shall also
requalify in accordance with paragraph
(b)(7) of this section at least once every
12 months. The licensee shall document
the results of the qualification and re-
qualification. The licensee shall retain
the documentation of each qualifica-
tion and requalification as a record for
3 years after each qualification and re-
qualification.

(5) Within any given period of time, a
member of the security organization
may not be assigned to, or have direct
operational control over, more than
one of the redundant elements of a
physical protection subsystem if such
assignment or control could result in
the loss of effectiveness of the sub-
system.

(6) Each guard shall be armed with a
handgun, as described in appendix B of
this part. BEach Tactical Response
Team member shall be armed with a
I9mm semiautomatic pistol. All but one
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member of the Tactical Response Team
shall be armed additionally with either
a shotgun or semiautomatic rifle, as
described in appendix B of this part.
The remaining member of the Tactical
Response Team shall carry, as an indi-
vidually assigned weapon, a rifle of no
less caliber than .30 inches or 7.62mm.

(7) In addition to the weapons quali-
fication and requalification criteria of
appendix B of this part, Tactical Re-
sponse Team members, armed response
personnel, and guards shall qualify and
requalify, at least every 12 months, for
day and night firing with assigned
weapons in accordance with Appendix
H of this part. Tactical Response Team
members, armed response personnel,
and guards shall be permitted to prac-
tice fire prior to qualification and re-
qualification but shall be given only
one opportunity to fire for record on
the same calendar day. If a Tactical
Response Team member, armed re-
sponse person, or guard fails to qualify
or requalify, the licensee shall remove
the individual from security duties
which require the use of firearms and
retrain the individual prior to any sub-
sequent attempt to qualify or re-
qualify. If an individual fails to qualify
or requalify on two successive at-
tempts, he or she shall be required to
receive additional training and suc-
cessfully fire two consecutive quali-
fying scores prior to being reassigned
to armed security duties.

(i) In addition, Tactical Response
Team members, armed response per-
sonnel, and guards shall be prepared to
demonstrate day and night firing quali-
fication with their assigned weapons at
any time upon request by an author-
ized representative of the NRC.

(ii) The licensee or the licensee’s
agent shall document the results of
weapons qualification and requalifica-
tion for day and night firing. The li-
censee shall retain the documentation
of each qualification and requalifica-
tion as a record for 3 years after each
qualification and requalification.

(8) In addition to the training re-
quirements contained in appendix B of
this part, Tactical Response Team
members shall successfully complete
training in response tactics. The 1li-
censee shall document the completion
of training. The licensee shall retain
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the documentation of training as a
record for three years after training is
completed.

(9) The licensee shall conduct Tac-
tical Response Team and guard exer-
cises to demonstrate the overall secu-
rity system effectiveness and the abil-
ity of the security force to perform re-
sponse and contingency plan respon-
sibilities and to demonstrate indi-
vidual skills in assigned team duties.
During the first 12-month period fol-
lowing the date specified in paragraph
(i1)(2)(ii) of this section, an exercise
must be carried out at least every
three months for each shift, half of
which are to be force-on-force. Subse-
quently, during each 12-month period
commencing on the anniversary of the
date specified in paragraph (i)(2)(ii) of
this section, an exercise must be car-
ried out at least every four months for
each shift, one third of which are to be
force-on-force. The licensee shall use
these exercises to demonstrate its ca-
pability to respond to attempts to steal
strategic special nuclear material.
During each of the 12-month periods,
the NRC shall observe one of the force-
on-force exercises which demonstrates
overall security system performance.
The licensee shall notify the NRC of
the scheduled exercise 60 days prior to
that exercise. The licensee shall docu-
ment the results of all exercises. The
licensee shall retain the documenta-
tion of each exercise as a record for
three years after each exercise is com-
pleted.

(10) In addition to the medical exami-
nations and physical fitness require-
ments of paragraph I.C of Appendix B
of this part, each Tactical Response
Team member, armed response person,
and guard, except as provided in para-
graph (b)(10)(v) of this section, shall
participate in a physical fitness train-
ing program on a continuing basis.

(i) The elements of the physical fit-
ness training program must include,
but not necessarily be limited to, the
following:

(A) Training sessions of sufficient
frequency, duration, and intensity to
be of aerobic benefit, e.g., normally a
frequency of three times per week,
maintaining an intensity of approxi-
mately 75 percent of maximum heart
rate for 20 minutes;
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(B) Activities that use large muscle
groups, that can be maintained con-
tinuously, and that are rhythmical and
aerobic in nature, e.g., running, bicy-
cling, rowing, swimming, or cross-
country skiing; and

(C) Musculoskeletal training exer-
cises that develop strength, flexibility,
and endurance in the major muscle
groups, e.g., legs, arms, and shoulders.

(ii) The licensee shall assess Tactical
Response Team members, armed re-
sponse personnel, and guards for gen-
eral fitness once every 4 months to de-
termine the effectiveness of the con-
tinuing physical fitness training pro-
gram. Assessments must include a re-
cent health history, measures of car-
diovascular fitness, percent of body fat,
flexibility, muscular strength, and en-
durance. Individual exercise programs
must be modified to be consistent with
the needs of each participating Tac-
tical Response Team member, armed
response person, and guard and con-
sistent with the 