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Department of Energy § 1044.05 

§ 1044.01 What are the purpose and 
scope of this part? 

(a) Purpose. This part prescribes the 
security requirements for making pro-
tected disclosures of classified or un-
classified controlled nuclear informa-
tion under the whistleblower protec-
tion provisions of section 3164 of the 
National Defense Authorization Act for 
Fiscal Year 2000. 

(b) Scope. The security requirements 
for making protected disclosures in 
this part are independent of, and not 
subject to any limitations that may be 
provided in, the Whistleblower Protec-
tion Act of 1989 (Public Law 101–12) or 
any other law that may provide protec-
tion for disclosures of information by 
employees of DOE or of a DOE con-
tractor. 

[66 FR 54645, Oct. 30, 2001] 

§ 1044.02 Who must follow the require-
ments contained in this part? 

The requirements apply to you if you 
are: 

(a) An employee of DOE, including 
the National Nuclear Security Admin-
istration, or one of its contractors; 

(b) Engaged in DOE defense activi-
ties; and 

(c) Wish to make a protected disclo-
sure as described in § 1044.04 of this 
part. 

§ 1044.03 What definitions apply to this 
part? 

The following definitions apply to 
this subpart: 

Atomic Energy Act means the Atomic 
Energy Act of 1954, as amended (42 
U.S.C. 2011 et seq. 

Classified information means: 
(1) Information classified as Re-

stricted Data or Formerly Restricted 
Data under the Atomic Energy Act; or 

(2) Information that has been deter-
mined pursuant to Executive Order 
12958 or prior Executive Orders to re-
quire protection against unauthorized 
disclosure and is marked to indicate its 
classification status when in document 
form (also referred to as ‘‘National Se-
curity Information’’ in 10 CFR Part 
1045 or ‘‘defense information’’ in the 
Atomic Energy Act). 

Contractor means any industrial, edu-
cational, commercial or other entity, 
grantee or licensee at any tier, includ-

ing an individual, that has executed an 
agreement with the Federal Govern-
ment for the purpose of performing 
under a contract, license or other 
agreement. 

Defense activities means activities of 
DOE engaged in support of: 

(1) The production, testing, sampling, 
maintenance, repair, modification, as-
sembly, disassembly, utilization, trans-
portation, or retirement of nuclear 
weapons or components of nuclear 
weapons; 

(2) The production, utilization, or 
transportation of nuclear material for 
military applications; or 

(3) The safeguarding of activities, 
equipment, or facilities which support 
the production of nuclear weapons or 
nuclear material for nuclear weapons. 

DOE means the Department of En-
ergy, including the National Nuclear 
Security Administration. 

Unclassified controlled nuclear informa-
tion means unclassified government in-
formation prohibited from unauthor-
ized dissemination under section 148 of 
the Atomic Energy Act and DOE imple-
menting regulations in 10 CFR part 
1017. 

§ 1044.04 What is a protected disclo-
sure? 

A protected disclosure is: 
(a) A disclosure of classified or un-

classified controlled nuclear informa-
tion that you reasonably believe pro-
vides direct and specific evidence of— 

(1) A violation of law or Federal regu-
lation; 

(2) Gross mismanagement, a gross 
waste of funds, or an abuse of author-
ity; or 

(3) A false statement to Congress on 
pursuant to an issue of material fact; 
and 

(b) Protected pursuant to the proce-
dures in this part, including the secu-
rity procedures referenced in § 1044.11; 
and 

(c) Revealed only to a person or orga-
nization described in § 1044.06. 

§ 1044.05 What is the effect of a disclo-
sure qualifying as a ‘‘protected dis-
closure’’? 

If a DOE or DOE contractor employee 
follows the procedures of this part 
when making a disclosure of classified 
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or unclassified controlled nuclear in-
formation, then the employer (DOE or 
DOE contractor as applicable) may not 
discharge, demote, or otherwise dis-
criminate against the employee as a 
reprisal for making the disclosure. 

§ 1044.06 Who may receive a protected 
disclosure? 

The following persons or organiza-
tions may receive a protected disclo-
sure: 

(a) A member of a committee of Con-
gress having primary responsibility for 
oversight of the department, agency, or 
element of the Government to which 
the disclosed information relates; 

(b) An employee of Congress who is a 
staff member of such a committee and 
has an appropriate security access au-
thorization for the information being 
disclosed; 

(c) The Inspector General of the De-
partment of Energy; 

(d) The Federal Bureau of Investiga-
tion; or 

(e) Any other element of the Govern-
ment designated by the Secretary of 
Energy as authorized to receive the in-
formation being disclosed. 

§ 1044.07 How can you find out if a 
particular person is authorized to 
receive a protected disclosure? 

You must contact the Department of 
Energy Inspector General for help in 
determining whether a particular per-
son is authorized to receive the classi-
fied or unclassified controlled nuclear 
information you wish to disclose. The 
Inspector General will contact the Of-
fice of Personnel Security as necessary 
to determine the security access au-
thorization of the person to receive the 
protected disclosure. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.08 Do you have to submit the 
documents for classification review 
before you give them to someone? 

Yes, you must submit each document 
with a classification or control mark-
ing and any unmarked document gen-
erated in a classified or controlled sub-
ject area to the Inspector General. The 
Inspector General forwards each docu-
ment to the Office of Classification for 
a determination as to whether the in-

formation in the document is properly 
classified, controlled, or may be re-
leased to the public. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.09 What do you do if you plan to 
disclose classified or unclassified 
controlled nuclear information oral-
ly rather than by providing copies 
of documents? 

You must describe in detail to the In-
spector General what information you 
wish to disclose. The Inspector General 
may require that the information to be 
disclosed be put in writing in order to 
ensure the Inspector General obtains 
and provides accurate advice. The In-
spector General will consult with the 
Office of Classification who will pro-
vide you with advice, through the In-
spector General, as to whether the in-
formation is classified or controlled 
and any steps needed to protect the in-
formation. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.10 Will your identity be pro-
tected? 

Yes, both the Inspector General and 
the Office of Classification must pro-
tect, consistent with legal require-
ments, your identity and any informa-
tion about your disclosure. 

[66 FR 4642, Jan. 18, 2001, as amended at 71 
FR 68736, Nov. 28, 2006] 

§ 1044.11 How do you protect the infor-
mation that you want to disclose? 

To protect classified information and 
unclassified controlled nuclear infor-
mation you plan to disclose, you must: 

(a) Only disclose the information to 
personnel who possess the appropriate 
clearance and need-to-know for the in-
formation disclosed as required in 10 
CFR part 710, after verifying any spe-
cial authorizations or accesses, such as 
Sensitive Compartmented Information, 
Special Access Program, and Weapon 
Data information; 

(b) Use only equipment (such as com-
puters or typewriters) that is approved 
for classified processing for the genera-
tion of classified documents; 

(c) Mark documents as required by 10 
CFR part 1045 (classified information), 
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