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13. Personal identifying information pro-
vided is of a type commonly associated with 
fraudulent activity as indicated by internal 
or third-party sources used by the financial 
institution or creditor. For example: 

a. The address on an application is ficti-
tious, a mail drop, or a prison; or 

b. The phone number is invalid, or is asso-
ciated with a pager or answering service. 

14. The SSN provided is the same as that 
submitted by other persons opening an ac-
count or other customers. 

15. The address or telephone number pro-
vided is the same as or similar to the address 
or telephone number submitted by an unusu-
ally large number of other persons opening 
accounts or by other customers. 

16. The person opening the covered account 
or the customer fails to provide all required 
personal identifying information on an appli-
cation or in response to notification that the 
application is incomplete. 

17. Personal identifying information pro-
vided is not consistent with personal identi-
fying information that is on file with the fi-
nancial institution or creditor. 

18. For financial institutions and creditors 
that use challenge questions, the person 
opening the covered account or the customer 
cannot provide authenticating information 
beyond that which generally would be avail-
able from a wallet or consumer report. 

Unusual Use of, or Suspicious Activity Related 
to, the Covered Account 

19. Shortly following the notice of a change 
of address for a covered account, the institu-
tion or creditor receives a request for a new, 
additional, or replacement card or a cell 
phone, or for the addition of authorized users 
on the account. 

20. A new revolving credit account is used 
in a manner commonly associated with 
known patterns of fraud. For example: 

a. The majority of available credit is used 
for cash advances or merchandise that is eas-
ily convertible to cash (e.g., electronics 
equipment or jewelry); or 

b. The customer fails to make the first 
payment or makes an initial payment but no 
subsequent payments. 

21. A covered account is used in a manner 
that is not consistent with established pat-
terns of activity on the account. There is, for 
example: 

a. Nonpayment when there is no history of 
late or missed payments; 

b. A material increase in the use of avail-
able credit; 

c. A material change in purchasing or 
spending patterns; 

d. A material change in electronic fund 
transfer patterns in connection with a de-
posit account; or 

e. A material change in telephone call pat-
terns in connection with a cellular phone ac-
count. 

22. A covered account that has been inac-
tive for a reasonably lengthy period of time 
is used (taking into consideration the type of 
account, the expected pattern of usage and 
other relevant factors). 

23. Mail sent to the customer is returned 
repeatedly as undeliverable although trans-
actions continue to be conducted in connec-
tion with the customer’s covered account. 

24. The financial institution or creditor is 
notified that the customer is not receiving 
paper account statements. 

25. The financial institution or creditor is 
notified of unauthorized charges or trans-
actions in connection with a customer’s cov-
ered account. 

Notice from Customers, Victims of Identity 
Theft, Law Enforcement Authorities, or Other 
Persons Regarding Possible Identity Theft in 
Connection with Covered Accounts Held by 
the Financial Institution or Creditor 

26. The financial institution or creditor is 
notified by a customer, a victim of identity 
theft, a law enforcement authority, or any 
other person that it has opened a fraudulent 
account for a person engaged in identity 
theft. 

[Reg. V, 72 FR 63758, Nov. 9, 2007, as amended 
at 74 FR 22642, May 14, 2009] 

PART 223—TRANSACTIONS BE-
TWEEN MEMBER BANKS AND 
THEIR AFFILIATES (REGULATION 
W) 

Subpart A—Introduction and Definitions 

Sec. 
223.1 Authority, purpose, and scope. 
223.2 What is an ‘‘affiliate’’ for purposes of 

sections 23A and 23B and this part? 
223.3 What are the meanings of the other 

terms used in sections 23A and 23B and 
this part? 

Subpart B—General Provisions of Section 
23A 

223.11 What is the maximum amount of cov-
ered transactions that a member bank 
may enter into with any single affiliate? 

223.12 What is the maximum amount of cov-
ered transactions that a member bank 
may enter into with all affiliates? 

223.13 What safety and soundness require-
ment applies to covered transactions? 

223.14 What are the collateral requirements 
for a credit transaction with an affiliate? 

223.15 May a member bank purchase a low- 
quality asset from an affiliate? 

223.16 What transactions by a member bank 
with any person are treated as trans-
actions with an affiliate? 
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Subpart C—Valuation and Timing 
Principles Under Section 23A 

223.21 What valuation and timing principles 
apply to credit transactions? 

223.22 What valuation and timing principles 
apply to asset purchases? 

223.23 What valuation and timing principles 
apply to purchases of and investments in 
securities issued by an affiliate? 

223.24 What valuation principles apply to 
extensions of credit secured by affiliate 
securities? 

Subpart D—Other Requirements Under 
Section 23A 

223.31 How does section 23A apply to a mem-
ber bank’s acquisition of an affiliate that 
becomes an operating subsidiary of the 
member bank after the acquisition? 

223.32 What rules apply to financial subsidi-
aries of a member bank? 

223.33 What rules apply to derivative trans-
actions? 

Subpart E—Exemptions from the Provisions 
of Section 23A 

223.41 What covered transactions are ex-
empt from the quantitative limits and 
collateral requirements? 

223.42 What covered transactions are ex-
empt from the quantitative limits, col-
lateral requirements, and low-quality 
asset prohibition? 

223.43 What are the standards under which 
the Board may grant additional exemp-
tions from the requirements of section 
23A? 

Subpart F—General Provisions of Section 
23B 

223.51 What is the market terms require-
ment of section 23B? 

223.52 What transactions with affiliates or 
others must comply with section 23B’s 
market terms requirement? 

223.53 What asset purchases are prohibited 
by section 23B? 

223.54 What advertisements and statements 
are prohibited by section 23B? 

223.55 What are the standards under which 
the Board may grant exemptions from 
the requirements of section 23B? 

223.56 What transactions are exempt from 
the market-terms requirement of section 
23B? 

Subpart G—Application of Sections 23A 
and 23B to U.S. Branches and Agen-
cies of Foreign Banks 

223.61 How do sections 23A and 23B apply to 
U.S. branches and agencies of foreign 
banks? 

Subpart H—Miscellaneous Interpretations 

223.71 How do sections 23A and 23B apply to 
transactions in which a member bank 
purchases from one affiliate an asset re-
lating to another affiliate? 

Subpart I—Savings Associations— 
Transactions with Affiliates 

223.72 Transactions with affiliates. 

AUTHORITY: 12 U.S.C. 371c(b)(1)(E), (b)(2)(A), 
and (f), 371c–1(e), 1828(j), 1468(a), and section 
312(b)(2)(A) of the Dodd-Frank Wall Street 
Reform and Consumer Protection Act (12 
U.S.C. 5412). 

SOURCE: 67 FR 76604, Dec. 12, 2002, unless 
otherwise noted. 

Subpart A—Introduction and 
Definitions 

§ 223.1 Authority, purpose, and scope. 
(a) Authority. The Board of Governors 

of the Federal Reserve System (Board) 
has issued this part (Regulation W) 
under the authority of sections 23A(f) 
and 23B(e) of the Federal Reserve Act 
(FRA) (12 U.S.C. 371c(f), 371c–1(e)) sec-
tion 11 of the Home Owners’ Loan Act 
(12 U.S.C. 1468), and section 312(b)(2)(A) 
of the Dodd-Frank Wall Street Reform 
and Consumer Protection Act (12 
U.S.C. 5412). 

(b) Purpose. Sections 23A and 23B of 
the Federal Reserve Act (12 U.S.C. 371c, 
371c–1) establish certain quantitative 
limits and other prudential require-
ments for loans, purchases of assets, 
and certain other transactions between 
a member bank and its affiliates. This 
regulation implements sections 23A 
and 23B by defining terms used in the 
statute, explaining the statute’s re-
quirements, and exempting certain 
transactions. 

(c) Scope. Sections 23A and 23B and 
this regulation apply by their terms to 
‘‘member banks’’—that is, any national 
bank, State bank, trust company, or 
other institution that is a member of 
the Federal Reserve System. In addi-
tion, the Federal Deposit Insurance 
Act (12 U.S.C. 1828(j)) applies sections 
23A and 23B to insured State non-
member banks in the same manner and 
to the same extent as if they were 
member banks. The Home Owners’ 
Loan Act (12 U.S.C. 1468(a)) also applies 
sections 23A and 23B to insured savings 
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