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(2) New material that derives its clas-
sification under prior orders shall be 
treated as follows: 

(i) If the source material bears a clas-
sification date or event 20 years or less 
from the date or origin, that date or 
event shall be carried forward on the 
new material. 

(ii) If the source material bears no 
declassification date or event or is 
marked for declassification beyond 20 
years, the new material shall be 
marked with a date for review for de-
classification at 20 years from the date 
of original classification of the source 
material. 

(iii) If the source material is foreign 
government information bearing no 
date or event for declassification or is 
marked for declassification beyond 30 
years, the new material shall be 
marked for review for declassification 
at 30 years from the date of original 
classification of the source materials. 

(iv) A copy of the source document or 
documents should be maintained with 
the file copy of the new document or 
documents which have been deriva-
tively classified. 

§ 403.5 Declassification and down-
grading. 

(a) Authority and policy for declas-
sification and downgrading. Information 
that continues to meet the classifica-
tion requirements prescribed in 
§ 403.3(c) despite the passage of time 
will continue to be safeguarded. How-
ever, information which is properly 
classified at the time it is developed 
may not necessarily require protection 
indefinitely. National security infor-
mation over which the Bank exercises 
final classification jurisdiction shall be 
declassified or downgraded as soon as 
national security considerations per-
mit. Information shall be declassified 
or downgraded by: 

(1) The official who authorized the 
original classification, if that official 
is still serving in the same position, by 
a successor, or by a supervisory official 
of either; or 

(2) Officials specifically delegated 
this authority in writing by the Chair-
man or by the Security Officer. A list 
of those who may be so delegated shall 
be maintained by the Security Officer. 

(3) If the Director of the Information 
Security Oversight Office determines 
that information is unlawfully classi-
fied, the Director may require the Ex-
port-Import Bank to declassify it. Any 
such decision by the Director may be 
appealed to the National Security 
Council. The information shall remain 
classified until the appeal is decided. 

(b) Declassification Procedure. Infor-
mation marked with a specific declas-
sification date or event shall be declas-
sified on that date or upon occurrence 
of that event. The overall classifica-
tion markings shall be lined through a 
statement placed on the cover or first 
page to indicate the declassification 
authority, by name and title, and the 
date of declassification. If practicable, 
the classification markings on each 
page shall be cancelled; otherwise, the 
statement on the cover or first page 
shall indicate that the declassification 
applies to the entire document. 

(c) Notification to Holders. When clas-
sified information has been properly 
marked with specific dates or events 
for declassification it is not necessary 
to issue notices of declassification to 
any holders. However, when declas-
sification action is taken earlier than 
originally scheduled, or the duration of 
classification is extended, the author-
ity making such changes shall prompt-
ly notify all holders to whom the infor-
mation was originally transmitted. 
This notification shall include the 
marking action to be taken, the au-
thority for the change (name and title), 
and the effective date of the change. 
Upon receipt of notification, recipients 
shall make the proper changes and 
shall notify holders to whom they have 
transmitted the classified information. 

(d) Downgrading. Information des-
ignated a particular level of classifica-
tion may be assigned a lower classifica-
tion level by the original classifier or 
by an official authorized to declassify 
the same information. Prompt notice 
of such downgrading shall be provided 
to known holders of the information. 
Classified information marked for 
automatic downgrading under previous 
Executive Orders shall be reviewed to 
determine that it no longer continues 
to meet classification requirements de-
spite the passage of time. 
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(e) Transferred Information. Classified 
information transferred from one agen-
cy to another in conjunction with a 
transfer of functions, and not merely 
for storage purposes, shall be consid-
ered under the control of the receiving 
agency for purposes of downgrading 
and declassification, subject to con-
sultation with any other agency that 
has an interest in the subject matter of 
the information. Prior to forwarding 
classified information to an approved 
storage facility of the Bank, to a Fed-
eral records center, or to the National 
Archives for permanent preservation, 
the information shall be reviewed for 
downgrading or declassification. 

§ 403.6 Systematic review for declas-
sification. 

Classified information determined by 
the Archivist of the United States to 
be of sufficient value to warrant per-
manent retention will be subject to 
systematic declassification review by 
the Archivist in accordance with guide-
lines provided by the Bank, as origi-
nator of the information. These guide-
lines shall be developed by the Secu-
rity Officer who is designated by the 
Bank to assist the Archivist in the re-
view process. The guidelines shall be 
reviewed every five years or as re-
quested by the Archivist of the United 
States. 

§ 403.7 Mandatory review for declas-
sification. 

(a) Classified information under the 
jurisdiction of the Bank shall be re-
viewed for declassification upon receipt 
of a request by a United States citizen 
or permanent resident alien, a Federal 
agency, or a State or local government. 
A request for mandatory review of clas-
sified information shall be submitted 
in writing and describe the information 
with sufficient particularity to locate 
it with a reasonable amount of effort. 
Requests may be addressed to the: 

General Counsel, Export-Import Bank of the 
U.S., 811 Vermont Avenue, NW., Wash-
ington, DC 20571 

(b) The Bank’s response to manda-
tory review requests will be governed 
by the amount of search and review 
time required to process the request. 
The Bank will acknowledge receipt of 
all requests, and will inform the re-

quester if additional time is needed to 
process the request. Except in unusual 
circumstances, the Bank will make a 
final determination within one year 
from the date of receipt of the request. 

(c) When information cannot be de-
classified in its entirety, the Bank will 
make a reasonable effort to release, 
consistent with other applicable laws, 
those declassified portions that con-
stitute a coherent segment. 

(d) The bank shall determine whether 
information under the classification 
jurisdiction of the Bank or any reason-
ably segregable portion of it no longer 
requires protection. If so, the General 
Counsel shall promptly make such in-
formation available to the requester, 
and shall inform the requester of any 
fees due before releasing the document. 
If the information may not be released, 
in whole or in part, the General Coun-
sel shall give the requester a brief 
statement of the reasons, and a notice, 
mailed with return receipt requested, 
of the right to appeal the determina-
tion within 60 days of the denial let-
ter’s receipt. 

(e) The agency that initially received 
or classified records containing foreign 
government information shall be re-
sponsible for making a declassification 
determination on review requests for 
classified records which contain such 
foreign government information. Such 
requests shall be referred to the appro-
priate agency for action. 

(f) When the Bank receives a manda-
tory declassification review request for 
records in its possession that were 
originated by another agency, it shall 
forward the request to that agency. 
The Bank may request notification of 
the declassification determination. 

(g) Information originated by a Presi-
dent, the White House staff, by com-
mittees, commissions, or boards ap-
pointed by the President, or other spe-
cifically providing advice and counsel 
to a President or acting on behalf of a 
President is exempted from the provi-
sions of mandatory review for declas-
sification, except as consistent with 
applicable laws that pertain to presi-
dential papers or records. 

(h) The bank shall process requests 
for declassification that are submitted 
under the provisions of the Freedom of 
Information Act, as amended, or the 
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Privacy Act of 1974, in accordance with 
the provisions of those acts. (See, 12 
CFR part 404 and 12 CFR part 405, re-
spectively.) In any case, however, ex-
emptions under the Freedom of Infor-
mation Act or other exemptions under 
applicable law may be invoked by the 
Bank to deny material on grounds 
other than classification. 

(i) The Bank shall refuse to confirm 
or deny the existence or non-existence 
of requested information whenever the 
fact of its existence or non-existence is 
itself classifiable under the Order. 

§ 403.8 Appeals. 
(a) The Vice Chairman is designated 

to receive appeals on requests for de-
classification which have been denied 
by the Bank. Such appeals shall be ad-
dressed to: 

First Vice President & Vice Chairman, Ex-
port-Import Bank of the United States, 811 
Vermont Avenue NW., Washington, DC 
20571 

The appeal must be received within 60 
days after receipt by appellant of the 
denial letter. Appeals shall be decided 
within 30 days of their receipt by the 
Vice Chairman. 

(1) If the decision is to declassify the 
materials in their entirety, the Vice 
Chairman shall promptly make such 
information available to the requester, 
and inform the requester of any fees 
due before releasing the documents. 

(2) If the decision is to deny declas-
sification of a portion of the material, 
the Vice Chairman shall promptly 
make the part which was declassified 
available to the requester, and shall 
advise the requester, in writing, of the 
reasons for the partial denial of declas-
sification. 

(3) If the decision is to deny declas-
sification of all the material, the Vice 
Chairman shall promptly advise the re-
quester, in writing, of the reasons for 
such denial. 

§ 403.9 Fees. 
The following specific fees shall be 

applicable with respect to services ren-
dered to members of the public under 
these regulations, by the Bank, except 
that the search fee will normally be 
waived when the search involves less 
than one-half hour of clerical time. 

(a) Search for records, per hour or fraction 
thereof: 

(i) Professional .................................. $11.00 
(ii) Clerical ........................................ 6.00 
(b) Computer service charges per 

second for actual use of computer 
central processing unit ................... .25 

(c) Copies made by photostat or oth-
erwise (per page); maximum of 5 
copies will be provided.................... .10 

(d) Certification of each record as a 
true copy ........................................ 1.00 

(e) Certification of each record as a 
true copy under official seal ........... 1.50 

(f) Duplication of architectural pho-
tographs and drawings.................... 2.00 

Fees must be paid in full prior to 
issuance of requested copies. Remit-
tances shall be in the form either of a 
personal check or bank draft drawn on 
a bank in the United States, or postal 
money order. Remittances shall be 
made payable to the order of the Ex-
port-Import Bank of the United States, 
and mailed to: 

General Counsel, Export-Import Bank of the 
United States, 811 Vermont Avenue NW., 
Washington, DC 20571 

§ 403.10 Safeguarding. 
(a) General Access Requirements. Ex-

cept as provided in § 403.10(c), access to 
classified information shall be granted 
in accordance with the following: 

(1) Determination of Trustworthiness. 
No person shall be given access to clas-
sified information or material unless a 
favorable determination has been made 
as to his trustworthiness. The deter-
mination of eligibility, refered to as a 
security clearance, shall be based on 
such investigations as the Bank may 
require in accordance with the stand-
ards and criteria of applicable law and 
Executive orders. 

(2) Determination of Need to Know. In 
addition to a security clearance, a per-
son must have a need for access to the 
particular classified information or 
material sought in connection with the 
performance of official duties or con-
tractual obligations. The determina-
tion of that need shall be made by offi-
cials having responsibility for the clas-
sified information or material. 

(b) Classified Information Nondisclosure 
Agreement. All persons with authorized 
access to classified information shall 
be required to sign a nondisclosure 
agreement, Standard Form 189, as a 
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condition of access. This form shall be 
retained in the security file of the indi-
vidual for 50 years. 

(c) Access by Historical Researchers and 
Former Presidential Appointees. The 
Bank shall obtain written agreements 
from requesters to safeguard the infor-
mation to which they are given access 
as permitted by the Order and written 
consent to the Bank’s review of their 
notes and manuscripts for the purpose 
of determining that no classified infor-
mation is contained therein. A deter-
mination of trustworthiness is a pre- 
condition to a requester’s access. If the 
access requested by historical research-
ers and former Presidential Appointees 
requires the rendering of services for 
which fair and equitable fees may be 
charged pursuant to Title 5 of the Inde-
pendent Offices Appropriations Act, 65 
Stat. 290, 31 U.S.C. 483a (1976), the re-
quester shall be so notified and the fees 
may be imposed. 

(d) Media Contacts. All contacts by 
members of the media which concern 
classified information shall be directed 
to the attention of the Security Offi-
cer, Room 1031, Export-Import Bank of 
the United States, 811 Vermont Avenue 
NW., Washington, DC 20571. 

(e) Dissemination. Except as otherwise 
provided by directives issued by the 
President through the National Secu-
rity Council, classified information 
originating in another agency and in 
the possession of the Bank may not be 
disseminated outside the Bank without 
the consent of the originating agency. 

(f) Accountability Procedures. Dissemi-
nation of various levels of classified in-
formation or material shall be within 
the control and responsibility of des-
ignated control officers. Particularly 
stringent controls shall be placed on 
information and material classified as 
TOP SECRET. 

(1) TOP SECRET. Designated as TOP 
SECRET control officers are the Chair-
man, Vice Chairman and the Security 
Officer who alone have authority to re-
ceive TOP SECRET information for the 
Bank. Other personnel authorized in 
writing by the Chairman or Security 
Officer also may receive TOP SECRET 
information for the Bank. It shall be 
the responsibility of these individuals 
with respect to all TOP SECRET infor-
mation: 

(i) To receive the material for the 
Bank; 

(ii) To maintain registers which will 
reflect the routing of the material and 
the return thereof in a reasonable 
length of time for security storage; 

(iii) To dispatch and make record of 
material disseminated to authorize 
persons outside the Bank; 

(iv) To make a physical inventory of 
all material at least annually; and 

(v) To maintain current access 
records. 

(2) SECRET. Designated as SECRET 
control officers are the Security Offi-
cer and the Analysis, Records & Com-
munications Manager, who have the re-
sponsibility with respect to all infor-
mation classified in this category: 

(i) To receive the material for the 
Bank; 

(ii) To maintain registers which will 
reflect the routing of the material and 
the return thereof in a reasonable 
length of time for security storage; 

(iii) To dispatch and make record of 
material disseminated to authorized 
persons outside the Bank; 

(iv) To maintain current access 
records. 

(3) CONFIDENTIAL. Designated as 
CONFIDENTIAL control officers are 
the Security Officer and the Analysis, 
Records & Communications Manager 
who have responsibility with respect to 
all information classified in this cat-
egory: 

(i) To review material for the Bank; 
(ii) To route the material to proper 

Bank offices; 
(iii) To dispatch and make record of 

material disseminated to authorized 
persons outside the Bank; 

(iv) To maintain current access 
records. 

(g) Storage. Classified information 
shall be stored only in facilities or 
under conditions adequate to prevent 
unauthorized persons from gaining ac-
cess to it and in accordance with the 
Directive as well as General Services 
Administration standards and speci-
fications. Reference may be made to 32 
CFR 2001.41, 2001.43 for preliminary 
guidance regarding these standards and 
specifications. 

(h) Coversheets. Department of State 
(DSC) classified incoming cables are to 
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