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(i) Inform the General Counsel of 
such request or demand in writing and 
provide the General Counsel with a 
copy of such request or demand as soon 
as practicable after receiving it; 

(ii) In the case of a request made pur-
suant to the Freedom of Information 
Act, 5 U.S.C. 552, the Privacy Act, 5 
U.S.C. 552a, or any state analogue to 
such statutes, advise the requester 
that: 

(A) The confidential information 
sought may not be disclosed insofar as 
it is the property of the CFPB; and 

(B) Any request for the disclosure of 
such confidential information is prop-
erly directed to the CFPB pursuant to 
its regulations set forth in this part. 

(iii) In the case of all other types of 
requests or demands, consult with the 
General Counsel before complying with 
the request or demand, and to the ex-
tent applicable: 

(A) Give the CFPB a reasonable op-
portunity to respond to the demand or 
request; 

(B) Assert all reasonable and appro-
priate legal exemptions or privileges 
that the CFPB may request be asserted 
on its behalf; and 

(C) Consent to a motion by the CFPB 
to intervene in any action for the pur-
pose of asserting and preserving any 
claims of confidentiality with respect 
to any confidential information. 

(4) Nothing in this section shall pre-
vent a supervised financial institution, 
federal or state agency, any officer, di-
rector, employee or agent thereof, or 
any other person to whom the informa-
tion is made available under this sub-
part from complying with a legally 
valid and enforceable United States 
federal court order compelling produc-
tion of the CFPB’s confidential infor-
mation or, if compliance is deemed 
compulsory, with a request or demand 
from either House of the Congress or a 
duly authorized committee of the Con-
gress. To the extent that compulsory 
disclosure of confidential information 
occurs as set forth in this paragraph, 
the producing party shall use its best 
efforts to ensure that the requestor se-
cures an appropriate protective order 
or, if the requestor is a legislative 
body, use its best efforts to obtain the 
commitment or agreement of the legis-
lative body that it will maintain the 

confidentiality of the confidential in-
formation. 

(5) No person obtaining access to con-
fidential information pursuant to this 
subpart may make a personal copy of 
any such information, and no person 
may remove confidential information 
from the premises of the institution or 
agency in possession of such informa-
tion except as permitted by specific 
language in this regulation or by the 
CFPB. 

(b) Additional conditions and limita-
tions. The CFPB may impose any addi-
tional conditions or limitations on dis-
closure or use under this subpart that 
it determines are necessary. 

(c) Non-waiver. The provision by the 
CFPB of any confidential information 
pursuant to this subpart does not con-
stitute a waiver, or otherwise affect, 
any privilege any agency or person 
may claim with respect to such infor-
mation under federal law. 

Subpart E—The Privacy Act 

§ 1070.50 Purpose and scope; defini-
tions. 

(a) This subpart implements the pro-
visions of the Privacy Act of 1974, 5 
U.S.C. 552a (the ‘‘Privacy Act’’). The 
regulations apply to all records main-
tained by the CFPB and which are re-
trieved by an individual’s name or per-
sonal identifier. The regulations set 
forth the procedures for requests for 
access to, or amendment of, records 
concerning individuals that are con-
tained in systems of records main-
tained by the CFPB. These regulations 
should be read in conjunction with the 
Privacy Act, which provides additional 
information about this topic. 

(b) For purposes of this subpart, the 
following definitions apply: 

(1) The term Chief Privacy Officer 
means the Chief Information Officer of 
the CFPB or any CFPB employee to 
whom the Chief Information Officer 
has delegated authority to act under 
this part; 

(2) The term guardian means the par-
ent of a minor, or the legal guardian of 
any individual who has been declared 
to be incompetent due to physical or 
mental incapacity or age by a court of 
competent jurisdiction; 
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(3) Individual means a citizen of the 
United States or an alien lawfully ad-
mitted for permanent residence; 

(4) Maintain includes maintain, col-
lect, use, or disseminate; 

(5) Record means any item, collec-
tion, or grouping of information about 
an individual that is maintained by an 
agency, including, but not limited to, 
his education, financial transactions, 
medical history, and criminal or em-
ployment history and that contains his 
name or the identifying number, sym-
bol, or other identifying particular as-
signed to the individual, such as a fin-
ger or voiceprint or a photograph; 

(6) Routine use means the disclosure 
of a record that is compatible with the 
purpose for which it was collected; 

(7) System of records means a group of 
any records under the control of an 
agency from which information is re-
trieved by the name of the individual 
or by some identifying number, sym-
bol, or other identifying particular as-
signed to the individual; and 

(8) Statistical record means a record in 
a system of records maintained for sta-
tistical research or reporting purposes 
only and not used in whole or in part in 
making any determination about an 
identifiable individual, except as pro-
vided by 13 U.S.C. 8. 

§ 1070.51 Authority and responsibil-
ities of the Chief Privacy Officer. 

The Chief Privacy Officer is author-
ized to: 

(a) Respond to requests for access to, 
accounting of, or amendment of 
records contained in a system of 
records maintained by the CFPB; 

(b) Approve the publication of new 
systems of records and amend existing 
systems of record; and 

(c) File any necessary reports related 
to the Privacy Act. 

§ 1070.52 Fees. 
(a) Copies of records. The CFPB shall 

provide the requester with copies of 
records requested pursuant to section 
1070.53 of this subpart at the same cost 
charged for duplication of records 
under § 1070.22 of this part. 

(b) No fee. The CFPB will not charge 
a fee if: 

(1) Total charges associated with a 
request are less than $5, or 

(2) The requester is a CFPB employee 
or former employee, or an applicant for 
employment with the CFPB, and re-
quest pertains to that employee, 
former employee, or applicant. 

§ 1070.53 Request for access to records. 

(a) Procedures for making a request for 
access to records. An individual’s re-
quests for access to records that per-
tain to that individual (or to the indi-
vidual for whom the requester serves as 
guardian) may be submitted to the 
CFPB in writing or by electronic 
means. 

(1) If submitted in writing, the re-
quest shall be labeled ‘‘Privacy Act Re-
quest’’ and shall be addressed to the 
Chief Privacy Officer, Bureau of Con-
sumer Financial Protection, 1801 L 
Street, NW., Washington, DC 20036. 

(2) If submitted by electronic means, 
the request shall be labeled ‘‘Privacy 
Act Request’’ and the request shall be 
submitted as set forth at the CFPB’s 
Web site, http:// 
www.consumerfinance.gov. 

(b) Content of a request for access to 
records. A request for access to records 
shall include: 

(1) A statement that the request is 
made pursuant to the Privacy Act; 

(2) The name of the system of records 
that the requester believes contains 
the record requested, or a description 
of the nature of the record sought in 
detail sufficient to enable CFPB per-
sonnel to locate the system of records 
containing the record with a reason-
able amount of effort; 

(3) Whenever possible, a description 
of the nature of the record sought, the 
date of the record or the period in 
which the requester believes that the 
record was created, and any other in-
formation that might assist the CFPB 
in identifying the record sought (e.g., 
maiden name, dates of employment, 
account information, etc.). 

(4) Information necessary to verify 
the requester’s identity pursuant to 
paragraph (c) of this section; 

(5) The mailing or email address 
where the CFPB’s response or further 
correspondence should be sent. 

(c) Verification of identity. To obtain 
access to the CFPB’s records per-
taining to a requester, the requester 
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shall provide proof to the CFPB of the 
requester’s identity as provided below. 

(1) In general, the following will be 
considered adequate proof of a request-
er’s identity: 

(i) A photocopy of two forms of iden-
tification, including one form of identi-
fication that bears the requester’s pho-
tograph, and one form of identification 
that bears the requester’s signature; 

(ii) A photocopy of a single form of 
identification that bears both the re-
quester’s photograph and signature; or 

(iii) A statement swearing or affirm-
ing the requester’s identity and to the 
fact that the requester understands the 
penalties provided in 5 U.S.C. 552a(i)(3). 

(2) Notwithstanding paragraph (c)(1) 
of this section, a designated official 
may require additional proof of the re-
quester’s identity before action will be 
taken on any request, if such official 
determines that it is necessary to pro-
tect against unauthorized disclosure of 
information in a particular case. In ad-
dition, if a requester seeks records per-
taining to an individual in the request-
er’s capacity as that individual’s 
guardian, the requester shall be re-
quired to provide adequate proof of the 
requester’s legal relationship before ac-
tion will be taken on any request. 

(d) Request for accounting of previous 
disclosures. An individual may request 
an accounting of previous disclosures 
of records pertaining to that individual 
in a system of records as provided in 5 
U.S.C. 552a(c). Such requests should 
conform to the procedures and form for 
requests for access to records set forth 
in subsection (a) and (b) of this section. 

§ 1070.54 CFPB procedures for re-
sponding to a request for access. 

(a) Acknowledgment and response. The 
CFPB will provide written acknowl-
edgement of the receipt of a request 
within twenty (20) business days from 
the receipt of the request and will, 
where practicable, respond to each re-
quest within that twenty (20) day pe-
riod. When a full response is not prac-
ticable within the twenty (20) day pe-
riod, the CFPB will respond as prompt-
ly as possible. 

(b) Disclosure. (1) When the CFPB dis-
closes information in response to a re-
quest, the CFPB will make the infor-
mation available for inspection and 

copying during regular business hours 
as provided in § 1070.13 of this part, or 
the CFPB will mail it or email it the 
requester, if feasible, upon request. 

(2) The requester may bring with him 
or her anyone whom the requester 
chooses to see the requested material. 
All visitors to the CFPB’s buildings 
must comply with the applicable secu-
rity procedures. 

(c) Denial of a request. If the CFPB de-
nies a request made pursuant to 
§ 1070.53 of this subpart, it will inform 
the requester in writing of the rea-
son(s) for denial and the procedures for 
appealing the denial. 

§ 1070.55 Special procedures for med-
ical records. 

If an individual requests medical or 
psychological records pursuant to 
§ 1070.53 of this subpart, the CFPB will 
disclose them directly to the requester 
unless the CFPB determines that such 
disclosure could have an adverse effect 
on the requester. If the CFPB makes 
that determination, the CFPB will pro-
vide the information to a licensed phy-
sician or other appropriate representa-
tive that the requester designates, who 
may disclose those records to the re-
quester in a manner he or she deems 
appropriate. 

§ 1070.56 Request for amendment of 
records. 

(a) Procedures for making request. (1) If 
an individual wishes to amend a record 
that pertains to that individual in a 
system of records, that individual may 
submit a request in writing or by elec-
tronic means to the Chief Privacy Offi-
cer, as set forth in section 1070.53(a). 
The request shall be labeled ‘‘Privacy 
Act Amendment Request.’’ 

(2) A request for amendment of a 
record must: 

(i) Identify the system of records con-
taining the record for which amend-
ment is requested; 

(ii) Specify the portion of that record 
requested to be amended; and 

(iii) Describe the nature and reasons 
for each requested amendment. 

(3) When making a request for 
amendment of a record, the CFPB will 
require a requester to verify his or her 
identity under the procedures set forth 
in § 1070.53(c) of this subpart, unless the 
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requester has already done so in a re-
lated request for access or amendment. 

(b) Burden of proof. A request for 
amendment of a record must explain 
why the requester believes the record 
is not accurate, relevant, timely, or 
complete. The requester has the burden 
of proof for demonstrating the appro-
priateness of the requested amend-
ment, and the requester must provide 
relevant and convincing evidence in 
support of the request. 

§ 1070.57 CFPB review of a request for 
amendment of records. 

(a) Time limits. The CFPB will ac-
knowledge a request for amendment of 
records within ten (10) business days 
after it receives the request. In the ac-
knowledgment, the CFPB may request 
additional information necessary for a 
determination on the request for 
amendment. The CFPB will make a de-
termination on a request to amend a 
record promptly. 

(b) Contents of response to a request for 
amendment. When the CFPB responds 
to a request for amendment, the CFPB 
will inform the requester in writing 
whether the request is granted or de-
nied, in whole or in part. If the CFPB 
grants the request, it will take the nec-
essary steps to amend the record and, 
when appropriate and possible, notify 
prior recipients of the record of its ac-
tion. If the CFPB denies the request, in 
whole or in part, it will inform the re-
quester in writing: 

(1) Why the request (or portion of the 
request) was denied; 

(2) That the requester has a right to 
appeal; and 

(3) How to file an appeal. 

§ 1070.58 Appeal of adverse determina-
tion of request for access or amend-
ment. 

(a) Appeal. A requester may appeal a 
denial of a request made pursuant to 
§§ 1070.53 or 1070.56 of this subpart with-
in ten (10) business days after the 
CFPB notifies the requester that it has 
denied the request. 

(b) Content of Appeal. A requester 
may submit an appeal in writing or by 
electronic means as set forth in section 
1070.53(a). The appeal shall be addressed 
to the General Counsel and labeled 

‘‘Privacy Act Appeal.’’ The appeal 
must also: 

(1) Specify the background of the re-
quest; and 

(2) Provide reasons why the requester 
believes the denial is in error. 

(c) Determination. The General Coun-
sel will make a determination as to 
whether to grant or deny an appeal 
within thirty (30) business days from 
the date it is received, unless the Gen-
eral Counsel extends the time for good 
cause. 

(1) If the General Counsel grants an 
appeal regarding a request for amend-
ment, he or she will take the necessary 
steps to amend the record and, when 
appropriate and possible, notify prior 
recipients of the record of its action. 

(2) If the General Counsel denies an 
appeal, he or she will inform the re-
quester of such determination in writ-
ing, including the reasons for the de-
nial, and the requester’s right to file a 
statement of disagreement and to have 
a court review its decision. 

(d) Statement of disagreement. (1) If the 
General Counsel denies an appeal re-
garding a request for amendment, a re-
quester may file a concise statement of 
disagreement with the denial. The 
CFPB will maintain the requester’s 
statement with the record that the re-
quester sought to amend and any dis-
closure of the record will include a 
copy of the requester’s statement of 
disagreement. 

(2) When practicable and appropriate, 
the CFPB will provide a copy of the 
statement of disagreement to any prior 
recipients of the record. 

§ 1070.59 Restrictions on disclosure. 

The CFPB will not disclose any 
record about an individual contained in 
a system of records to any person or 
agency without the prior written con-
sent of that individual unless the dis-
closure is authorized by 5 U.S.C. 
552a(b). Disclosures authorized by 5 
U.S.C. 552a(b) include disclosures that 
are compatible with one or more rou-
tine uses that are contained within the 
CFPB’s Systems of Records Notices, 
which are available on the CFPB’s Web 
site, at http://www.consumerfinance.gov. 



1088 

12 CFR Ch. X (1–1–12 Edition) § 1070.60 

§ 1070.60 Exempt records. 
(a) Exempt systems of records. Pursu-

ant to 5 U.S.C. 552a(k)(2), the CFPB ex-
empts the systems of records listed 
below from 5 U.S.C. 552a(c)(3), (d), 
(e)(1), (e)(4)(G)–(H), and (f), and 
§§ 1070.53 through 1070.59 of this sub-
part, to the extent that such systems 
of records contain investigatory mate-
rials compiled for law enforcement pur-
poses, provided, however, that if any 
individual is denied any right, privi-
lege, or benefit to which he or she 
would otherwise be entitled under fed-
eral law, or for which he or she would 
otherwise be eligible as a result of the 
maintenance of such material, such 
material shall be disclosed to such in-
dividual, except to the extent that the 
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the CFPB under 
an express promise that the identity of 
the source would be held in confidence: 

(1) CFPB.002 Depository Institution 
Supervision Database 

(2) CFPB.003 Non-Depository Institu-
tion Supervision Database 

(3) CFPB.004 Enforcement Database 
(b) Information compiled for civil ac-

tions or proceedings. This regulation 
does not permit an individual to have 
access to any information compiled in 
reasonable anticipation of a civil ac-
tion or proceeding. 

§ 1070.61 Training; rules of conduct; 
penalties for non-compliance. 

(a) Training. The Chief Privacy Offi-
cer shall institute a training program 
to instruct CFPB employees and em-
ployees of Government contractors 
covered by 5 U.S.C. 552a(m), who are in-
volved in the design, development, op-
eration or maintenance of any CFPB 
system of records, on a continuing 
basis with respect to the duties and re-
sponsibilities imposed on them and the 
rights conferred on individuals by the 
Privacy Act, the regulations in this 
part, and any other related regula-
tions. Such training shall provide suit-
able emphasis on the civil and criminal 
penalties imposed on the CFPB and the 
individual employees by the Privacy 
Act for non-compliance with specified 
requirements of the Act as imple-
mented by the regulations in this sub-
part. 

(b) Rules of conduct. The following 
rules of conduct are applicable to em-
ployees of the CFPB (including, to the 
extent required by the contract or 5 
U.S.C. 552a(m), Government contrac-
tors and employees of such contrac-
tors), who are involved in the design, 
development, operation or mainte-
nance of any system of records, or in 
maintain any records, for or on behalf 
of the CFPB. 

(1) The head of each office of the 
CFPB shall be responsible for assuring 
that employees subject to such offi-
cial’s supervision are advised of the 
provisions of the Privacy Act, includ-
ing the criminal penalties and civil li-
abilities provided therein, and the reg-
ulations in this subpart, and that such 
employees are made aware of their in-
dividual and collective responsibilities 
to protect the security of personal in-
formation, to assure its accuracy, rel-
evance, timeliness and completeness, 
to avoid unauthorized disclosure either 
orally or in writing, and to insure that 
no system of records is maintained 
without public notice. 

(2) Employees of the CFPB involved 
in the design, development, operation, 
or maintenance of any system of 
records, or in maintaining any record 
shall: 

(i) Collect no information of a per-
sonal nature from individuals unless 
authorized to collect it to achieve a 
function or carry out a responsibility 
of the CFPB; 

(ii) Collect information, to the extent 
practicable, directly from the indi-
vidual to whom it relates; 

(iii) Inform each individual asked to 
supply information, on the form used 
to collect the information or on a sepa-
rate form that can be retained by the 
individual— 

(A) The authority (whether granted 
by statute, or by executive order of the 
President) which authorizes the solici-
tation of the information and whether 
disclosure of such information is man-
datory or voluntary; 

(B) The principal purpose or purposes 
for which the information is intended 
to be used; 

(C) The routine uses which may be 
made of the information, as published 
pursuant to 5 U.S.C. 552a(e)(4)(D); and 
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(D) The effects on the individual, if 
any, of not providing all or any part of 
the requested information. 

(iv) Not collect, maintain, use or dis-
seminate information concerning an 
individual’s religious or political be-
liefs or activities or membership in as-
sociations or organizations, unless ex-
pressly authorized by statute or by the 
individual about whom the record is 
maintained or unless pertinent to and 
within the scope of an authorized law 
enforcement activity; 

(v) Advise their supervisors of the ex-
istence or contemplated development 
of any record system which is capable 
of retrieving information about indi-
viduals by individual identifier; 

(vi) Assure that no records main-
tained in a CFPB system of records are 
disseminated without the permission of 
the individual about whom the record 
pertains, except when authorized by 5 
U.S.C. 552a(b); 

(vii) Maintain and process informa-
tion concerning individuals with care 
in order to insure that no inadvertent 
disclosure of the information is made 
either within or without the CFPB; 

(viii) Prior to disseminating any 
record about an individual to any per-
son other than an agency, unless the 
dissemination is made pursuant to 5 
U.S.C. 552a(b)(2) of this section, make 
reasonable efforts to assure that such 
records are accurate, complete, timely, 
and relevant for agency purposes; and 

(ix) Assure that an accounting is 
kept in the prescribed form, of all dis-
semination of personal information 
outside the CFPB, whether made orally 
or in writing, unless disclosed under 5 
U.S.C. 552 or subpart B of this part. 

(3) The head of each office of the 
CFPB shall, at least annually, review 
the record systems subject to their su-
pervision to insure compliance with 
the provisions of the Privacy Act of 
1974 and the regulations in this sub-
part. 

§ 1070.62 Preservation of records. 
The CFPB will preserve all cor-

respondence pertaining to the requests 
that it receives under this part, as well 
as copies of all requested records, until 
disposition or destruction is authorized 
by title 44 of the United States Code or 
the National Archives and Records Ad-

ministration’s General Records Sched-
ule 14. Records will not be disposed of 
while they are the subject of a pending 
request, appeal, proceeding, or lawsuit. 

§ 1070.63 Use and collection of Social 
Security numbers. 

The CFPB will ensure that employees 
authorized to collect information are 
aware: 

(a) That individuals may not be de-
nied any right, benefit, or privilege as 
a result of refusing to provide their so-
cial security numbers, unless the col-
lection is authorized either by a stat-
ute or by a regulation issued prior to 
1975; and 

(b) That individuals requested to pro-
vide their social security numbers 
must be informed of: 

(1) Whether providing social security 
numbers is mandatory or voluntary; 

(2) Any statutory or regulatory au-
thority that authorizes the collection 
of social security numbers; and 

(3) The uses that will be made of the 
numbers. 

PART 1080—RULES RELATING TO 
INVESTIGATIONS 

Sec. 
1080.1 Scope. 
1080.2 Definitions. 
1080.3 Policy as to private controversies. 
1080.4 By whom conducted. 
1080.5 Notification of purpose. 
1080.6 Civil investigative demands. 
1080.7 Investigational hearings. 
1080.8 Withholding requested material. 
1080.9 Rights of witnesses in investigations. 
1080.10 Noncompliance with civil investiga-

tive demands. 
1080.11 Disposition. 
1080.12 Orders requiring witnesses to testify 

or provide other information and grant-
ing immunity. 

1080.13 Custodians. 
1080.14 Confidential treatment of demand 

material and non-public nature of inves-
tigations. 

AUTHORITY: Pub. L. 111–203, Title X. 

SOURCE: 76 FR 45170, July 28, 2011, unless 
otherwise noted. 

§ 1080.1 Scope. 
The rules of this part apply to Bu-

reau investigations conducted pursuant 
to section 1052 of the Act, 12 U.S.C. 
5562. 
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