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submitted to the Commission pursuant 
to § 49.3(a)(5) of this part. 

(3) Promptly upon discovery of any 
material error or omission made in a 
previously filed compliance report, the 
chief compliance officer shall file an 
amendment with the Commission to 
correct any material error or omission. 
An amendment shall contain the oath 
or certification required under para-
graph (e)(67) of this section. 

(4) A registered swap data repository 
may request the Commission for an ex-
tension of time to file its compliance 
report based on substantial, undue 
hardship. Extensions for the filing 
deadline may be granted at the discre-
tion of the Commission. 

(g) Recordkeeping. (1) The registered 
swap data repository shall maintain: 

(i) A copy of the written policies and 
procedures, including the code of ethics 
and conflicts of interest policies adopt-
ed in furtherance of compliance with 
the Act and Commission regulations; 

(ii) Copies of all materials, including 
written reports provided to the board 
of directors or senior officer in connec-
tion with the review of the annual 
compliance report under paragraph 
(f)(1) of this section and the board min-
utes or similar written record of such 
review, that record the submission of 
the annual compliance report to the 
board of directors or senior officer; and 

(iii) Any records relevant to the reg-
istered swap data repository’s annual 
compliance report, including, but not 
limited to, work papers and other docu-
ments that form the basis of the re-
port, and memoranda, correspondence, 
other documents, and records that are: 

(A) Created, sent or received in con-
nection with the annual compliance re-
port and 

(B) Contain conclusions, opinions, 
analyses, or financial data related to 
the annual compliance report. 

(2) The registered swap data reposi-
tory shall maintain records in accord-
ance with § 1.31 of this chapter. 

§ 49.23 Emergency authority policies 
and procedures. 

(a) Emergency policies and procedures 
required. A registered swap data reposi-
tory shall establish policies and proce-
dures for the exercise of emergency au-
thority in the event of any emergency, 

including but not limited to natural, 
man-made, and information technology 
emergencies. Such policies and proce-
dures shall also require a swap data re-
pository to exercise its emergency au-
thority upon request by the Commis-
sion. A swap data repository’s policies 
and procedures for the exercise of 
emergency authority shall be trans-
parent to the Commission and to mar-
ket participants whose swap trans-
action data resides at the swap data re-
pository. 

(b) Invocation of emergency authority. 
A registered swap data repository’s 
policies and procedures for the exercise 
of emergency authority shall enu-
merate the circumstances under which 
the swap data repository is authorized 
to invoke its emergency authority and 
the procedures that it shall follow to 
declare an emergency. Such policies 
and procedures shall also address the 
range of measures that it is authorized 
to take when exercising such emer-
gency authority. 

(c) Designation of persons authorized to 
act in an emergency. A registered swap 
data repository shall designate one or 
more officials of the swap data reposi-
tory as persons authorized to exercise 
emergency authority on its behalf. A 
swap data repository shall also estab-
lish a chain of command to be used in 
the event that the designated person(s) 
is unavailable. A swap data repository 
shall notify the Commission of the per-
son(s) designated to exercise emer-
gency authority. 

(d) Conflicts of interest. A registered 
swap data repository’s policies and pro-
cedures for the exercise of emergency 
authority shall include provisions to 
avoid conflicts of interest in any deci-
sions made pursuant to emergency au-
thority. Such policies and procedures 
shall also include provisions to consult 
the swap data repository’s chief com-
pliance officer in any emergency deci-
sion that may raise potential conflicts 
of interest. 

(e) Notification to the Commission. A 
registered swap data repository’s poli-
cies and procedures for the exercise of 
emergency authority shall include pro-
visions to notify the Commission as 



812 

17 CFR Ch. I (4–1–12 Edition) § 49.24 

soon as reasonably practicable regard-
ing any invocation of emergency au-
thority. When notifying the Commis-
sion of any exercise of emergency au-
thority, a swap data repository shall 
explain the reasons for taking such 
emergency action, explain how con-
flicts of interest were minimized, and 
document the decision-making process. 
Underlying documentation shall be 
made available to the Commission 
upon request. 

§ 49.24 System safeguards. 
(a) Each registered swap data reposi-

tory shall, with respect to all swap 
data in its custody: 

(1) Establish and maintain a program 
of risk analysis and oversight to iden-
tify and minimize sources of oper-
ational risk through the development 
of appropriate controls and procedures 
and the development of automated sys-
tems that are reliable, secure, and have 
adequate scalable capacity; 

(2) Establish and maintain emer-
gency procedures, backup facilities, 
and a business continuity-disaster re-
covery plan that allow for the timely 
recovery and resumption of operations 
and the fulfillment of the duties and 
obligations of the swap data reposi-
tory; and 

(3) Periodically conduct tests to 
verify that backup resources are suffi-
cient to ensure continued fulfillment of 
all duties of the swap data repository 
established by the Act or the Commis-
sion’s regulations. 

(b) A registered swap data reposi-
tory’s program of risk analysis and 
oversight with respect to its operations 
and automated systems shall address 
each of the following categories of risk 
analysis and oversight: 

(1) Information security; 
(2) Business continuity—disaster re-

covery planning and resources; 
(3) Capacity and performance plan-

ning; 
(4) Systems operations; 
(5) Systems development and quality 

assurance; and 
(6) Physical security and environ-

mental controls. 
(c) In addressing the categories of 

risk analysis and oversight required 
under paragraph (b) of this section, a 
registered swap data repository should 

follow generally accepted standards 
and best practices with respect to the 
development, operation, reliability, se-
curity, and capacity of automated sys-
tems. 

(d) A registered swap data repository 
shall maintain a business continuity— 
disaster recovery plan and business 
continuity—disaster recovery re-
sources, emergency procedures, and 
backup facilities sufficient to enable 
timely recovery and resumption of its 
operations and resumption of its ongo-
ing fulfillment of its duties and obliga-
tions as a swap data repository fol-
lowing any disruption of its operations. 
Such duties and obligations include, 
without limitation, the duties set forth 
in § 49.9 and the core principles set 
forth in § 49.19; and maintenance of a 
comprehensive audit trail. The swap 
data repository’s business continuity— 
disaster recovery plan and resources 
generally should enable resumption of 
the swap data repository’s operations 
and resumption of ongoing fulfillment 
of the swap data repository’s duties 
and obligations during the next busi-
ness day following the disruption. 

(e) Registered swap data repositories 
determined by the Commission to be 
critical swap data repositories are sub-
ject to more stringent requirements as 
set forth below. 

(1) Each swap data repository that 
the Commission determines is critical 
must maintain a disaster recovery plan 
and business continuity and disaster 
recovery resources, including infra-
structure and personnel, sufficient to 
enable it to achieve a same-day recov-
ery time objective in the event that its 
normal capabilities become tempo-
rarily inoperable for any reason up to 
and including a wide-scale disruption. 

(2) A same-day recovery time objec-
tive is a recovery time objective within 
the same business day on which normal 
capabilities become temporarily inop-
erable for any reason up to and includ-
ing a wide-scale disruption. 

(3) To ensure its ability to achieve a 
same-day recovery time objective in 
the event of a wide-scale disruption, 
each swap data repository that the 
Commission determines is critical 
must maintain a degree of geographic 
dispersal of both infrastructure and 
personnel such that: 
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