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(1) Disclosure of proprietary informa-
tion to any person not granted access 
to that information by protective 
order, including an official of the De-
partment or member of the Secretariat 
staff not directly involved with the 
panel review pursuant to which the 
proprietary information was released, 
an employee of any other United 
States, foreign government or inter-
national agency, or a member of the 
United States Congress, the Canadian 
Parliament, or the Mexican Congress. 

(2) Failure to follow the detailed pro-
cedures outlined in the protective 
order for safeguarding proprietary in-
formation, including maintaining a log 
showing when each proprietary docu-
ment is used, and by whom, and requir-
ing all employees who obtain access to 
proprietary information (under the 
terms of a protective order granted 
their employer) to sign and date a copy 
of that protective order. 

(3) Loss of proprietary information. 
(4) Failure to return or destroy all 

copies of the original documents and 
all notes, memoranda, and submissions 
containing proprietary information at 
the close of the proceeding for which 
the data were obtained by burning or 
shredding of the documents or by eras-
ing electronic memory, computer disk, 
or tape memory, as set forth in the 
protective order. 

(5) Failure to delete proprietary in-
formation from the public version of a 
brief or other correspondence filed with 
the Secretariat. 

(6) Disclosure of proprietary informa-
tion during a public hearing. 

(e) Each day of a continuing viola-
tion shall constitute a separate viola-
tion. 

§ 356.15 Initiation of proceedings. 
(a) If the Deputy Under Secretary 

concludes, after an investigation and 
report by the Director under § 356.14(c) 
and consultation with the Chief Coun-
sel, that there is reasonable cause to 
believe that a person has violated a 
protective order or a disclosure under-
taking and that sanctions are appro-
priate for the violation, the Deputy 
Under Secretary will, at the Deputy 
Under Secretary’s discretion, either 
initiate a proceeding under this sub-
part by issuing a charging letter as set 

forth in § 356.16 or request that the au-
thorized agency of the involved FTA 
country initiate a proceeding by 
issuing a request to charge as set forth 
in § 356.17. In determining whether 
sanctions are appropriate and, if so, 
what sanctions to impose, the Deputy 
Under Secretary will consider the na-
ture of the violation, the resulting 
harm, and other relevant cir-
cumstances of the case. The Deputy 
Under Secretary will decide whether to 
initiate a proceeding no later than 60 
days after receiving a report of the in-
vestigation. 

(b) If the Department receives a re-
quest to charge from an authorized 
agency of a FTA country, the Deputy 
Under Secretary will promptly initiate 
proceedings under this part by issuing 
a charging letter as set forth in § 356.16. 

§ 356.16 Charging letter. 

(a) Contents of letter. The Deputy 
Under Secretary will initiate pro-
ceedings by issuing a charging letter to 
each charged party and affected party 
which includes: 

(1) A statement of the allegation that 
a protective order or a disclosure un-
dertaking has been violated and the 
basis thereof; 

(2) A statement of the proposed sanc-
tions; 

(3) A statement that the charged or 
affected party is entitled to review the 
documents or other physical evidence 
upon which the charge is based and the 
method for requesting access to, or 
copies of, such documents; 

(4) A statement that the charged or 
affected party is entitled to a hearing 
before an administrative law judge if 
requested within 30 days of the date of 
service of the charging letter and the 
procedure for requesting a hearing, in-
cluding the name, address, and tele-
phone number of the person to contact 
if there are further questions; 

(5) A statement that the charged or 
affected party has a right, if a hearing 
is not requested, to submit documen-
tary evidence to the Deputy Under Sec-
retary and an explanation of the meth-
od for submitting evidence and the 
date by which it must be received; and 

(6) A statement that the charged or 
affected party has a right to retain 
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counsel at the party’s own expense for 
purposes of representation. 

(b) Settlement and amendment of the 
charging letter. The Deputy Under Sec-
retary may amend, supplement, or 
withdraw the charging letter at any 
time with the approval of an adminis-
trative law judge if the interests of jus-
tice would thereby be served. If a hear-
ing has not been requested, the Deputy 
Under Secretary will ask the Under 
Secretary to appoint an administrative 
law judge to make this determination. 
If a charging letter is withdrawn after 
a request for a hearing, the administra-
tive law judge will determine whether 
the withdrawal will bar the Deputy 
Under Secretary from seeking sanc-
tions at a later date for the same al-
leged violation. If there has been no re-
quest for a hearing, or if supporting in-
formation has not been submitted 
under § 356.28, the withdrawal will not 
bar future actions on the same alleged 
violation. The Deputy Under Secretary 
and a charged or affected party may 
settle a charge brought under this sub-
part by mutual agreement at any time 
after service of the charging letter; ap-
proval of the administrative law judge 
or the APO Sanctions Board is not nec-
essary. 

(c) Service of charging letter on a resi-
dent of the United States. (1) Service of 
a charging letter on a United States 
resident will be made by: 

(i) Mailing a copy by registered or 
certified mail addressed to the charged 
or affected party at the party’s last 
known address; 

(ii) Leaving a copy with the charged 
or affected party or with an officer, a 
managing or general agent, or any 
other agent authorized by appointment 
or by law to receive service for the 
party; or 

(iii) Leaving a copy with a person of 
suitable age and discretion who resides 
at the party’s last known dwelling. 

(2) Service made in the manner de-
scribed in paragraph (c)(1) (ii) or (iii) of 
this section shall be evidenced by a 
certificate of service signed by the per-
son making such service, stating the 
method of service and the identity of 
the person with whom the charging let-
ter was left. 

(d) Service of charging letter on a non- 
resident. If applicable laws or intergov-

ernmental agreements or under-
standings make the methods of service 
set forth in paragraph (c) of this sec-
tion inappropriate or ineffective, serv-
ice of the charging letter on a person 
who is not a resident of the United 
States may be made by any method 
that is permitted by the country in 
which the person resides and that, in 
the opinion of the Deputy Under Sec-
retary, satisfies due process require-
ments under United States law with re-
spect to notice in administrative pro-
ceedings. 

§ 356.17 Request to charge. 
Upon deciding to initiate a pro-

ceeding pursuant to § 356.15, the Deputy 
Under Secretary will request the au-
thorized agency of the involved FTA 
country to initiate a proceeding for im-
posing sanctions for violation of a pro-
tective order or a disclosure under-
taking by issuing a letter of request to 
charge that includes a statement of the 
allegation that a protective order or a 
disclosure undertaking has been vio-
lated and the basis thereof. 

§ 356.18 Interim sanctions. 
(a) If the Deputy Under Secretary 

concludes, after issuing a charging let-
ter under § 356.16 and before a final de-
cision is rendered, that interim sanc-
tions are necessary to protect the in-
terests of the Department, an author-
ized agency of the involved FTA coun-
try, or others, including the protection 
of proprietary information, the Deputy 
Under Secretary may petition an ad-
ministrative law judge to impose such 
sanctions. 

(b) The administrative law judge may 
impose interim sanctions against a per-
son upon determining that: 

(1) There is probable cause to believe 
that there was a violation of a protec-
tive order or a disclosure undertaking 
and the Department is likely to prevail 
in obtaining sanctions under this sub-
part; 

(2) The Department, authorized agen-
cy of the involved FTA country, or oth-
ers are likely to suffer irreparable 
harm if the interim sanctions are not 
imposed; and 

(3) The interim sanctions are a rea-
sonable means for protecting the rights 
of the Department, authorized agency 
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