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(j) UC information and State UC infor-
mation means information in the 
records of a State or State UC agency 
that pertains to the administration of 
the State UC law. This term includes 
those State wage reports collected 
under the IEVS (Section 1137 of the So-
cial Security Act (SSA)) that are ob-
tained by the State UC agency for de-
termining UC monetary eligibility or 
are downloaded to the State UC agen-
cy’s files as a result of a crossmatch 
but does not otherwise include those 
wage reports. It does not include infor-
mation in a State’s Directory of New 
Hires, but does include any such infor-
mation that has been disclosed to the 
State UC agency for use in the UC pro-
gram. It also does not include the per-
sonnel or fiscal information of a State 
UC agency. 

(k) Wage information means informa-
tion in the records of a State UC agen-
cy (and, for purposes of § 603.23 (IEVS)), 
information reported under provisions 
of State law which fulfill the require-
ments of Section 1137, SSA) about 
the— 

(1) Wages paid to an individual, 
(2) Social security account number 

(or numbers, if more than one) of such 
individual, and 

(3) Name, address, State, and the 
Federal employer identification num-
ber of the employer who paid such 
wages to such individual. 

Subpart B—Confidentiality and 
Disclosure Requirements 

§ 603.3 What is the purpose and scope 
of this subpart? 

This subpart implements the basic 
confidentiality requirement derived 
from Section 303(a)(1), SSA, and the 
disclosure requirements of Sections 
303(a)(7), (c)(1), (d), (e), (h), and (i), 
SSA, and Section 3304(a)(16), Federal 
Unemployment Tax Act (FUTA). This 
subpart also establishes uniform min-
imum requirements for the payment of 
costs, safeguards, and data-sharing 
agreements when UC information is 
disclosed, and for conformity and sub-
stantial compliance with this proposed 
rule. This subpart applies to States and 
State UC agencies, as defined in 
§ 603.2(f) and (g), respectively. 

§ 603.4 What is the confidentiality re-
quirement of Federal UC law? 

(a) Statute. Section 303(a)(1) of the 
SSA (42 U.S.C. 503(a)(1)) provides that, 
for the purposes of certification of pay-
ment of granted funds to a State under 
Section 302(a) (42 U.S.C. 502(a)), State 
law must include provision for such 
methods of administration as are found 
by the Secretary of Labor to be reason-
ably calculated to insure full payment 
of unemployment compensation when 
due. 

(b) Interpretation. The Department of 
Labor interprets Section 303(a)(1), SSA, 
to mean that ‘‘methods of administra-
tion’’ that are reasonably calculated to 
insure the full payment of UC when due 
must include provision for maintaining 
the confidentiality of any UC informa-
tion which reveals the name or any 
identifying particular about any indi-
vidual or any past or present employer 
or employing unit, or which could 
foreseeably be combined with other 
publicly available information to re-
veal any such particulars, and must in-
clude provision for barring the disclo-
sure of any such information, except as 
provided in this part. 

(c) Application. Each State law must 
contain provisions that are interpreted 
and applied consistently with the in-
terpretation in paragraph (b) of this 
section and with this subpart, and 
must provide penalties for any disclo-
sure of confidential UC information 
that is inconsistent with any provision 
of this subpart. 

§ 603.5 What are the exceptions to the 
confidentiality requirement? 

The following are exceptions to the 
confidentiality requirement. Disclo-
sure of confidential UC information is 
permissible under the exceptions in 
paragraphs (a) through (g) of this sec-
tion only if authorized by State law 
and if such disclosure does not inter-
fere with the efficient administration 
of the State UC law. Disclosure of con-
fidential UC information is permissible 
under the exceptions in paragraphs (h) 
and (i) of this section without such re-
strictions. 

(a) Public domain information. The 
confidentiality requirement of § 603.4 
does not apply to public domain infor-
mation, as defined at § 603.2(c). 
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(b) UC appeals records. Disclosure of 
appeals records and decisions, and prec-
edential determinations on coverage of 
employers, employment, and wages, is 
permissible provided all social security 
account numbers have been removed 
and such disclosure is otherwise con-
sistent with Federal and State law. 

(c) Individual or employer. Disclosure 
for non-UC purposes, of confidential UC 
information about an individual to 
that individual, or of confidential UC 
information about an employer to that 
employer, is permissible. 

(d) Informed consent. Disclosure of 
confidential UC information on the 
basis of informed consent is permis-
sible in the following circumstances— 

(1) Agent—to one who acts for or in 
the place of an individual or an em-
ployer by the authority of that indi-
vidual or employer if— 

(i) In general— 
(A) The agent presents a written re-

lease (which may include an electroni-
cally submitted release that the State 
determines is authentic) from the indi-
vidual or employer being represented; 

(B) When a written release is impos-
sible or impracticable to obtain, the 
agent presents such other form of con-
sent as is permitted by the State UC 
agency in accordance with State law; 

(ii) In the case of an elected official 
performing constituent services, the 
official presents reasonable evidence 
(such as a letter from the individual or 
employer requesting assistance or a 
written record of a telephone request 
from the individual or employer) that 
the individual or employer has author-
ized such disclosure; or 

(iii) In the case of an attorney re-
tained for purposes related to the 
State’s UC law, the attorney asserts 
that he or she is representing the indi-
vidual or employer. 

(2) Third party (other than an agent) or 
disclosure made on an ongoing basis—to a 
third party that is not acting as an 
agent or that receives confidential in-
formation following an informed con-
sent disclosure on an ongoing basis 
(even if such entity is an agent), but 
only if that entity obtains a written re-
lease from the individual or employer 
to whom the information pertains. 

(i) The release must be signed and 
must include a statement— 

(A) Specifically identifying the infor-
mation that is to be disclosed; 

(B) That State government files will 
be accessed to obtain that information; 

(C) Of the specific purpose or pur-
poses for which the information is 
sought and a statement that informa-
tion obtained under the release will 
only be used for that purpose or pur-
poses; and 

(D) Indicating all the parties who 
may receive the information disclosed. 

(ii) The purpose specified in the re-
lease must be limited to— 

(A) Providing a service or benefit to 
the individual signing the release that 
such individual expects to receive as a 
result of signing the release; or 

(B) Carrying out administration or 
evaluation of a public program to 
which the release pertains. 

NOTE TO PARAGRAPH (d): The Electronic 
Signatures in Global and National Com-
merce Act of 2000 (E-Sign), Pub. L. 106–229, 
may apply where a party wishes to effec-
tuate electronically an informed consent re-
lease (§ 603.5(d)(2)) or a disclosure agreement 
(§ 603.10(a)) with an entity that uses informed 
consent releases. E-Sign, among other 
things, sets forth the circumstances under 
which electronic signatures, contracts, and 
other records relating to such transactions 
(in lieu of paper documents) are legally bind-
ing. Thus, an electronic communication may 
suffice under E-Sign to establish a legally 
binding contract. The States will need to 
consider E-Sign’s application to these in-
formed consent releases and disclosure 
agreements. In particular, a State must, to 
conform and substantially comply with this 
regulation, assure that these informed con-
sent releases and disclosure agreements are 
legally enforceable. If an informed consent 
release or disclosure agreement is to be ef-
fectuated electronically, the State must de-
termine whether E-Sign applies to that 
transaction, and, if so, make certain that the 
transaction satisfies the conditions imposed 
by E-Sign. The State must also make certain 
that the electronic transaction complies 
with every other condition necessary to 
make it legally enforceable. 

(e) Public official. Disclosure of con-
fidential UC information to a public of-
ficial for use in the performance of his 
or her official duties is permissible. 
‘‘Performance of official duties’’ means 
administration or enforcement of law 
or the execution of the official respon-
sibilities of a Federal, State, or local 
elected official. Administration of law 
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includes research related to the law ad-
ministered by the public official. Exe-
cution of official responsibilities does 
not include solicitation of contribu-
tions or expenditures to or on behalf of 
a candidate for public or political of-
fice or a political party. 

(f) Agent or contractor of public official. 
Disclosure of confidential UC informa-
tion to an agent or contractor of a pub-
lic official to whom disclosure is per-
missible under paragraph (e) of this 
section. 

(g) Bureau of Labor Statistics. The con-
fidentiality requirement does not apply 
to information collected exclusively 
for statistical purposes under a cooper-
ative agreement with the Bureau of 
Labor Statistics (BLS). Further, this 
part does not restrict or impose any 
condition on the transfer of any other 
information to the BLS under an 
agreement, or the BLS’s disclosure or 
use of such information. 

(h) Court order; official with subpoena 
authority. Disclosure of confidential UC 
information in response to a court 
order or to an official with subpoena 
authority is permissible as specified in 
§ 603.7(b). 

(i) UC Program Oversight and Audits. 
The confidentiality requirement does 
not apply to any disclosure to a Fed-
eral official for purposes of UC program 
oversight and audits, including disclo-
sures under 20 CFR part 601 and 29 CFR 
parts 96 and 97. 

§ 603.6 What disclosures are required 
by this subpart? 

(a) The confidentiality requirement 
of 303(a)(1), SSA, and § 603.4 are not ap-
plicable to this paragraph (a) and the 
Department of Labor interprets Sec-
tion 303(a)(1), SSA, as requiring disclo-
sure of all information necessary for 
the proper administration of the UC 
program. This includes disclosures to 
claimants, employers, the Internal 
Revenue Service (for purposes of UC 
tax administration), and the U.S. Citi-
zenship and Immigration Services (for 
purposes of verifying a claimant’s im-
migration status). 

(b) In addition to Section 303(f), SSA 
(concerning an IEVS), which is ad-
dressed in subpart C, the following pro-
visions of Federal UC law also specifi-
cally require disclosure of State UC in-

formation and State-held information 
pertaining to the Federal UC and ben-
efit programs of Unemployment Com-
pensation for Federal Employees 
(UCFE), Unemployment Compensation 
for Ex-Servicemembers (UCX), Trade 
Adjustment Assistance (TAA) (except 
for confidential business information 
collected by States), Disaster Unem-
ployment Assistance (DUA), and any 
Federal UC benefit extension program: 

(1) Section 303(a)(7), SSA, requires 
State law to provide for making avail-
able, upon request, to any agency of 
the United States charged with the ad-
ministration of public works or assist-
ance through public employment, dis-
closure of the following information 
with respect to each recipient of UC— 

(i) Name; 
(ii) Address; 
(iii) Ordinary occupation; 
(iv) Employment status; and 
(v) A statement of such recipient’s 

rights to further compensation under 
the State law. 

(2) Section 303(c)(1), SSA, requires 
each State to make its UC records 
available to the Railroad Retirement 
Board, and to furnish such copies of its 
UC records to the Railroad Retirement 
Board as the Board deems necessary for 
its purposes. 

(3) Section 303(d)(1), SSA, requires 
each State UC agency, for purposes of 
determining an individual’s eligibility 
benefits, or the amount of benefits, 
under a food stamp program estab-
lished under the Food Stamp Act of 
1977, to disclose, upon request, to offi-
cers and employees of the Department 
of Agriculture, and to officers or em-
ployees of any State food stamp agen-
cy, any of the following information 
contained in the records of the State 
UC agency— 

(i) Wage information, 
(ii) Whether an individual is receiv-

ing, has received, or has made applica-
tion for, UC, and the amount of any 
such compensation being received, or 
to be received, by such individual, 

(iii) The current (or most recent) 
home address of such individual, and 

(iv) Whether an individual has re-
fused an offer of employment and, if so, 
a description of the employment so of-
fered and the terms, conditions, and 
rate of pay therefore. 
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