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1311.45 Requirements for registrants that 
allow powers of attorney to obtain CSOS 
digital certificates under their DEA reg-
istration. 

1311.50 Requirements for recipients of 
digitally signed orders. 

1311.55 Requirements for systems used to 
process digitally signed orders. 

1311.60 Recordkeeping. 

Subpart C—Electronic Prescriptions 

1311.100 General. 
1311.102 Practitioner responsibilities. 
1311.105 Requirements for obtaining an au-

thentication credential—Individual prac-
titioners. 

1311.110 Requirements for obtaining an au-
thentication credential—Individual prac-
titioners eligible to use an electronic 
prescription application of an institu-
tional practitioner. 

1311.115 Additional requirements for two- 
factor authentication. 

1311.116 Additional requirements for bio-
metrics. 

1311.120 Electronic prescription application 
requirements. 

1311.125 Requirements for establishing log-
ical access control—Individual practi-
tioner. 

1311.130 Requirements for establishing log-
ical access control—Institutional practi-
tioner. 

1311.135 Requirements for creating a con-
trolled substance prescription. 

1311.140 Requirements for signing a con-
trolled substance prescription. 

1311.145 Digitally signing the prescription 
with the individual practitioner’s private 
key. 

1311.150 Additional requirements for inter-
nal application audits. 

1311.170 Transmission requirements. 
1311.200 Pharmacy responsibilities. 
1311.205 Pharmacy application require-

ments. 
1311.210 Archiving the initial record. 
1311.215 Internal audit trail. 
1311.300 Application provider require-

ments—Third-party audits or certifi-
cations. 

1311.302 Additional application provider re-
quirements. 

1311.305 Recordkeeping. 

AUTHORITY: 21 U.S.C. 821, 828, 829, 871(b), 
958(e), 965, unless otherwise noted. 

SOURCE: 70 FR 16915, Apr. 1, 2005, unless 
otherwise noted. 

Subpart A—General 

§ 1311.01 Scope. 
This part sets forth the rules gov-

erning the creation, transmission, and 

storage of electronic orders and pre-
scriptions. 

[75 FR 16310, Mar. 31, 2010] 

§ 1311.02 Definitions. 
Any term contained in this part shall 

have the definition set forth in section 
102 of the Act (21 U.S.C. 802) or part 
1300 of this chapter. 

[75 FR 16310, Mar. 31, 2010] 

§ 1311.05 Standards for technologies 
for electronic transmission of or-
ders. 

(a) A registrant or a person with 
power of attorney to sign orders for 
Schedule I and II controlled substances 
may use any technology to sign and 
electronically transmit orders if the 
technology provides all of the fol-
lowing: 

(1) Authentication: The system must 
enable a recipient to positively verify 
the signer without direct communica-
tion with the signer and subsequently 
demonstrate to a third party, if needed, 
that the sender’s identity was properly 
verified. 

(2) Nonrepudiation: The system must 
ensure that strong and substantial evi-
dence is available to the recipient of 
the sender’s identity, sufficient to pre-
vent the sender from successfully deny-
ing having sent the data. This criterion 
includes the ability of a third party to 
verify the origin of the document. 

(3) Message integrity: The system 
must ensure that the recipient, or a 
third party, can determine whether the 
contents of the document have been al-
tered during transmission or after re-
ceipt. 

(b) DEA has identified the following 
means of electronically signing and 
transmitting order forms as meeting 
all of the standards set forth in para-
graph (a) of this section. 

(1) Digital signatures using Public 
Key Infrastructure (PKI) technology. 

(2) [Reserved] 

§ 1311.08 Incorporation by reference. 
(a) These incorporations by reference 

were approved by the Director of the 
Federal Register in accordance with 5 
U.S.C. 552(a) and 1 CFR part 51. Copies 
may be inspected at the Drug Enforce-
ment Administration, 600 Army Navy 
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