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(c) Any prescription not signed in the
manner required by this section shall
not be transmitted.

§1311.145 Digitally signing the pre-
scription with the individual practi-
tioner’s private key.

(a) An individual practitioner who
has obtained a digital certificate as
provided in §1311.105 may digitally sign
a controlled substance prescription
using the private key associated with
his digital certificate.

(b) The electronic prescription appli-
cation must require the individual
practitioner to complete a two-factor
authentication protocol as specified in
§1311.140(a)(4) to use his private key.

(c) The electronic prescription appli-
cation must digitally sign at least all
information required under part 1306 of
this chapter.

(d) The electronic prescription appli-
cation must electronically archive the
digitally signed record.

(e) A prescription that is digitally
signed with a practitioner’s private
key may be transmitted to a pharmacy
without the digital signature.

(f) If the electronic prescription is
transmitted without the digital signa-
ture, the electronic prescription appli-
cation must check the certificate rev-
ocation list of the certification author-
ity that issued the practitioner’s dig-
ital certificate. If the digital certifi-
cate is not valid, the electronic pre-
scription application must not trans-
mit the prescription. The certificate
revocation list may be cached until the
certification authority issues a new
certificate revocation list.

(g) When the individual practitioner
digitally signs a controlled substance
prescription with the private key asso-
ciated with his own digital certificate
obtained as provided under §1311.105,
the electronic prescription application
is not required to digitally sign the
prescription using the application’s
private key.

§1311.150 Additional requirements for
internal application audits.

(a) The application provider must es-
tablish and implement a list of
auditable events. Auditable events
must, at a minimum, include the fol-
lowing:

§1311.170

(1) Attempted unauthorized access to
the electronic prescription application,
or successful unauthorized access
where the determination of such is fea-
sible.

(2) Attempted unauthorized modifica-
tion or destruction of any information
or records required by this part, or suc-
cessful unauthorized modification or
destruction of any information or
records required by this part where the
determination of such is feasible.

(3) Interference with application op-
erations of the prescription applica-
tion.

(4) Any setting of or change to log-
ical access controls related to the
issuance of controlled substance pre-
scriptions.

(5) Attempted or successful inter-
ference with audit trail functions.

(6) For application service providers,
attempted or successful creation,
modification, or destruction of con-
trolled substance prescriptions or log-
ical access controls related to con-
trolled substance prescriptions by any
agent or employee of the application
service provider.

(b) The electronic prescription appli-
cation must analyze the audit trail at
least once every calendar day and gen-
erate an incident report that identifies
each auditable event.

(c) Any person designated to set log-
ical access controls under §§1311.125 or
1311.130 must determine whether any
identified auditable event represents a
security incident that compromised or
could have compromised the integrity
of the prescription records. Any such
incidents must be reported to the elec-
tronic prescription application pro-
vider and the Administration within
one business day.

§1311.170 Transmission requirements.

(a) The electronic prescription appli-
cation must transmit the electronic
prescription as soon as possible after
signature by the practitioner.

(b) The electronic prescription appli-
cation may print a prescription that
has been transmitted only if an inter-
mediary or the designated pharmacy
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