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Department of State § 9.6 

projects, plans, or protection services 
relating to the national security, 
which includes defense against 
transnational terrorism; or 

(viii) Weapons of mass destruction. 
(2) In classifying information, the 

public’s interest in access to govern-
ment information must be balanced 
against the need to protect national se-
curity information. 

(3) In no case shall information be 
classified in order to conceal violations 
of law, inefficiency, or administrative 
error, or to prevent embarrassment to 
a person, organization, or agency, to 
restrain competition, or to prevent or 
delay the release of information that 
does not require protection in the in-
terest of the national security. 

(4) A reference to classified docu-
ments that does not directly or indi-
rectly disclose classified information 
may not be classified or used as a basis 
for classification. 

(5) Only information owned by, pro-
duced by or for, or under the control of 
the U.S. Government may be classified. 

(6) The unauthorized disclosure of 
foreign government information is pre-
sumed to cause damage to national se-
curity. 

(d) Duration of classification. (1) Infor-
mation shall be classified for as long as 
is required by national security consid-
erations, subject to the limitations set 
forth in section 1.5 of the Executive 
Order. When it can be determined, a 
specific date or event for declassifica-
tion in less than 10 years shall be set 
by the original classification authority 
at the time the information is origi-
nally classified. If a specific date or 
event for declassification cannot be de-
termined, information shall be marked 
for declassification 10 years from the 
date of the original decision, unless the 
original classification authority deter-
mines that the sensitivity of the infor-
mation requires that it shall be 
marked for declassification for up to 25 
years. 

(2) An original classification author-
ity may extend the duration of classi-
fication, change the level of classifica-
tion, or reclassify specific information 
only when the standards and proce-
dures for classifying information under 
the Executive Order are met. 

(3) Information marked for an indefi-
nite duration of classification under 
predecessor orders, such as ‘‘Origi-
nating Agency’s Determination Re-
quired’’ (OADR) or containing no de-
classification instructions shall be sub-
ject to the declassification provisions 
of Part 3 of the Order, including the 
provisions of section 3.3 regarding 
automatic declassification of records 
older than 25 years. 

§ 9.5 Original classification authority. 

(a) Authority for original classifica-
tion of information as Top Secret may 
be exercised by the Secretary and those 
officials delegated this authority in 
writing by the Secretary. Such author-
ity has been delegated to the Deputy 
Secretary, the Under Secretaries, As-
sistant Secretaries and other Executive 
Level IV officials and their deputies; 
Chiefs of Mission, Charge d’Affaires, 
and Principal Officers at autonomous 
posts abroad; and to other officers 
within the Department as set forth in 
Department Notice dated May 26, 2000. 

(b) Authority for original classifica-
tion of information as Secret or Con-
fidential may be exercised only by the 
Secretary, the Senior Agency Official, 
and those officials delegated this au-
thority in writing by the Secretary or 
the Senior Agency Official. Such au-
thority has been delegated to Office Di-
rectors and Division Chiefs in the De-
partment, Section Heads in Embassies 
and Consulates abroad, and other offi-
cers within the Department as set 
forth in Department Notice dated May 
26, 2000. In the absence of the Secret or 
Confidential classification authority, 
the person designated to act for that 
official may exercise that authority. 

§ 9.6 Derivative classification. 

(a) Definition. Derivative classifica-
tion is the incorporating, paraphrasing, 
restating or generating in new form in-
formation that is already classified and 
the marking of the new material con-
sistent with the classification of the 
source material. Duplication or repro-
duction of existing classified informa-
tion is not derivative classification. 

(b) Responsibility. Information classi-
fied derivatively from other classified 
information shall be classified and 
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