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(vii) System exception information
(e.g., changes to system parameters,
corrections, overrides, voids, etc.) must
be maintained.

(4) Procedures must be established
and implemented to ensure access list-
ings are maintained which include at a
minimum:

(i) User name or identification num-
ber (or equivalent); and

(ii) Listing of functions the user can
perform or equivalent means of identi-
fying same.

(d) Adequate backup and recovery
procedures must be in place that in-
clude:

(1) Daily backup of data files—(i)
Backup of all programs. Backup of pro-
grams is not required if the program
can be reinstalled.

(ii) Secured storage of all backup
data files and programs, or other ade-
quate protection to prevent the perma-
nent loss of any data.

(iii) Backup data files and programs
may be stored in a secured manner in
another building that is physically sep-
arated from the building where the sys-
tem’s hardware and software are lo-
cated. They may also be stored in the
same building as the hardware/software
as long as they are secured in a fire-
proof safe or some other manner that
will ensure the safety of the files and
programs in the event of a fire or other
disaster.

(2) Recovery procedures must be test-
ed on a sample basis at least annually
with documentation of results.

(e) Access records. (1) Procedures must
be established to ensure computer ac-
cess records, if capable of being gen-
erated by the computer system, are re-
viewed for propriety for the following
at a minimum:

(i) Class II gaming systems;

(ii) Accounting/auditing systems;

(iii) Cashless systems;

(iv) Voucher systems;

(v) Player tracking systems; and

(vi) External bonusing systems.

(2) If the computer system cannot
deny access after a predetermined
number of consecutive unsuccessful at-
tempts to log on, the system must
record unsuccessful log on attempts.

(f) Remote access controls. (1) For com-
puter systems that can be accessed re-
motely, the written system of internal
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controls must specifically address re-
mote access procedures including, at a
minimum:

(i) Record the application remotely
accessed, authorized user’s name and
business address and version number, if
applicable;

(ii) Require approved secured connec-
tion;

(iii) The procedures used in estab-
lishing and using passwords to allow
authorized users to access the com-
puter system through remote access;

(iv) The agents involved and proce-
dures performed to enable the physical
connection to the computer system
when the authorized user requires ac-
cess to the system through remote ac-
cess; and

(v) The agents involved and proce-
dures performed to ensure the remote
access connection is disconnected when
the remote access is no longer re-
quired.

(2) In the event of remote access, the
information technology employees
must prepare a complete record of the
access to include:

(i) Name or identifier of the em-
ployee authorizing access;

(ii) Name or identifier of the author-
ized user accessing system;

(iii) Date, time, and duration of ac-
cess; and

(iv) Description of work performed in
adequate detail to include the old and
new version numbers, if applicable of
any software that was modified, and
details regarding any other changes
made to the system.

PARTS 544-546 [RESERVED]

PART 547—MINIMUM TECHNICAL
STANDARDS FOR GAMING
EQUIPMENT USED WITH THE PLAY
OF CLASS Il GAMES

Sec.

547.1 What is the purpose of this part?

547.2 How do these regulations affect state
jurisdiction?

547.3 What are the definitions for this part?

547.4 How does a tribal government, tribal
gaming regulatory authority, or tribal
gaming operation comply with this part?

547.5 What are the rules of interpretation
and of general application for this part?
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547.6 What are the minimum technical
standards for enrolling and enabling
Class II gaming system components?

547.7 What are the minimum technical
hardware standards applicable to Class II
gaming systems?

547.8 What are the minimum technical soft-
ware standards applicable to Class II
gaming systems?

547.9 What are the minimum technical
standards for Class II gaming system ac-
counting functions?

547.10 What are the minimum standards for
Class II gaming system critical events?

547.11 What are the minimum technical
standards for money and credit handling?

547.12 What are the minimum technical
standards for downloading on a Class II
gaming system?

547.13 What are the minimum technical
standards for program storage media?
547.14 What are the minimum technical
standards for electronic random number

generation?

547.15 What are the minimum technical
standards for electronic data commu-
nications between system components?

547.16 What are the minimum standards for
game artwork, glass, and rules?

547.17 How does a tribal gaming regulatory
authority apply for a variance from these
standards?

AUTHORITY: 25 U.S.C. 2706(b).

SOURCE: 73 FR 60525, Oct. 10, 2008, unless
otherwise noted.

§547.1 What is the purpose of this
part?

The Indian Gaming Regulatory Act,
25 U.S.C. 2703(7)(A)(i), permits the use
of electronic, computer, or other
technologic aids in connection with the
play of Class II games. This part estab-
lishes the minimum technical stand-
ards governing the use of such aids.

§547.2 How do these regulations affect
state jurisdiction?

Nothing in this part shall be con-
strued to grant to a state jurisdiction
over Class II gaming or to extend a
state’s jurisdiction over Class III gam-
ing.

§547.3 What are the definitions for
this part?
For the purposes of this part, the fol-
lowing definitions apply:
Account access component. A compo-
nent within a Class II gaming system
that reads or recognizes account access
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media and gives a patron the ability to
interact with his or her account.

Account access medium. A magnetic
stripe card or any other medium in-
serted into, or otherwise made to inter-
act with, an account access component
in order to give a patron the ability to
interact with an account.

Audit mode. The mode where it is pos-
sible to view Class II gaming system
accounting functions, statistics, etc.
and perform non-player-related func-
tions.

Agent. An employee or other person
authorized by the gaming operation, as
approved by the tribal gaming regu-
latory authority, designated for cer-
tain decisions, tasks and actions in the
gaming operation.

Cancel credit. An action initiated by
the Class II gaming system where some
or all of a player’s credits are removed
by an attendant and paid to the player.

Cashless system. A system that per-
forms cashless transactions and main-
tains records of those cashless trans-
actions.

Cashless transaction. A movement of
funds electronically from one compo-
nent to another, often to or from a pa-
tron deposit account.

CD-ROM. Compact Disc—Read Only
Memory.

Chairman. The Chairman of the Na-
tional Indian Gaming Commission.

Class I1I game. The same as ‘‘class II
gaming’’ in 25 U.S.C. 2703(7)(A).

Class II gaming system. All compo-
nents, whether or not technologic aids
in electronic, computer, mechanical, or
other technologic form, that function
together to aid the play of one or more
Class II games, including accounting
functions mandated by these regula-
tions.

Commission. The National Indian
Gaming Commission established by the
Indian Gaming Regulatory Act, 25
U.S.C. 2701 et seq.

Coupon. A financial instrument of
fixed wagering value, usually paper,
that can only be used to acquire non-
cashable credits through interaction
with a voucher system. This does not
include instruments such as printed ad-
vertising material that cannot be vali-
dated directly by a voucher system.

Critical memory. Memory locations
storing data essential to the
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functionality of the Class II gaming
system.

DLL. A Dynamic-Link Library file.

Download package. Approved data
sent to a component of a Class II gam-
ing system for such purposes as chang-
ing the component software.

DVD. Digital Video Disk or Digital
Versatile Disk.

Electromagnetic interference. The phys-
ical characteristic of an electronic
component to emit electronic noise ei-
ther into free air, onto the power lines,
or onto communication cables.

Electrostatic discharge. A single-event,
rapid transfer of electrostatic charge
between two objects, usually resulting
when two objects at different poten-
tials come into direct contact with
each other.

EPROM. Erasable Programmable
Read Only Memory—a storage area
that may be filled with data and infor-
mation, that once written is not modi-
fiable, and that is retained even if
there is no power applied to the ma-
chine.

Fault. An event that when detected
by a Class II gaming system causes a
discontinuance of game play or other
component functions.

Financial instrument. Any tangible
item of value tendered in Class II game
play, including, but not limited to,
bills, coins, vouchers and coupons.

Financial instrument acceptor. Any
component that accepts financial in-
struments.

Financial instrument dispenser. Any
component that dispenses financial in-
struments.

Financial instrument storage compo-
nent. Any component that stores finan-
cial instruments.

Flash memory. Non-volatile memory
that retains its data when the power is
turned off and that can be electroni-
cally erased and reprogrammed with-
out being removed from the circuit
board.

Game software. The operational pro-
gram or programs that govern the
play, display of results, and/or award-
ing of prizes or credits for Class II
games.

Gaming equipment. All electronic,
electro-mechanical, mechanical, or
other physical components utilized in
the play of Class II games.
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Hardware. Gaming equipment.

Interruption. Any form of mis-oper-
ation, component failure, or inter-
ference to the Class II gaming equip-
ment.

Modification. A revision to any hard-
ware or software used in a Class II
gaming system.

Non-cashable credit. Credits given by
an operator to a patron; placed on an
Class II gaming system through a cou-
pon, cashless transaction or other ap-
proved means; and capable of acti-
vating play but not being converted to
cash.

Patron deposit account. An account
maintained on behalf of a patron, for
the purpose of depositing and with-
drawing cashable funds for the primary
purpose of interacting with a gaming
activity.

Player interface. Any component or
components of a Class II gaming sys-
tem, including an electronic or
technologic aid (not limited to termi-
nals, player stations, handhelds, fixed
units, etc.), that directly enables play-
er interaction in a Class IT game.

Prize schedule. The set of prizes avail-
able to players for achieving pre-des-
ignated patterns in the Class II game.

Program storage media. An electronic
data storage component, such as a CD-
ROM, EPROM, hard disk, or flash
memory on which software is stored
and from which software is read.

Progressive price. A prize that in-
creases by a selectable or predefined
amount based on play of a Class II
game.

Random mnumber generator (RNG). A
software module, hardware component
or combination of these designed to
produce outputs that are effectively
random.

Reflexive software. Any software that
has the ability to manipulate and/or re-
place a randomly generated outcome
for the purpose of changing the results
of a Class II game.

Removable/rewritable storage media.
Program or data storage components
that can be removed from gaming
equipment and be written to, or rewrit-
ten by, the gaming equipment or by
other equipment designed for that pur-
pose.
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Server. A computer that controls one
or more applications or environments
within a Class II gaming system.

Test/diagnostics mode. A mode on a
component that allows various tests to
be performed on the Class II gaming
system hardware and software.

Testing laboratory. An organization
recognized by a tribal gaming regu-
latory authority pursuant to §547.4(f).

Tribal gaming regulatory authority.
The entity authorized by tribal law to
regulate gaming conducted pursuant to
the Indian Gaming Regulatory Act.

Voucher. A financial instrument of
fixed wagering value, usually paper,
that can only be used to acquire an
equivalent value of cashable credits or
cash through interaction with a vouch-
er system.

Voucher system. A component of the
Class II gaming system or an external
system that securely maintains records
of vouchers and coupons; validates pay-
ment of vouchers; records successful or
failed payments of vouchers and cou-
pons; and controls the purging of ex-
pired vouchers and coupons.

§547.4 How does a tribal government,
tribal gaming regulatory authority,
or tribal gaming operation comply
with this part?

(a) Limited immediate compliance. A
tribal gaming regulatory authority
shall:

(1) Require that all Class II gaming
system software that affects the play
of the Class II game be submitted, to-
gether with the signature verification
required by §547.8(f), to a testing lab-
oratory recognized pursuant to para-
graph (f) of this section within 120 days
after November 10, 2008;

(2) Require that the testing labora-
tory test the submission to the stand-
ards established by §547.8(b), §547.8(f),
§547.14, the minimum probability
standards of §547.5(c), and to any addi-
tional technical standards adopted by
the tribal gaming regulatory author-
ity;

(3) Require that the testing labora-
tory provide the tribal gaming regu-
latory authority with a formal written
report setting forth and certifying to
the findings and conclusions of the
test;
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(4) Make a finding, in the form of a
certificate provided to the supplier or
manufacturer of the Class II gaming
system, that the Class II gaming sys-
tem qualifies for grandfather status
under the provisions of this section,
but only upon receipt of a testing lab-
oratory’s report that the Class II gam-
ing system is compliant with §547.8(b),
§547.8(f), the minimum probability
standards of §547.5(c), §547.14, and any
other technical standards adopted by
the tribal gaming regulatory author-
ity. If the tribal gaming regulatory au-
thority does not issue the certificate,
or if the testing laboratory finds that
the Class IT gaming system is not com-
pliant with §547.8(b), §547.8(f), the min-
imum probability standards of
§547.5(c), §547.14, or any other technical
standards adopted by the tribal gaming
regulatory authority, then the gaming
system shall immediately be removed
from play and not be utilized.

(5) Retain a copy of any testing lab-
oratory’s report so long as the Class II
gaming system that is the subject of
the report remains available to the
public for play;

(6) Retain a copy of any certificate of
grandfather status so long as the Class
ITI gaming system that is the subject of
the certificate remains available to the
public for play; and

(7) Require the supplier of any player
interface to designate with a perma-
nently affixed label each player inter-
face with an identifying number and
the date of manufacture or a statement
that the date of manufacture was on or
before the effective date of this part.
The tribal gaming regulatory author-
ity shall also require the supplier to
provide a written declaration or affi-
davit affirming that the date of manu-
facture was on or before November 10,
2008.

(b) Grandfather provisions. All Class II
gaming systems manufactured or
placed in a tribal facility on or before
the effective date of this part and cer-
tified pursuant to paragraph (a) of this
section are grandfathered Class II gam-
ing systems for which the following
provisions apply:

(1) Grandfathered Class II gaming
systems may continue in operation for
a period of five years from November
10, 2008.
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(2) Grandfathered Class II gaming
system shall be available for use at any
tribal gaming facility subject to ap-
proval by the tribal gaming regulatory
authority, which shall transmit its no-
tice of that approval, identifying the
grandfathered Class II gaming system
and its components, to the Commis-
sion.

(3) As permitted by the tribal gaming
regulatory authority, individual hard-
ware or software components of a
grandfathered Class II gaming system
may be repaired or replaced to ensure
proper functioning, security, or integ-
rity of the grandfathered Class II gam-
ing system.

(4) All modifications that affect the
play of a grandfathered Class II gaming
system must be approved pursuant to
paragraph (c) of this section, except for
the following:

(i) Any software modifications that
the tribal gaming regulatory authority
finds will maintain or advance the sys-
tem’s overall compliance with this part
or any applicable provisions of parts
542 and 543 of this chapter, after receiv-
ing a new testing laboratory report
that the modifications are compliant
with the standards established by
§547.8(b), the minimum probability re-
quirements of §547.5(c), §547.14, and any
other standards adopted by the tribal
gaming regulatory authority;

(ii) Any hardware modifications that
the tribal gaming regulatory authority
finds will maintain or advance the sys-
tem’s overall compliance with this part
or any applicable provisions of parts
542 and 543 of this chapter; and

(iii) Any other modification to the
software of a grandfathered Class II
gaming system that the tribal gaming
regulatory authority finds will not de-
tract from, compromise or prejudice:

(A) The proper functioning, security,
or integrity of the Class II gaming sys-
tem, and

(B) The gaming system’s overall
compliance with the requirements of
this part or any applicable provisions
of parts 542 and 543 of this chapter.

(iv) No such modification may be im-
plemented without the approval of the
tribal gaming regulatory authority.
The tribal gaming regulatory author-
ity shall maintain a record of the
modification so long as the Class II
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gaming system that is the subject of
the modification remains available to
the public for play and shall make the
record available to the Commission
upon request. The Commission will
only make available for public review
records or portions of records subject
to release under the Freedom of Infor-
mation Act, 5 U.S.C. 552; the Privacy
Act of 1974, 5 U.S.C. 552a; or the Indian
Gaming Regulatory Act, 25 U.S.C.
2716(a).

(c) Submission, testing, and approval—
generally. Except as provided in para-
graphs (b) and (d) of this section, no
tribal gaming regulatory authority
shall permit in a tribal gaming oper-
ation the use of any Class II gaming
system, or any associated cashless sys-
tem or voucher system or any modi-
fication thereto, unless:

(1) The Class II gaming system,
cashless system, voucher payment sys-
tem, or modification has been sub-
mitted to a testing laboratory;

(2) The testing laboratory tests the
submission to the standards estab-
lished by:

(i) This part;

(ii) Any applicable provisions of parts
542 and 543 of this chapter that are
testable by the testing laboratory; and

(iii) The tribal gaming regulatory au-
thority;

(3) The testing laboratory provides a
formal written report to the party
making the submission, setting forth
and certifying to its findings and con-
clusions; and

(4)(1) Following receipt of the testing
laboratory’s report, the tribal gaming
regulatory authority makes a finding
that the Class II gaming system,
cashless system, or voucher system
conforms to the standards established
by:

(A) This part;

(B) Any applicable provisions of parts
542 and 543 of this chapter that are
testable by the testing laboratory; and

(C) The tribal gaming regulatory au-
thority.

(ii) The tribal gaming regulatory au-
thority shall retain a copy of the test-
ing laboratory’s report so long as the
Class II gaming system, cashless sys-
tem, voucher system, or modification
thereto that is the subject of the report
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remains available to the public for play
in its gaming operation.

(d) Emergency hardware and software
modifications. (1) A tribal gaming regu-
latory authority, in its discretion, may
permit modified hardware or software
to be made available for play without
prior laboratory testing or review if
the modified hardware or software is:

(i) Necessary to correct a problem af-
fecting the fairness, security, or integ-
rity of a game or accounting system or
any cashless system, or voucher sys-
tem; or

(ii) Unrelated to game play, an ac-
counting system, a cashless system, or
a voucher system.

(2) If a tribal gaming regulatory au-
thority authorizes new or modified
software or hardware to be made avail-
able for play or use without prior test-
ing laboratory review, the tribal gam-
ing regulatory authority shall there-
after require the hardware or software
manufacturer to:

(i) Immediately advise other users of
the same hardware or software of the
importance and availability of the up-
date;

(ii) Immediately submit the new or
modified hardware or software to a
testing 1laboratory for testing and
verification of compliance with this
part and any applicable provisions of
parts 542 and 543 of this chapter that
are testable by the testing laboratory;
and

(iii) Immediately provide the tribal
gaming regulatory authority with a
software signature verification tool
meeting the requirements of §547.8(f)
for any new or modified software.

(3) If a tribal gaming regulatory au-
thority authorizes a software or hard-
ware modification under this para-
graph, it shall maintain a record of the
modification and a copy of the testing
laboratory report so long as the Class
ITI gaming system that is the subject of
the modification remains available to
the public for play and shall make the
record available to the Commission
upon request. The Commission will
only make available for public review
records or portions of records subject
to release under the Freedom of Infor-
mation Act, 5 U.S.C. 552; the Privacy
Act of 1974, 5 U.S.C. 552a; or the Indian
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Gaming Regulatory Act, 25 U.S.C.
2716(a).

(e) Compliance by charitable gaming op-
erations. This part shall not apply to
charitable gaming operations, provided
that:

(1) The tribal government determines
that the organization sponsoring the
gaming operation is a charitable orga-
nization;

(2) All proceeds of the charitable
gaming operation are for the benefit of
the charitable organization;

(3) The tribal gaming regulatory au-
thority permits the charitable organi-
zation to be exempt from this part;

(4) The charitable gaming operation
is operated wholly by the charitable or-
ganization’s employees or volunteers;
and

(5) The annual gross gaming revenue
of the charitable gaming operation
does not exceed $1,000,000.

(f) Testing laboratories. (1) A testing
laboratory may provide the examina-
tion, testing, evaluating and reporting
functions required by this section pro-
vided that:

(i) It demonstrates its integrity,
independence and financial stability to
the tribal gaming regulatory author-
ity.

(ii) It demonstrates its technical
skill and capability to the tribal gam-
ing regulatory authority.

(iii) It is not owned or operated by
the same tribe or tribal gaming regu-
latory authority for whom it is pro-
viding the testing, evaluating, and re-
porting functions required by this sec-
tion.

(iv) The tribal gaming regulatory au-
thority:

(A) Makes a suitability determina-
tion of the testing laboratory based
upon standards no less stringent than
those set out in §§533.6(b)(1)(ii) through
(v) of this chapter and based upon no
less information than that required by
§537.1 of this chapter, or

(B) Accepts, in its discretion, a deter-
mination of suitability for the testing
laboratory made by any other gaming
regulatory authority in the United
States.

(v) After reviewing the suitability de-
termination and the information pro-
vided by the testing laboratory, the
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tribal gaming regulatory authority de-
termines that the testing laboratory is
qualified to test and evaluate Class II
gaming systems.

(2) The tribal gaming regulatory au-
thority shall:

(i) Maintain a record of all deter-
minations made pursuant to para-
graphs (f)(1)(iv) and (f)(1)(v) of this sec-
tion for a minimum of three years and
shall make the records available to the
Commission upon request. The Com-
mission will only make available for
public review records or portions of
records subject to release under the
Freedom of Information Act, 5 U.S.C.
552; the Privacy Act of 1974, 5 U.S.C.
bb2a; or the Indian Gaming Regulatory
Act, 256 U.S.C. 2716(a).

(ii) Place the testing laboratory
under a continuing obligation to notify
it of any adverse regulatory action in
any jurisdiction where the testing lab-
oratory conducts business.

(iii) Require the testing laboratory to
provide notice of any material changes
to the information provided to the trib-
al gaming regulatory authority.

§547.5 What are the rules of interpre-
tation and of general application
for this part?

(a) Minimum standards. A tribal gam-
ing regulatory authority may establish
and implement additional technical
standards that are as stringent as, or
more stringent than, those set out in
this part.

(b) Only applicable standards apply.
Gaming equipment and software used
with Class II gaming systems shall
meet all applicable requirements of
this part. For example, if a Class II
gaming system lacks the ability to
print or accept vouchers, then any
standards that govern vouchers do not
apply.

(c) Fairness. No Class II gaming sys-
tem shall cheat or mislead users. All
prizes advertised shall be available to
win. No progressive prize shall have a
probability of winning less than 1 in
100,000,000. No other prize shall have a
probability of winning less than 1 in
50,000,000.

(d) Approved equipment and software
only. All gaming equipment and soft-
ware used with Class II gaming sys-
tems shall be identical in all respects
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to a prototype reviewed and tested by a
testing laboratory and approved for use
by the tribal gaming regulatory au-
thority pursuant to §547.4(a) through
(c). Unapproved software shall not be
loaded onto or stored on any program
storage medium used in a Class II gam-
ing system, except as provided in
§547.4(d).

(e) Proper functioning. All gaming
equipment and software used with
Class II gaming systems shall perform
according to the manufacturer’s design
and operating specifications.

(f) No Limitation of Technology. This
part should not be interpreted to limit
the use of technology or to preclude
the use of technology not specifically
referenced.

(g) Severability. If any provision of
this part is declared invalid by a court
of competent jurisdiction, such deci-
sion shall not affect the remainder of
this part.

§547.6 What are the minimum tech-
nical standards for enrolling and
enabling Class II gaming system
components?

(a) General requirements. Class II gam-
ing systems shall provide a method to:

(1) Enroll and unenroll system com-
ponents;

(2) Enable and disable specific system
components.

(b) Specific requirements. Class II gam-
ing systems shall:

(1) Ensure that only enrolled and en-
abled system components participate
in gaming; and

(2) Ensure that the default condition
for components shall be unenrolled and
disabled.

§547.7 What are the minimum tech-
nical hardware standards applica-
ble to Class II gaming systems?

(a) General requirements. (1) The Class
ITI gaming system shall operate in com-
pliance with applicable regulations of
the Federal Communications Commis-
sion.

(2) Prior to approval by the tribal
gaming regulatory authority pursuant
to §547.4(c), the Class II gaming system
shall have obtained from Underwriters’
Laboratories, or its equivalent, rel-
evant certification(s) required for
equipment of its type, including but
not limited to certifications for liquid
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spills, interference,
etc.

(b) Printed circuit boards. (1) Printed
circuit boards that have the potential
to affect the outcome or integrity of
the game, and are specially manufac-
tured or proprietary and not off-the-
shelf, shall display a unique identifier
such as a part number and/or revision
number, which shall be updated to re-
flect new revisions or modifications of
the board.

(2) Switches or jumpers on all circuit
boards that have the potential to affect
the outcome or integrity of any game,
progressive award, financial instru-
ment, cashless transaction, wvoucher
transaction, or accounting records
shall be capable of being sealed.

(c) Electrostatic discharge. Class 1I
gaming system components accessible
to the public shall be constructed so
that they exhibit immunity to human
body electrostatic discharges on areas
exposed to contact. Static discharges
of +15 kV for air discharges and 7.5 KV
for contact discharges may not cause
damage, or inhibit operation or integ-
rity of the Class II gaming system.

(d) Physical enclosures. Physical en-
closures shall be of a robust construc-
tion designed to resist determined ille-
gal entry. All protuberances and at-
tachments such as buttons, identifica-
tion plates, and labels shall be suffi-
ciently robust to avoid unauthorized
removal.

(e) Player interface. The player inter-
face shall include a method or means
to:

(1) Display information to a player;
and

(2) Allow the player to interact with
the Class IT gaming system.

(f) Account access components. A Class
II gaming system component that
reads account access media shall be lo-
cated within a secure, locked or tam-
per-evident area or in a cabinet or
housing that is of a robust construc-
tion designed to resist determined ille-
gal entry and to protect internal com-
ponents. In addition, the account ac-
cess component:

(1) Shall be constructed so that phys-
ical tampering leaves evidence of such
tampering; and

(2) Shall provide a method to enable
the Class IT gaming system to interpret
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and act upon valid or invalid input or
error condition.

(g) Financial instrument storage compo-
nents. Any Class II gaming system
components that store financial instru-
ments and that are not operated under
the direct control of a gaming oper-
ation employee or agent shall be lo-
cated within a secure and locked area
or in a locked cabinet or housing that
is of a robust construction designed to
resist determined illegal entry and to
protect internal components.

(h) Financial instrument acceptors. (1)
Any Class II gaming system compo-
nents that handle financial instru-
ments and that are not operated under
the direct control of an agent shall:

(i) Be located within a secure, locked
and tamper-evident area or in a locked
cabinet or housing that is of a robust
construction designed to resist deter-
mined illegal entry and to protect in-
ternal components;

(ii) Be able to detect the entry of
valid or invalid financial instruments
and to provide a method to enable the
Class II gaming system to interpret
and act upon valid or invalid input or
error condition; and

(iii) Be constructed to permit com-
munication with the Class II gaming
system of the accounting information
required by §547.9(a) and by applicable
provisions of any Commission and trib-
al gaming regulatory regulations gov-
erning minimum internal control
standards.

(2) Prior to completion of a valid fi-
nancial instrument transaction by the
Class II gaming system, no monetary
amount related to that instrument
shall be available for play. For exam-
ple, credits shall not be available for
play until currency or coupon inserted
into an acceptor is secured in the stor-
age component.

(3) The monetary amount related to
all valid financial instrument trans-
actions by the Class II gaming system
shall be recorded as required by
§547.9(a) and the applicable provisions
of any Commission and tribal gaming
regulatory authority regulations gov-
erning minimum internal control
standards.
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(i) Financial instrument dispensers. (1)
Any Class II gaming system compo-
nents that dispense financial instru-
ments and that are not operated under
the direct control of a gaming oper-
ation employee or agent shall:

(i) Be located within a secure, locked
and tamper-evident area or in a locked
cabinet or housing that is of a robust
construction designed to resist deter-
mined illegal entry and to protect in-
ternal components;

(ii) Provide a method to enable the
Class II gaming system to interpret
and act upon valid or invalid input or
error condition; and

(iii) Be constructed to permit com-
munication with the Class II gaming
system of the accounting information
required by §547.9(a) and by applicable
provisions of any Commission and trib-
al gaming regulatory regulations gov-
erning minimum internal control
standards.

(2) The monetary amount related to
all valid financial instrument trans-
actions by the Class II gaming system
shall be recorded as required by
§547.9(a), the applicable provisions of
parts 542 and 543 of this chapter, and
any tribal gaming regulatory authority
regulations governing minimum inter-
nal control standards.

(j) Game Outcome Determination Com-
ponents. Any Class II gaming system
logic components that affect the game
outcome and that are not operated
under the direct control of a gaming
operation employee or agent shall be
located within a secure, locked and
tamper-evident area or in a locked cab-
inet or housing that is of a robust con-
struction designed to resist determined
illegal entry and to protect internal
components. DIP switches or jumpers
that can affect the integrity of the
Class II gaming system must be capa-
ble of being sealed by the tribal gaming
regulatory authority.

(k) Door access detection. All compo-
nents of the Class II gaming system
that are locked in order to meet the re-
quirements of this part shall include a
sensor or other methods to monitor an
open door. A door open sensor, and its
components or cables, shall be secure
against attempts to disable them or
interfere with their normal mode of op-
eration;
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(1) Separation of functions/mo limita-
tions on technology. Nothing herein
shall prohibit the account access com-
ponent, financial instrument storage
component, financial instrument ac-
ceptor, and financial instrument dis-
penser from being included within the
same component, or separated into in-
dividual components.

§547.8 What are the minimum tech-
nical software standards applicable
to Class II gaming systems?

This section provides general soft-
ware standards for Class II gaming sys-
tems for the play of Class II games.

(a) Player interface displays. (1) If not
otherwise provided to the player, the
player interface shall display the fol-
lowing:

(i) The purchase or wager amount;

(ii) Game results; and

(iii) Any player credit balance.

(2) Between plays of any game and
until the start of the next play, or
until the player selects a new game op-
tion such as purchase or wager amount
or card selection, whichever is earlier,
if not otherwise provided to the player,
the player interface shall display:

(i) The total purchase or wager
amount and all prizes and total credits
won for the last game played;

(ii) The final results for the last
game Dplayed, including entertaining
displays of results, if any; and

(iii) Any default purchase or wager
amount for the next play.

(b) Game initiation and play. (1) Each
game played on the Class II gaming
system shall follow and not deviate
from a constant set of rules for each
game provided to players pursuant to
§547.16. Any change in rules constitutes
a different game. There shall be no
automatic or undisclosed changes of
rules.

(2) For bingo games and games simi-
lar to bingo, the Class II gaming sys-
tem shall not alter or allow to be al-
tered the card permutations or game
rules used for play of a Class II game
unless specifically chosen by the player
prior to commitment to participate in
the game. No duplicate cards shall be
sold for any common draw.

(3) No game play shall commence
and, no financial instrument or credit
shall be accepted on the affected player
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interface, in the presence of any fault
condition that affects the outcome of
the game, open door, or while in test,
audit, or lock-up mode.

(4) The player must choose to partici-
pate in the play of a game.

(c) Audit Mode. (1) If an audit mode is
provided, the Class II gaming system
shall provide, for those components ac-
tively involved in the audit:

(i) All accounting functions required
by §547.9, by applicable provisions of
any Commission regulations governing
minimum internal control standards,
and by any internal controls adopted
by the tribe or tribal gaming regu-
latory authority;

(ii) Display player interface identi-
fication; and

(iii) Display software version or game
identification;

(2) Audit mode shall be accessible by
a secure method such as an employee
PIN and key or other auditable access
control.

(3) Accounting function data shall be
accessible by an authorized person at
any time, except during a payout, dur-
ing a handpay, or during play.

(4) The Class II gaming system shall
disable financial instrument accept-
ance on the affected player interface
while in audit mode, except during fi-
nancial instrument acceptance testing.

(d) Last game recall. The last game re-
call function shall:

(1) Be retrievable at all times, other
than when the recall component is in-
volved in the play of a game, upon the
operation of an external key-switch,
entry of an audit card, or a similar
method;

(2) Display the results of recalled
games as originally displayed or in text
representation, including entertaining
display results implemented in video,
rather than electro-mechanical, form,
if any, so as to enable the tribal gam-
ing regulatory authority or operator to
clearly identify the game sequences
and results that occurred;

(3) Allow the Class II gaming system
component providing game recall, upon
return to normal game play mode, to
restore any affected display to the po-
sitions, forms and values displayed be-
fore access to the game recall informa-
tion; and
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(4) Provide the following information
for the current and previous four
games played and shall display:

(i) Game start time, end time, and
date;

(ii) The total number of credits at
the start of play, less the purchase or
wager amount;

(iii) The purchase or wager amount;

(iv) The total number of credits at
the end of play; and

(v) The total number of credits won
as a result of the game recalled, and
the value in dollars and cents for pro-
gressive prizes, if different.

(vi) For bingo games and games simi-
lar to bingo only, also display:

(A) The card(s) used by the player;

(B) The identifier of the bingo game
played;

(C) The numbers or other designa-
tions drawn, in the order that they
were drawn;

(D) The numbers or other designa-
tions and prize patterns covered on
each card;

(E) All prizes won by the player, in-
cluding winning patterns and enter-
taining displays implemented in video,
rather than electro-mechanical form, if
any; and

(F) The unique identifier of the card
on which prizes were won;

(vii) For pull-tab games only, also
display:

(A) The result(s) of each pull-tab, dis-
played in the same pattern as on the
tangible pull-tab;

(B) All prizes won by the player;

(C) The unique identifier of each pull
tab; and

(D) Any other information necessary
to fully reconstruct the current and
four previous plays.

(e) Voucher and credit transfer recall.
Notwithstanding the requirements of
any other section in this part, a Class
II gaming system shall have the capac-
ity to:

(1) Display the information specified
in §547.11(b)(5)(ii) through (vi) for the
last five vouchers or coupons printed
and the last five vouchers or coupons
accepted; and

(2) Display a complete transaction
history for the last five cashless trans-
actions made and the last five cashless
transactions accepted.
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(f) Software signature verification. The
manufacturer or developer of the Class
II gaming system must provide to the
testing laboratory and to the tribal
gaming regulatory authority an indus-
try-standard methodology, acceptable
to the tribal gaming regulatory au-
thority, for verifying the Class II gam-
ing system game software. By way of
illustration, for game software stored
on rewritable media, such methodolo-
gies include signature algorithms and
hashing formulas such as SHA-1.

(g) Test, diagnostic, and demonstration
modes. If test, diagnostic, and/or dem-
onstration modes are provided, the
Class II gaming system shall, for those
components actively involved in the
test, diagnostic, or demonstration
mode:

(1) Clearly indicate when that compo-
nent is in the test, diagnostic, or dem-
onstration mode;

(2) Not alter financial data on that
component other than temporary data;

(3) Only be available after entering a
specific mode;

(4) Disable credit acceptance and
payment unless credit acceptance or
payment is being tested; and

(5) Terminate all mode-specific func-
tions upon exiting a mode.

(h) Multi-game. If multiple games are
offered for player selection at the play-
er interface, the player interface shall:

(1) Provide a display of available
games;

(2) Provide the means of selecting
among them;

(3) Display the full amount of the
player’s credit balance;

(4) Identify the game selected or
being played; and

(5) Not force the play of a game after
its selection.

(i) Program interruption and resump-
tion. The Class II gaming system soft-
ware shall be designed so that upon re-
sumption following any interruption,
the system:

(1) Is able to return to a known state;

(2) Shall check for any fault condi-
tion upon resumption;

(3) Shall verify the integrity of data
stored in critical memory;

(4) Shall return the purchase or
wager amount to the player in accord-
ance with the rules of the game; and
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(5) Shall detect any change or corrup-
tion in the Class II gaming system soft-
ware.

(j) Class II gaming system components
acting as progressive controllers. This
paragraph applies to progressive con-
trollers and components acting as pro-
gressive controllers in Class II gaming
systems.

(1) Modification of progressive pa-
rameters shall be conducted in a secure
manner approved by the tribal gaming
regulatory authority. Such parameters
may include:

(i) Increment value;

(ii) Secondary pool increment(s);

(iii) Reset amount(s);

(iv) Maximum value(s); and

(v) Identity of participating player
interfaces.

(2) The Class II gaming system com-
ponent or other progressive controller
shall provide a means of creating a pro-
gressive balancing report for each pro-
gressive link it controls. At a min-
imum, that report shall provide bal-
ancing of the changes of the progres-
sive amount, including progressive
prizes won, for all participating player
interfaces versus current progressive
amount(s), plus progressive prizes. In
addition, the report shall account for,
and not be made inaccurate by, un-
usual events such as:

(i) Class II gaming system critical
memory clears;

(ii) Modification, alteration, or dele-
tion of progressive prizes;

(iii) Offline equipment; or

(iv) Multiple site progressive prizes.

(k) Critical memory. (1) Critical mem-
ory may be located anywhere within
the Class II gaming system. Critical
memory is any memory that maintains
any of the following data:

(i) Accounting data;

(ii) Current credits;

(iii) Configuration data;

(iv) Last game recall information re-
quired by §547.8(d);

(v) Game recall information for the
current game, if incomplete;

(vi) Software state (the last normal
state software was in before interrup-
tion);

(vii) RNG seed(s),
maintaining integrity;

(viii) Encryption keys, if necessary
for maintaining integrity;

if necessary for
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(ix) Progressive prize parameters and
current values;

(x) The five most recent financial in-
struments accepted by type, excluding
coins and tokens;

(xi) The five most recent financial in-
struments dispensed by type, excluding
coins and tokens; and

(xii) The five most recent cashless
transactions paid and the five most re-
cent cashless transactions accepted.

(2) Critical memory shall be main-
tained using a methodology that en-
ables errors to be identified and acted
upon. All accounting and recall func-
tions shall be verified as necessary to
ensure their ongoing integrity.

(3) The validity of affected data
stored in critical memory shall be
checked after each of the following
events:

(i) Every restart;

(ii) Each attendant paid win;

§547.9

(iii) Each attendant paid progressive
win;

(iv) Each sensored door closure; and

(v) Every reconfiguration, download,
or change of prize schedule or denomi-
nation requiring operator intervention
or action.

(1) Secured access. Class II gaming sys-
tems that use a logon or other means
of secured access shall include a user
account lockout after a predetermined
number of consecutive failed attempts
to access system.

§547.9 What are the minimum tech-
nical standards for Class II gaming
system accounting functions?

This section provides standards for
accounting functions used in Class II
gaming systems.

(a) Required accounting data.The fol-
lowing minimum accounting data,
however named, shall be maintained by
the Class IT gaming system.

Title

Description

(1) Amount In ......

(2) Amount Out ...

ternal control standards.

The total value of all financial instruments and cashless transactions accepted by the Class Il gaming sys-
tem. Each type of financial instrument accepted by the Class Il gaming system shall be tracked inde-
pendently per financial instrument acceptor, and as required by applicable requirements of any Commis-
sion and tribal gaming regulatory authority regulations governing minimum internal control standards.

The total value of all financial instruments and cashless transactions paid by the Class Il gaming system,
plus the total value of attendant pay. Each type of financial instrument paid by the Class Il Gaming Sys-
tem shall be tracked independently per financial instrument dispenser, and as required by applicable re-
quirements of any Commission and tribal gaming regulatory authority regulations governing minimum in-

(b) Accounting data storage. If the
Class II gaming system electronically
maintains accounting data:

(1) Accounting data shall be stored
with at least eight decimal digits.

(2) Credit balances shall have suffi-
cient digits to accommodate the design
of the game.

(3) Accounting data displayed to the
player may be incremented or decre-
mented using visual effects, but the in-
ternal storage of this data shall be im-
mediately updated in full.

(4) Accounting data shall be updated
upon the occurrence of the relevant ac-
counting event.

(5) Modifications to accounting data
shall be recorded, including the iden-
tity of the person(s) making the modi-
fications, and be reportable by the
Class II gaming system.

(c) Rollover. Accounting data that
rolls over to zero shall not corrupt
data.

(d) Credit balance display and function.
(1) Any credit balance maintained at
the player interface shall be promi-
nently displayed at all times except:

(i) In audit, configuration, recall and
test modes; or

(ii) Temporarily, during entertaining
displays of game results.

(2) Progressive prizes may be added
to the player’s credit balance provided:

(i) The player credit balance is main-
tained in dollars and cents;

(ii) The progressive accounting data
is incremented in number of credits; or

(iii) The prize in dollars and cents is
converted to player credits or trans-
ferred to the player’s credit balance in
a manner that does not mislead the
player or cause accounting imbalances.
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(3) If the player credit balance dis-
plays in credits, but the actual balance
includes fractional credits, the Class II
gaming system shall display the frac-
tional credit when the player credit
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§547.10 What are the minimum stand-
ards for Class II gaming system
critical events?

This section provides standards for
events such as system critical faults,

balance drops below one credit.

deactivation, door open or other
changes of states, and lockup within
the Class II gaming system.

(a) Fault events. (1) The following
events are to be treated as described
below:

Events

Definition and action to be taken

(i) Component fault ..........cccoceeeiiiinns

(i) Financial storage component full ...

(i) Financial output component empty

(iv) Financial component fault
(v) Critical memory error

(vi) Progressive communication fault ..

(vii) Program storage medium fault .....

Reported when a fault on a component is detected. When possible, this event message
should indicate what the nature of the fault is.

Reported when a financial instrument acceptor or dispenser includes storage, and it be-
comes full. This event message should indicate what financial storage component is
full.

Reported when a financial instrument dispenser is empty. The event message should
indicate which financial output component is affected, and whether it is empty.

Reported when an occurrence on a financial component results in a known fault state.

Some critical memory error has occurred. When a non-correctable critical memory error
has occurred, the data on the Class Il gaming system component can no longer be
considered reliable. Accordingly, any game play on the affected component shall
cease immediately, and an appropriate message shall be displayed, if possible.

If applicable; when communications with a progressive controller component is in a
known fault state.

The software has failed its own internal security check or the medium itself has some
fault.

Any game play on the affected component shall cease immediately, and an appropriate
message shall be displayed, if possible.

(2) The occurrence of any event iden-
tified in paragraph (a)(1) of this section
shall be recorded.

(3) Upon clearing any event identified
in paragraph (a)(1) of this section, the
Class II gaming system shall:

(i) Record that the fault condition
has been cleared;

(ii) Ensure the integrity of all related
accounting data; and

(iii) In the case of a malfunction, re-
turn a player’s purchase or wager ac-
cording to the rules of the game.

(b) Door open/close events. (1) In addi-
tion to the requirements of paragraph
(a)(1) of this section, the Class II gam-
ing system shall perform the following
for any component affected by any
sensored door open event:

(i) Indicate that the state of a
sensored door changes from closed to
open or opened to closed;

(ii) Disable all financial instrument
acceptance, unless a test mode is en-
tered;

(iii) Disable game play on the af-
fected player interface;

(iv) Disable player inputs on the af-
fected player interface, unless test
mode is entered; and

(v) Disable all financial instrument
disbursement, unless a test mode is en-
tered.

(2) The Class II gaming system may
return the component to a ready to
play state when all sensored doors are
closed.

(c) Non-fault events. (1) The following
non-fault events are to be treated as
described below, if applicable:

Event

Definition and action to be taken

(i) Player interface power off during play ..........

(i) Player interface power on ..........ccccceeecneeens

turned on.

This condition is reported by the affected component(s) to indicate power has
been lost during game play.
This condition is reported by the affected component(s) to indicate it has been
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Event

Definition and action to be taken

(i) Financial instrument storage component
container/stacker removed.

This condition is reported when a financial instrument storage container has
been removed. The event message should indicate which storage container
was removed.

§547.11 What are the minimum tech-
nical standards for money and cred-
it handling?

This section provides standards for
money and credit handling by a Class
IT gaming system.

(a) Credit acceptance, generally. (1)
Upon any credit acceptance, the Class
II gaming system shall register the
correct number of credits on the play-
er’s credit balance.

(2) The Class II gaming system shall
reject financial instruments deemed in-
valid.

(b) Credit redemption, generally. (1) For
cashable credits on a player interface,
players shall be allowed to cash out
and/or redeem those credits at the
player interface except when that play-
er interface is:

(i) Involved in the play of a game;

(ii) In audit mode, recall mode or any
test mode;

(iii) Detecting any sensored door
open condition;

(iv) Updating the player credit bal-
ance or total win accounting data; or

(v) Displaying a fault condition that
would prevent cash-out or credit re-
demption. In this case a fault indica-
tion shall be displayed.

(2) For cashable credits not on a
player interface, the player shall be al-
lowed to cash out and/or redeem those
credits at any time.

(3) A Class II gaming system shall
not automatically pay an award sub-
ject to mandatory tax reporting or
withholding.

(4) Credit redemption by voucher or
coupon shall conform to the following:

(i) A Class II gaming system may re-
deem credits by issuing a voucher or
coupon when it communicates with a
voucher system that validates the
voucher or coupon.

(ii) A Class II gaming system that re-
deems credits by issuing vouchers and
coupons shall either:

(A) Maintain an electronic record of
all information required by paragraphs
(b)(5)(ii) through (vi) of this section; or

(B) Generate two identical copies of
each voucher or coupon issued, one to
be provided to the player and the other
to be retained within the machine for
audit purposes.

(5) Valid vouchers and coupons shall
contain the following:

(i) Gaming operation name and loca-
tion;

(ii) The identification number of the
Class II gaming system component or
the player interface number, as appli-
cable;

(iii) Date and time of issuance;

(iv) Alpha and numeric
amount;

(v) A sequence number;

(vi) A validation number that:

(A) Is produced by a means specifi-
cally designed to prevent repetition of
validation numbers; and

(B) Has some form of checkcode or
other form of information redundancy
to prevent prediction of subsequent
validation numbers without knowledge
of the checkcode algorithm and param-
eters;

(vii) For machine-readable vouchers
and coupons, a bar code or other form
of machine readable representation of
the validation number, which shall
have enough redundancy and error
checking to ensure that 99.9% of all
misreads are flagged as errors;

(viii) Transaction type or other
method of differentiating voucher and
coupon types; and

(ix) Expiration period or date.

(6) Transfers from an account may
not exceed the balance of that account.

(7) For Class II gaming systems not
using dollars and cents accounting and
not having odd cents accounting, the
Class II gaming system shall reject any
transfers from voucher payment sys-
tems or cashless systems that are not
even multiples of the Class II gaming
system denomination.

(8) Voucher redemption systems shall
include the ability to report redemp-
tions per redemption location or user.

dollar
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§547.12 What are the minimum tech-
nical standards for downloading on
a Class II gaming system?

This section provides standards for
downloading on a Class II gaming sys-
tem.

(a) Downloads. (1) Downloads are an
acceptable means of transporting ap-
proved content, including but not lim-
ited to software, files, data, and prize
schedules.

(2) Downloads of software, games,
prize schedules, or other download
packages shall be conducted only as
authorized by the tribal gaming regu-
latory authority.

(3) Downloads shall use secure meth-
odologies that will deliver the
download data without alteration or
modification, in accordance with
§547.15(a).

(4) Downloads conducted during oper-
ational periods shall be performed in a
manner that will not affect game play.

(5) Downloads shall not affect the in-
tegrity of accounting data.

(6) The Class II gaming system or the
tribal gaming regulatory authority
shall log each download of any
download package. Each log record
shall contain as a minimum:

(i) The time and date of the initi-
ation of the download;

(ii) The time and date of the comple-
tion of the download;

(iii) The Class II gaming system com-
ponents to which software was
downloaded;

(iv) The version(s) of download pack-
age and any software downloaded. Log-
ging of the unique software signature
will satisfy this requirement;

(v) The outcome of any software
verification following the download
(success or failure); and

(vi) The name and identification
number, or other unique identifier, of
any individual(s) conducting or sched-
uling a download.

(b) Verifying downloads. Following
download of any game software, the
Class II gaming system shall verify the
downloaded software using a software
signature verification method that
meets the requirements of §547.8(f).
Using any method it deems appro-
priate, the tribal gaming regulatory
authority shall confirm the
verification.
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§547.13 What are the minimum tech-
nical standards for program storage
media?

This section provides minimum
standards for removable, (re-)writable,
and nonwritable storage media in Class
ITI gaming systems.

(a) Removable program storage media.
All removable program storage media
shall maintain an internal checksum
or signature of its contents.
Verification of this checksum or signa-
ture is to be performed after every re-
start. If the verification fails, the af-
fected Class II gaming system compo-
nent(s) shall lock up and enter a fault
state.

(b) Nonrewritable program storage
media. (1) All EPROMs and Program-
mable Logic Devices (PLDs) that have
erasure windows shall be fitted with
covers over their erasure windows.

(2) All unused areas of EPROMs shall
be written with the inverse of the
erased state (e.g., zero bits (00 hex) for
most EPROMs), random data, or re-
peats of the program data.

(3) Flash memory storage compo-
nents intended to have the same log-
ical function as ROM, i.e. not to be dy-
namically written, shall be write-pro-
tected or otherwise protected from un-
authorized modification.

(4) The write cycle shall be closed or
finished for all CD-ROMs such that it
is not possible to write any further
data to the CD.

(5) Write protected hard disks are
permitted if the hardware means of en-
abling the write protect is easily
viewable and can be sealed in place
Write protected hard disks are per-
mitted using software write protection
verifiable by a testing laboratory.

(c) Writable and rewritable program
storage media. (1) Writable and rewrit-
able program storage, such as hard
disk drives, Flash memory, writable
CD-ROMs, and writable DVDs, may be
used provided that the software stored
thereon may be verified using the
mechanism provided pursuant to
§547.8(f).

(2) Program storage shall be struc-
tured so there is a verifiable separation
of fixed data (e.g. program, fixed pa-
rameters, DLLs) and variable data.

(d) Identification of program storage
media. All program storage media that

192



National Indian Gaming Commission, Interior

is not rewritable in circuit, (e.g.
EPROM, CD-ROM) shall be uniquely
identified, displaying:

(1) Manufacturer;

(2) Program identifier;

(3) Program version number(s); and

(4) Location information, if critical
(e.g. socket position 3 on the printed
circuit board).

§547.14 What are the minimum tech-
nical standards for electronic ran-
dom number generation?

This section provides minimum
standards for electronic RNGs in Class
II gaming systems.

(a) Properties. All RNGs shall produce
output having the following properties:

(1) Statistical randomness;

(2) Unpredictability; and

(3) Non-repeatability.

(b) Statistical Randomness. (1) Num-
bers produced by an RNG shall be sta-
tistically random individually and in
the permutations and combinations
used in the application under the rules
of the game. For example, if a bingo
game with 75 objects with numbers or
other designations has a progressive
winning pattern of the five numbers or
other designations on the bottom of
the card and the winning of this prize
is defined to be the five numbers or
other designations are matched in the
first five objects drawn, the likelihood
of each of the 75C5 combinations are to
be verified to be statistically equal.

(2) Numbers produced by an RNG
shall pass the statistical tests for ran-
domness to a 99% confidence level,
which may include:

(i) Chi-square test;

(ii) Equi-distribution
test;

(iii) Gap test;

(iv) Poker test;

(v) Coupon collector’s test;

(vi) Permutation test;

(vii) Run test (patterns of occur-
rences shall not be recurrent);

(viii) Spectral test;

(ix) Serial correlation test potency
and degree of serial correlation (out-
comes shall be independent from the
previous game); and

(x) Test on subsequences.

(¢) Unpredictability. (1) It shall not be
feasible to predict future outputs of an
RNG, even if the algorithm and the
past sequence of outputs are known.

(frequency)
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(2) Unpredictability shall be ensured
by reseeding or by continuously cy-
cling the RNG, and by providing a suf-
ficient number of RNG states for the
applications supported.

(3) Re-seeding may be used where the
re-seeding input is at least as statis-
tically random as, and independent of,
the output of the RNG being re-seeded.

(d) Non-repeatability. The RNG shall
not be initialized to reproduce the
same output stream that it has pro-
duced before, nor shall any two in-
stances of an RNG produce the same
stream as each other. This property
shall be ensured by initial seeding that
comes from:

(1) A source of ‘‘true” randomness,
such as a hardware random noise gen-
erator; or

(2) A combination of timestamps, pa-
rameters unique to a Class II gaming
system, previous RNG outputs, or
other, similar method.

(e) General requirements. (1) Software
that calls an RNG to derive game out-
come events shall immediately use the
output returned in accordance with the
game rules.

(2) The use of multiple RNGs is per-
mitted as long as they operate in ac-
cordance with this section.

(3) RNG outputs shall not be arbi-
trarily discarded or selected.

(4) Where a sequence of outputs is re-
quired, the whole of the sequence in
the order generated shall be used in ac-
cordance with the game rules.

(5) The Class II gaming system shall
neither adjust the RNG process or
game outcomes based on the history of
prizes obtained in previous games nor
make any reflexive or secondary deci-
sion that affects the results shown to
the player or game outcome. Nothing
in this paragraph shall prohibit the use
of entertaining displays.

(f) Scaling algorithms and scaled num-
bers. An RNG that provides output
scaled to given ranges shall:

(1) Be independent and uniform over
the range;

(2) Provide numbers scaled to the
ranges required by game rules, and not-
withstanding the requirements of para-
graph (e)(3) of this section, may discard
numbers that do not map uniformly
onto the required range but shall use
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the first number in sequence that does
map correctly to the range;

(3) Be capable of producing every pos-
sible outcome of a game according to
its rules; and

(4) Use an unbiased algorithm. A
scaling algorithm is considered to be
unbiased if the measured bias is no
greater than 1 in 100 million.

§547.15 What are the minimum tech-
nical standards for electronic data

communications between system
components?
This section provides minimum

standards for electronic data commu-
nications with gaming equipment or
components used with Class II gaming
systems.

(a) Sensitive data.Communication of
sensitive data shall be secure from
eavesdropping, access, tampering, in-
trusion or alteration unauthorized by
the tribal gaming regulatory author-
ity. Sensitive data shall include, but
not be limited to:

(1) RNG seeds and outcomes;

(2) Encryption keys, where the imple-

mentation chosen requires trans-
mission of keys;

(3) PINSs;

(4) Passwords;

(6) Financial instrument trans-

actions;

(6) Transfers of funds;

(7) Player tracking information;

(8) Download Packages; and

(9) Any information that affects
game outcome.

(b) Wireless communications. (1) Wire-
less access points shall not be acces-
sible to the general public.

(2) Open or unsecured wireless com-
munications are prohibited.

(3) Wireless communications shall be
secured using a methodology that
makes eavesdropping, access, tam-
pering, intrusion or alteration imprac-
tical. By way of illustration, such
methodologies include encryption, fre-
quency hopping, and code division mul-
tiplex access (as in cell phone tech-
nology).

(c) Methodologies shall be used that
will ensure the reliable transfer of data
and provide a reasonable ability to de-
tect and act upon any corruption of the
data.
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(d) Class II gaming systems shall
record detectable, unauthorized access
or intrusion attempts.

(e) Remote communications shall
only be allowed if authorized by the
tribal gaming regulatory authority.
Class II gaming systems shall have the
ability to enable or disable remote ac-
cess, and the default state shall be set
to disabled.

(f) Failure of data communications
shall not affect the integrity of critical
memory.

(g) The Class II gaming system shall
log the establishment, loss, and re-es-
tablishment of data communications
between sensitive Class II gaming sys-
tem components.

§547.16 What are the minimum stand-
ards for game artwork, glass, and
rules?

This section provides standards for
the display of game artwork, the dis-
plays on belly or top glass, and the dis-
play and disclosure of game rules,
whether in physical or electronic form.

(a) Rules, instructions, and price sched-
ules, generally. The following shall at
all times be displayed or made readily
available to the player upon request:

(1) Game name, rules, and options
such as the purchase or wager amount
stated clearly and unambiguously;

(2) Denomination;

(3) Instructions for play on, and use
of, the player interface, including the
functions of all buttons; and

(4) A prize schedule or other expla-
nation, sufficient to allow a player to
determine the correctness of all prizes
awarded, including;

(i) The range and values obtainable
for any variable prize;

(ii) Whether the value of a prize de-
pends on the purchase or wager
amount; and

(iii) The means of division of any
pari-mutuel prizes; but

(iv) For bingo and games similar to
bingo, the prize schedule or other ex-
planation need not state that subsets
of winning patterns are not awarded as
additional prizes (e.g. five in a row does
not also pay three in a row or four in
a row), unless there are exceptions,
which shall be clearly stated.

(b) Disclaimers. The Class II gaming
system shall continually display:

194



National Indian Gaming Commission, Interior

(1) “Malfunctions void all prizes and
plays’ or equivalent; and

(2) ‘“‘Actual Prizes Determined by
Bingo [or other applicable Class II
game] Play. Other Displays for Enter-
tainment Only.” or equivalent.

§547.17 How does a tribal gaming reg-
ulatory authority apply for a vari-
ance from these standards?

(a) Tribal Gaming Regulatory Authority
approval. (1) A tribal gaming regu-
latory authority may approve a vari-
ance from the requirements of this part
if it has determined that the variance
will achieve a level of security and in-
tegrity sufficient to accomplish the
purpose of the standard it is to replace.

(2) For each enumerated standard for
which the tribal gaming regulatory au-
thority approves a variance, it shall
submit to the Chairman within 30 days,
a detailed report, which shall include
the following:

(i) An explanation of how the vari-
ance achieves a level of security and
integrity sufficient to accomplish the
purpose of the standard it is to replace;
and

(ii) The variance as granted and the
record on which it is based.

(3) In the event that the tribal gam-
ing regulatory authority or the tribe’s
government chooses to submit a vari-
ance request directly to the Chairman
for joint government to government re-
view, the tribal gaming regulatory au-
thority or tribal government may do so
without the approval requirement set
forth in paragraph (a) (1) of this sec-
tion.

(b) Chairman Review. (1) The Chair-
man may approve or object to a vari-
ance granted by a tribal gaming regu-
latory authority.

(2) Any objection by the Chairman
shall be in written form with an expla-
nation why the variance as approved
by the tribal gaming regulatory au-
thority does not provide a level of secu-
rity or integrity sufficient to accom-
plish the purpose of the standard it is
to replace.

(3) If the Chairman fails to approve
or object in writing within 60 days
after the date of receipt of a complete
submission, the variance shall be con-
sidered approved by the Chairman. The
Chairman and the tribal gaming regu-
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latory authority may, by agreement,
extend this deadline an additional 60
days.

(4) No variance may be implemented
until approved by the tribal gaming
regulatory authority pursuant to para-
graph (a)(1) of this section or the
Chairman has approved pursuant to
paragraph (b)(1) of this section.

(c) Commission Review. Should the
tribal gaming regulatory authority
elect to maintain its approval after
written objection by the Chairman, the
tribal gaming regulatory authority
shall be entitled to an appeal to the
full Commission in accordance with
the following process:

(1) Within 60 days of receiving an ob-
jection, the tribal gaming regulatory
authority shall file a written notice of
appeal with the Commission that may
include a request for an oral hearing or
it may request that the matter be de-
cided upon written submissions.

(2) Within 10 days after filing a notice
of appeal the tribal gaming regulatory
authority shall file a supplemental
statement specifying the reasons why
the tribal gaming regulatory authority
believes the Chairman’s objection
should be reviewed, and shall include
supporting documentation, if any.

(3) Failure to file an appeal or submit
the supplemental statement within the
time provided by this section shall re-
sult in a waiver of the opportunity for
an appeal.

(4) If an oral hearing is requested it
shall take place within 30 days of the
notice of appeal and a record shall be
made.

(5) If the tribal gaming regulatory
authority requests that the appeal be
decided on the basis of written submis-
sion, the Commission shall issue a
written decision within 30 days of re-
ceiving the supplemental statement.

(6) The Commission shall uphold the
objection of the Chairman, only if,
upon de novo review of the record upon
which the Chairman’s decision is based,
the Commission determines that the
variance approved by the tribal gaming
regulatory authority does not achieve
a level of security and integrity suffi-
cient to accomplish the purpose of the
standard it is to replace.
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(7) The Commission shall issue a de-
cision within 30 days of the oral hear-
ing unless the tribal gaming regulatory
authority elects to provide the Com-
mission additional time, not to exceed
an additional 30 days, to issue a deci-
sion. In the absence of a decision by
the Commission within the time pro-
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vided, the decision of the tribal gaming
regulatory authority shall be deemed
affirmed.

(8) The Commission’s decision shall
constitute final agency action.
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