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§547.12 What are the minimum tech-
nical standards for downloading on
a Class II gaming system?

This section provides standards for
downloading on a Class II gaming sys-
tem.

(a) Downloads. (1) Downloads are an
acceptable means of transporting ap-
proved content, including but not lim-
ited to software, files, data, and prize
schedules.

(2) Downloads of software, games,
prize schedules, or other download
packages shall be conducted only as
authorized by the tribal gaming regu-
latory authority.

(3) Downloads shall use secure meth-
odologies that will deliver the
download data without alteration or
modification, in accordance with
§547.15(a).

(4) Downloads conducted during oper-
ational periods shall be performed in a
manner that will not affect game play.

(5) Downloads shall not affect the in-
tegrity of accounting data.

(6) The Class II gaming system or the
tribal gaming regulatory authority
shall log each download of any
download package. Each log record
shall contain as a minimum:

(i) The time and date of the initi-
ation of the download;

(ii) The time and date of the comple-
tion of the download;

(iii) The Class II gaming system com-
ponents to which software was
downloaded;

(iv) The version(s) of download pack-
age and any software downloaded. Log-
ging of the unique software signature
will satisfy this requirement;

(v) The outcome of any software
verification following the download
(success or failure); and

(vi) The name and identification
number, or other unique identifier, of
any individual(s) conducting or sched-
uling a download.

(b) Verifying downloads. Following
download of any game software, the
Class II gaming system shall verify the
downloaded software using a software
signature verification method that
meets the requirements of §547.8(f).
Using any method it deems appro-
priate, the tribal gaming regulatory
authority shall confirm the
verification.
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§547.13 What are the minimum tech-
nical standards for program storage
media?

This section provides minimum
standards for removable, (re-)writable,
and nonwritable storage media in Class
ITI gaming systems.

(a) Removable program storage media.
All removable program storage media
shall maintain an internal checksum
or signature of its contents.
Verification of this checksum or signa-
ture is to be performed after every re-
start. If the verification fails, the af-
fected Class II gaming system compo-
nent(s) shall lock up and enter a fault
state.

(b) Nonrewritable program storage
media. (1) All EPROMs and Program-
mable Logic Devices (PLDs) that have
erasure windows shall be fitted with
covers over their erasure windows.

(2) All unused areas of EPROMs shall
be written with the inverse of the
erased state (e.g., zero bits (00 hex) for
most EPROMs), random data, or re-
peats of the program data.

(3) Flash memory storage compo-
nents intended to have the same log-
ical function as ROM, i.e. not to be dy-
namically written, shall be write-pro-
tected or otherwise protected from un-
authorized modification.

(4) The write cycle shall be closed or
finished for all CD-ROMs such that it
is not possible to write any further
data to the CD.

(5) Write protected hard disks are
permitted if the hardware means of en-
abling the write protect is easily
viewable and can be sealed in place
Write protected hard disks are per-
mitted using software write protection
verifiable by a testing laboratory.

(c) Writable and rewritable program
storage media. (1) Writable and rewrit-
able program storage, such as hard
disk drives, Flash memory, writable
CD-ROMs, and writable DVDs, may be
used provided that the software stored
thereon may be verified using the
mechanism provided pursuant to
§547.8(f).

(2) Program storage shall be struc-
tured so there is a verifiable separation
of fixed data (e.g. program, fixed pa-
rameters, DLLs) and variable data.

(d) Identification of program storage
media. All program storage media that
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