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nature, or scope of an actual or poten-
tial law enforcement or counterintel-
ligence investigation, and thereby seri-
ously impede law enforcement or coun-
terintelligence efforts by permitting 
the record subject and other persons to 
whom he might disclose the records to 
avoid criminal penalties, civil rem-
edies, or counterintelligence measures. 

(2) Subsection (c)(4). This subsection is 
inapplicable to the extent that an ex-
emption is being claimed for sub-
section (d). 

(3) Subsection (d)(1). Disclosure of 
records in the system could reveal the 
identity of confidential sources and re-
sult in an unwarranted invasion of the 
privacy of others. Disclosure may also 
reveal information relating to actual 
or potential criminal investigations. 
Disclosure of classified national secu-
rity information would cause damage 
to the national security of the United 
States. 

(4) Subsection (d)(2). Amendment of 
the records could interfere with ongo-
ing criminal or civil law enforcement 
proceedings and impose an impossible 
administrative burden by requiring in-
vestigations to be continuously re-
investigated. 

(5) Subsections (d)(3) and (4). These 
subsections are inapplicable to the ex-
tent exemption is claimed from (d)(1) 
and (2). 

(6) Subsection (e)(1). It is often impos-
sible to determine in advance if inves-
tigatory records contained in this sys-
tem are accurate, relevant, timely and 
complete, but, in the interests of effec-
tive law enforcement and counterintel-
ligence, it is necessary to retain this 
information to aid in establishing pat-
terns of activity and provide investiga-
tive leads. 

(7) Subsection (e)(2). To collect infor-
mation from the subject individual 
could serve notice that he or she is the 
subject of a criminal investigation and 
thereby present a serious impediment 
to such investigations. 

(8) Subsection (e)(3). To inform indi-
viduals as required by this subsection 
could reveal the existence of a criminal 
investigation and compromise inves-
tigative efforts. 

(9) Subsection (e)(5). It is often impos-
sible to determine in advance if inves-
tigatory records contained in this sys-

tem are accurate, relevant, timely and 
complete, but, in the interests of effec-
tive law enforcement, it is necessary to 
retain this information to aid in estab-
lishing patterns of activity and provide 
investigative leads. 

(10) Subsection (e)(8). To serve notice 
could give persons sufficient warning 
to evade investigative efforts. 

(11) Subsection (g). This subsection is 
inapplicable to the extent that the sys-
tem is exempt from other specific sub-
sections of the Privacy Act. 

[Order No. 297–2002, 67 FR 70163, Nov. 21, 2002] 

§ 16.133 Exemption of Department of 
Justice Regional Data Exchange 
System (RDEX), DOJ–012. 

(a) The Department of Justice Re-
gional Data Exchange System (RDEX), 
DOJ–012, is exempted from subsections 
(c)(3) and (4); (d)(1), (2), (3), and (4); 
(e)(1), (2), (3), (5), and (8); and (g) of the 
Privacy Act pursuant to 5 U.S.C. 
552a(j)(2). These exemptions apply only 
to the extent that information in a 
record is subject to exemption pursu-
ant to 5 U.S.C. 552a(j)(2). 

(b) This system is exempted from the 
following subsections for the reasons 
set forth below: 

(1) From subsection (c)(3) because 
making available to a record subject 
the accounting of disclosures of crimi-
nal law enforcement records con-
cerning him or her could inform that 
individual of the existence, nature, or 
scope of an investigation, or could oth-
erwise seriously impede law enforce-
ment efforts. 

(2) From subsection (c)(4) because 
this system is exempt from subsections 
(d)(1), (2), (3), and (4). 

(3) From subsection (d)(1) because 
disclosure of criminal law enforcement 
information could interfere with an in-
vestigation, reveal the identity of con-
fidential sources, and result in an un-
warranted invasion of the privacy of 
others. 

(4) From subsection (d)(2) because 
amendment of the records would inter-
fere with ongoing criminal law enforce-
ment proceedings and impose an im-
possible administrative burden by re-
quiring investigations to be continu-
ously reinvestigated. 
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(5) From subsections (d)(3) and (4) be-
cause these subsections are inappli-
cable to the extent that exemption is 
claimed from subsections (d)(1) and (2). 

(6) From subsection (e)(1) because it 
is often impossible to determine in ad-
vance if criminal law enforcement 
records contained in this system are 
relevant and necessary, but, in the in-
terests of effective law enforcement, it 
is necessary to retain this information 
to aid in establishing patterns of activ-
ity and provide investigative leads. 

(7) From subsection (e)(2) because 
collecting information from the sub-
ject individual could serve notice that 
he or she is the subject of a criminal 
law enforcement matter and thereby 
present a serious impediment to law 
enforcement efforts. Further, because 
of the nature of criminal law enforce-
ment matters, vital information about 
an individual frequently can be ob-
tained only from other persons who are 
familiar with the individual and his or 
her activities and it often is not prac-
ticable to rely on information provided 
directly by the individual. 

(8) From subsection (e)(3) because in-
forming individuals as required by this 
subsection could reveal the existence 
of a criminal law enforcement matter 
and compromise criminal law enforce-
ment efforts. 

(9) From subsection (e)(5) because it 
is often impossible to determine in ad-
vance if criminal law enforcement 
records contained in this system are 
accurate, relevant, timely, and com-
plete, but, in the interests of effective 
law enforcement, it is necessary to re-
tain this information to aid in estab-
lishing patterns of activity and obtain-
ing investigative leads. 

(10) From subsection (e)(8) because 
serving notice could give persons suffi-
cient warning to evade criminal law 
enforcement efforts. 

(11) From subsection (g) to the extent 
that this system is exempt from other 
specific subsections of the Privacy Act. 

[Order No. 007–2005, 70 FR 49870, Aug. 25, 2005] 

§ 16.134 Exemption of Debt Collection 
Enforcement System, Justice/DOJ– 
016. 

(a) The following system of records is 
exempt pursuant to 5 U.S.C. 552a(j)(2) 
from subsections (c)(3) and (4); (d)(1), 

(2), (3), and (4); (e)(1), (2), (3), (4)(G), (H) 
and (I), (5) and (8); (f) and (g) of the Pri-
vacy Act. In addition, the system is ex-
empt pursuant to 5 U.S.C. 552a(k)(2) 
from subsections (c)(3); (d)(1), (2), (3), 
and (4); (e)(1); (4)(G), (H), and (I); and 
(f). These exemptions apply only to the 
extent that information in this system 
is subject to exemption pursuant to 5 
U.S.C. 552a(j)(2) or (k)(2). Where com-
pliance would not appear to interfere 
with or adversely affect the law en-
forcement purposes of this system, or 
the overall law enforcement process, 
the applicable exemption may be 
waived by the DOJ in its sole discre-
tion. 

(b) Exemptions from the particular 
subsections are justified for the fol-
lowing reasons: 

(1) From subsection (c)(3), the re-
quirement that an accounting be made 
available to the named subject of a 
record, because certain records in this 
system are exempt from the access pro-
visions of subsection (d). Also, because 
making available to a record subject 
the accounting of disclosures from 
records concerning him/her would spe-
cifically reveal any investigative inter-
est in the individual. Revealing this in-
formation may thus compromise ongo-
ing law enforcement efforts. Revealing 
this information may also permit the 
record subject to take measures to im-
pede the investigation, such as destroy-
ing evidence, intimidating potential 
witnesses or fleeing the area to avoid 
the investigation. 

(2) From subsection (c)(4) notifica-
tion requirements because certain 
records in this system are exempt from 
the access and amendment provisions 
of subsection (d) as well as the access 
to accounting of disclosures provision 
of subsection (c)(3). 

(3) From subsections (d)(1), (2), (3), 
and (4) because access to the records 
contained in this system might com-
promise ongoing investigations, reveal 
confidential informants, or constitute 
unwarranted invasions of the personal 
privacy of third parties who are in-
volved in a certain investigation. 
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