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board members on the Resale Activi-
ties Board.

(3) Appoint a Chair of the Board.

(4) Monitor the activities of the
Board and ensure that the Board dis-
charges its responsibilities as set forth
in §235.6.

(b) The Secretaries of the Military
Departments shall ensure that their re-
spective component DoD resale activi-
ties comply with this Part and may
designate a senior representative to
serve on the Board.

(c) The Secretary of the Army and
the Secretary of the Air Force shall
each appoint one senior representative
from the Army and Air Force Exchange
Service to serve on the Board.

(d) The Secretary of the Navy shall
appoint a senior representative from
the Navy Exchange Service Command
and a senior representative from the
Marine Corps Exchange Service to
serve on the Board.

§235.6 Procedures.

(a) The Board shall periodically re-
view material offered or to be offered
for sale or rental on property under
DoD jurisdiction and determine wheth-
er any such material is sexually ex-
plicit in accordance with this part.

(b) If the Board determines that any
material offered for sale or rental on
property under DoD jurisdiction is sex-
ually explicit, such material shall be
withdrawn from all retail outlets
where it is sold or rented and returned
to distributors or suppliers, and shall
not be purchased absent further action
by the Board.

(c) The Board shall convene as nec-
essary to determine whether any mate-
rial offered or to be offered for sale or
rental on property under DoD jurisdic-
tion is sexually explicit. The Board
members shall, to the extent prac-
ticable, maintain and update relevant
information about material offered or
to be offered for sale or rental on prop-
erty under DoD jurisdiction.

(d) If any purchasing agent or man-
ager of a retail outlet has reason to be-
lieve that material offered or to be of-
fered for sale or rental on property
under DoD jurisdiction may be sexu-
ally explicit as defined herein, and
such material is not addressed by the
Board’s guidance issued pursuant to

Pt. 236

paragraph (e) of this section, he or she
shall request a determination from the
Board about such material prior to
purchase or as soon as possible.

(e) At the conclusion of each review
and, as necessary, the Board shall issue
guidance to purchasing agents and
managers of retail outlets about the
purchase, withdrawal, and return of
sexually explicit material. The Board
may also provide guidance to pur-
chasing agents and managers of retail
outlets about material that it has de-
termined is not sexually explicit. Pur-
chasing agents and managers of retail
outlets shall continue to follow their
usual purchasing and stocking prac-
tices unless instructed otherwise by
the Board.

(f) Material which has been deter-
mined by the Board to be sexually ex-
plicit may be submitted for reconsider-
ation every b5 years. If substantive
changes in the publication standards
occur earlier, the purchasing agent or
manager of a retail outlet under DoD
jurisdiction may request a review.

§235.7 Information requirements.

The Chair of the Board shall submit
to the PDUSD(P&R) an annual report
documenting the activities, decisions,
and membership of the Board. Negative
reports are required. The annual report
shall be due on October 1st of each year
and is not subject to the licensing in-
ternal information requirements of
DoD 8910.1-M. 2

PART 236—DEPARTMENT OF DE-
FENSE (DOD)-DEFENSE INDUS-
TRIAL BASE (DIB) VOLUNTARY
CYBER SECURITY AND INFORMA-
TION ASSURANCE (CS/IA) AC-
TIVITIES

Sec.

236.1 Purpose.

236.2 Definitions.

236.3 Policy.

236.4 Procedures.

236.5 Cyber security information sharing.

236.6 General provisions.

236.7 DIB participant eligibility require-
ments.

2Copies may be obtained at htip:/

www.dtic.mil/whs/directives/.
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AUTHORITY: 10 U.S.C. 2224; 44 U.S.C. 3506; 44
U.S.C. 3544.

SOURCE: 77 FR 27618, May 11, 2012, unless
otherwise noted.

§236.1 Purpose.

Cyber threats to DIB unclassified in-
formation systems represent an unac-
ceptable risk of compromise of DoD in-
formation and pose an imminent threat
to U.S. national security and economic
security interests. DoD’s voluntary
DIB CS/TA program enhances and sup-
plements DIB participants’ capabilities
to safeguard DoD information that re-
sides on, or transits, DIB unclassified
information systems.

§236.2 Definitions.

As used in this part:

(a) Attribution information means in-
formation that identifies the DIB par-
ticipant, whether directly or indi-
rectly, by the grouping of information
that can be traced back to the DIB par-
ticipant (e.g., program description, fa-
cility locations).

(b) Compromise means disclosure of
information to unauthorized persons or
a violation of the security policy of a
system in which unauthorized inten-
tional, or unintentional, disclosure,
modification, destruction, loss of an
object, or the copying of information
to unauthorized media may have oc-
curred.

(c) Covered defense information means
unclassified information that:

(1) Is:

(i) Provided by or on behalf of the
DoD to the DIB participant in connec-
tion with an official DoD activity; or

(ii) Collected, developed, received,
transmitted, used, or stored by the DIB
participant in support of an official
DoD activity; and

(2) Is:

(i) Technical information marked for
restricted distribution in accordance
with DoD Directive 5230.25, ‘With-
holding of Unclassified Technical Data
From Public Disclosure,” or DoD Di-
rective 5230.24, ‘‘Distribution State-
ments on Technical Documents’’;

(ii) Information subject to export
control under the International Traffic
in Arms Regulations (ITAR) (http:/
pmddtc.state.gov/regulations laws/
itar official.html), or the Export Ad-
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ministration Regulations (EAR) (http:/
ecfr.gpoaccess.gov, Title 15, part 730);

(iii) Information designated as Crit-
ical Program Information (CPI) in ac-
cordance with DoD Instruction 5200.39,
“Critical Program Information (CPI)
Protection within the Department of
Defense’’;

(iv) Information that hostile intel-
ligence systems might obtain that
could be interpreted or pieced together
to derive critical intelligence in time
to be useful to adversaries as described
in 5205.02-M, ‘“‘DoD Operations Security
(OPSEC Program Manual’’;

(v) Personally Identifiable Informa-
tion (PII) that can be used to distin-
guish or trace an individual’s identity
in accordance with DoD Directive
5400.11, ““DoD Privacy Program’’;

(vi) Information bearing current and
prior designations indicating unclassi-
fied controlled information (e.g., For
Official Use Only, Sensitive But Un-
classified, and Limited Official Use,
DoD Unclassfied Controlled Nuclear In-
formation, Sensitive Information) that
has not been cleared for public release
in accordance with DoD Directive
5230.29, ‘‘Clearance of DoD Information
for Public Release’ (see also Appendix
3 of DoD 5200.1-R, ‘‘Information Secu-
rity Program Regulation”); or

(vii) Any other information that is
exempt from mandatory public disclo-
sure under DoD Directive 5400.07, ‘““DoD
Freedom of Information Act (FOIA)
Program’, and DoD Regulation 5400.7-
R, “DoD Freedom of Information Pro-
gram’’.

(d) Covered DIB systems means an in-
formation system that is owned or op-
erated by or for a DIB participant and
that processes, stores, or transmits
covered defense information.

(e) Cyber incident means actions
taken through the use of computer net-
works that result in an actual or po-
tentially adverse effect on an informa-
tion system and/or the information re-
siding therein.

(f) Cyber intrusion damage assessment
means a managed, coordinated process
to determine the effect on defense pro-
grams, defense scientific and research
projects, or defense warfighting capa-
bilities resulting from compromise of a
DIB participant’s unclassified com-
puter system or network.
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(g) Defense Industrial Base (DIB)
means the Department of Defense, gov-
ernment, and private sector worldwide
industrial complex with capabilities to
perform research and development, de-
sign, produce, and maintain military
weapon systems, subsystems, compo-
nents, or parts to satisfy military re-
quirements.

(h) DIB participant means a DIB com-
pany that has met all of the eligibility
requirements to participate in the vol-
untary DIB CS/IA information sharing
program as set forth in this part (see
§236.7).

(i) Government means the United
States Government.

(3) Govermment Furnished Information
(GFI) means information provided by
the Government under the voluntary
DIB CS/IA program, including but not
limited to cyber threat information
and information assurance practices.

(k) Information means any commu-
nication or representation of knowl-
edge such as facts, data, or opinions in
any medium or form, including textual,
numerical, graphic, cartographic, nar-
rative, or audiovisual.

(1) Information system means a dis-
crete set of information resources orga-
nized for the collection, processing,
maintenance, use, sharing, dissemina-
tion, or disposition of information.

(m) Threat means any circumstance
or event with the potential to ad-
versely impact organization operations
(including mission, functions, image,
or reputation), organization assets, in-
dividuals, other organizations, or the
Nation through an information system
via unauthorized access, destruction,
disclosure, modification of information
and/or denial of service.

§236.3 Policy.

It is DoD policy to:

(a) Establish a comprehensive ap-
proach for enhancing and
supplementing DIB information assur-
ance capabilities to safeguard covered
defense information on covered DIB
systems.

(b) Increase the Government and DIB
situational awareness of the extent and
severity of cyber threats to DOD infor-
mation.

§236.4

§236.4 Procedures.

(a) The Government and each DIB
participant will execute a voluntary
standardized agreement, referred to as
a Framework Agreement (FA), to
share, in a timely and secure manner,
on a recurring basis, and to the great-
est extent possible, cyber security in-
formation relating to information as-
surance for covered defense informa-
tion on covered DIB systems.

(b) Each such FA between the Gov-
ernment and a DIB participant must
comply with and implement the re-
quirements of this part, and will in-
clude additional terms and conditions
as necessary to effectively implement
the voluntary information sharing ac-
tivities described in this part with indi-
vidual DIB participants.

(c) DoD’s DIB CS/IA Program Office
is the overall point of contact for the
program. The DoD Cyber Crime Cen-
ter’s DoD-DIB Collaborative Informa-
tion Sharing Environment (DC3/DCISE)
is the operational focal point for cyber
threat information sharing and inci-
dent reporting under the DIB CS/IA
program.

(d) The Government will maintain a
Web site or other Internet-based capa-
bility to provide potential DIB partici-
pants with information about eligi-
bility and participation in the pro-
gram, to enable the online application
or registration for participation, and to
support the execution of necessary
agreements with the Government.
(http:/dibnet.dod.mil/)

(e) Prior to receiving GFI from the
Government, each DIB participant
shall provide the requisite points of
contact information, to include secu-
rity clearance and citizenship informa-
tion, for the designated personnel with-
in their company (e.g., typically 3-10
company designated points of contact)
in order to facilitate the DoD-DIB
interaction in the DIB CS/IA program.
The Government will confirm the accu-
racy of the information provided as a
condition of that point of contact being
authorized to act on behalf of the DIB
participant for this program.

(f) GFI will be issued via both unclas-
sified and classified means. DIB partic-
ipant handling and safeguarding of
classified information shall be in com-
pliance with the National Industrial
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Security Program Operating Manual
(NISPOM) (DoD 5220.22-M). The Gov-
ernment shall specify transmission and
distribution procedures for all GFI, and
shall inform DIB participants of any
revisions to previously specified trans-
mission or procedures.

(g) Except as authorized in this part
or in writing by the Government, DIB
participants may use GFI to safeguard
covered defense information only on
covered DIB systems that are U.S.
based (i.e., provisioned, maintained, or
operated within the physical bound-
aries of the United States); and share
GFI only within their company or or-
ganization, on a need to know basis,
with distribution restricted to U.S.
citizens (i.e., a person born in the
United States, or naturalized, holding
a U.S. passport). However, in individual
cases, upon request of a DIB partici-
pant that has determined that it re-
quires the ability to share the informa-
tion with a non-U.S. citizen, or to use
the GFI on a non-U.S. based covered
DIB system, and can demonstrate that
appropriate information handling and
protection mechanisms are in place,
the Government may authorize such
disclosure or use under appropriate
terms and conditions.

(h) DIB participants shall maintain
the capability to electronically dis-
seminate GFI within the Company in
an encrypted fashion (e.g., using Se-
cure/Multipurpose Internet Mail Exten-
sions (S/MIME), secure socket layer
(SSL), Transport Layer Security (TLS)
protocol version 1.2, DoD-approved me-
dium assurance certificates).

(i) The DIB participants shall not
share GFI outside of their company or
organization, regardless of personnel
clearance level, except as authorized in
this part or otherwise authorized in
writing by the Government.

(j) If the DIB participant utilizes a
third-party service provider (SP) for
information system security services,
the DIB participant may share GFI
with that SP under the following con-
ditions and as authorized in writing by
the Government:

(1) The DIB participant must identify
the SP to the Government and request
permission to share or disclose any GFI
with that SP (which may include a re-
quest that the Government share infor-
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mation directly with the SP on behalf
of the DIB participant) solely for the
authorized purposes of this program;

(2) The SP must provide the Govern-
ment with sufficient information to en-
able the Government to determine
whether the SP is eligible to receive
such information, and possesses the ca-
pability to provide appropriate protec-
tions for the GFI;

(3) Upon approval by the Govern-
ment, the SP must enter into a legally
binding agreement with the DIB partic-
ipant (and also an appropriate agree-
ment with the Government in any case
in which the SP will receive or share
information directly with the Govern-
ment on behalf of the DIB participant)
under which the SP is subject to all ap-
plicable requirements of this part and
of any supplemental terms and condi-
tions in the DIB participant’s FA with
the Government, and which authorizes
the SP to use the GFI only as author-
ized by the Government.

(k) The DIB participant may not sell,
lease, license, or otherwise incorporate
the GFI into its products or services,
except that this does not prohibit a
DIB participant from being appro-
priately designated an SP in accord-
ance with paragraph (j) of this section.

§236.5 Cyber information

sharing.

(a) GFI. The Government shall share
GFI with DIB participants or des-
ignated SPs in accordance with this
part.

(b) Initial incident reporting. The DIB
participant shall report to DC3/DCISE
cyber incidents involving covered de-
fense information on a covered DIB
system. These initial reports will be
provided within 72 hours of discovery.
DIB participants also may report other
cyber incidents to the Government if
the DIB participant determines the in-
cident may be relevant to information
assurance for covered defense informa-
tion or covered DIB systems or other
information assurance activities of the
Government.

(c) Follow-up reporting. After an ini-
tial incident report, the Government
and the DIB participant may volun-
tarily share additional information
that is determined to be relevant to a

security
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reported incident, including informa-
tion regarding forensic analyses, miti-
gation and remediation, and cyber in-
trusion damage assessments.

(d) Cyber intrusion damage assessment.
Following analysis of a cyber incident,
DC3/DCISE may provide information
relevant to the potential or known
compromise of DoD acquisition pro-
gram information to the Office of the
Secretary of Defense’s Damage Assess-
ment Management Office (OSD DAMO)
for a cyber intrusion damage assess-
ment. The Government may provide
DIB participants with information re-
garding the damage assessment.

(e) DIB participant attribution informa-
tion. The Government acknowledges
that information shared by the DIB
participants under this program may
include extremely sensitive propri-
etary, commercial, or operational in-
formation that is not customarily
shared outside of the company, and
that the unauthorized use or disclosure
of such information could cause sub-
stantial competitive harm to the DIB
participant that reported that informa-
tion. The Government shall take rea-
sonable steps to protect against the un-
authorized use or release of such infor-
mation (e.g., attribution information
and other nonpublic information) re-
ceived from a DIB participant or de-
rived from such information provided
by a DIB participant, including appli-
cable procedures pursuant to paragraph
(h) of this section. The Government
will restrict its internal use and disclo-
sure of attribution information to only
Government personnel and Govern-
ment support contractors that are
bound by appropriate confidentiality
obligations and restrictions relating to
the handling of this sensitive informa-
tion and are engaged in lawfully au-
thorized activities.

(f) Non-attribution information. The
Government may share non-attribution
information that was provided by a
DIB participant (or derived from infor-
mation provided by a DIB participant)
with other DIB participants in the DIB
CS/IA program, and may share such in-
formation throughout the Government
(including with Government support
contractors that are bound by appro-
priate confidentiality obligations) for
cyber security and information assur-

§236.6

ance purposes for the protection of
Government information or informa-
tion systems.

(g) Electronic media. Electronic media/
files provided by DIB participants to
DC3 under paragraphs (b), (¢) and (d) of
this section are maintained by the dig-
ital and multimedia forensics labora-
tory at DC3, which implements special-
ized handling procedures to maintain
its accreditation as a digital and
multimedia forensics laboratory. DC3
will maintain, control, and dispose of
all electronic media/files provided by
DIB participants to DC3 in accordance
with established DoD policies and pro-
cedures.

(h) Freedom of Information Act (FOIA).
Agency records, which may include
qualifying information received from
non-federal entities, are subject to re-
quest under the Freedom of Informa-
tion Act (b U.S.C. 552) (FOIA), which is
implemented in the Department of De-
fense by DoD Directive 5400.07 and DoD
Regulation 5400.7-R (see 32 CFR parts
285 and 286, respectively). Pursuant to
established procedures and applicable
regulations, the Government will pro-
tect sensitive nonpublic information
under this Program against unauthor-
ized public disclosure by asserting ap-
plicable FOIA exemptions, and will in-
form the non-Government source or
submitter (e.g., DIB participants) of
any such information that may be sub-
ject to release in response to a FOIA
request, to permit the source or sub-
mitter to support the withholding of
such information or pursue any other
available legal remedies.

§236.6 General provisions.

(a) Confidentiality of information
that is exchanged under this program
will be protected to the maximum ex-
tent authorized by law, regulation, and
policy.

(b) The Government and DIB partici-
pants will conduct their respective ac-
tivities under this program in accord-
ance with applicable laws and regula-
tions, including restrictions on the
interception, monitoring, access, use,
and disclosure of electronic commu-
nications or data. The Government and
the DIB participant each bear responsi-
bility for their own actions under this
program.
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(c) Prior to sharing any information
with the Government under this pro-
gram pursuant to the FA, the DIB par-
ticipant shall perform a legal review of
its policies and practices that support
its activities under this program, and
shall make a determination that such
policies, practices, and activities com-
ply with applicable legal requirements.
The Government may request from any
DIB participant additional information
or assurances regarding such DIB par-
ticipant’s policies or practices, or the
determination by the DIB participant
that such policies or practices comply
with applicable legal requirements.

(d) This voluntary DIB CS/IA pro-
gram is intended to safeguard covered
defense information. None of the re-
strictions on the Government’s use or
sharing of information under the DIB
CS/IA program shall limit the Govern-
ment’s ability to conduct law enforce-
ment, counterintelligence activities, or
other activities in the interest of na-
tional security; and participation does
not supersede other regulatory or stat-
utory requirements.

(e) Participation in the DIB CS/IA
program is voluntary and does not obli-
gate the DIB participant to utilize the
GFI in, or otherwise to implement any
changes to, its information systems.
Any action taken by the DIB partici-
pant based on the GFI or other partici-
pation in this program is taken on the
DIB participant’s own volition and at
its own risk and expense.

(f) A DIB participant’s voluntary par-
ticipation in this program is not in-
tended to create any unfair competi-
tive advantage or disadvantage in DoD
source selections or competitions, or to
provide any other form of unfair pref-
erential treatment, and shall not in
any way be represented or interpreted
as a Government endorsement or ap-
proval of the DIB participant, its infor-
mation systems, or its products or
services.

(g) The DIB participant and the Gov-
ernment may each unilaterally limit
or discontinue participation in this
program at any time. Termination
shall not relieve the DIB participant or
the Government from obligations to
continue to protect against the unau-
thorized use or disclosure of GFI, attri-
bution information, contractor propri-
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etary information, third-party propri-
etary information, or any other infor-
mation exchanged under this program,
as required by law, regulation, con-
tract, or the FA.

(h) Upon termination of the FA, and/
or change of Facility Security Clear-
ance status below Secret, GFI must be
returned to the Government or de-
stroyed pursuant to direction of, and at
the discretion of, the Government.

(i) Participation in this program does
not abrogate the Government’s or the
DIB participants’ rights or obligations
regarding the handling, safeguarding,
sharing, or reporting of information, or
regarding any physical, personnel, or
other security requirements, as re-
quired by law, regulation, policy, or a
valid legal contractual obligation.

§236.7 DIB participant eligibility re-
quirements.

To be eligible to participate in this
program, a DIB company must:

(a) Have or acquire DoD-approved
medium assurance certificates to en-
able encrypted unclassified informa-
tion sharing between the Government
and DIB participants;

(b) Have an existing active Facility
Security Clearance (FCL) granted
under the National Industrial Security
Program Operating Manual (NISPOM)
(DoD 5220.22-M) with approved safe-
guarding for at least Secret informa-
tion, and continue to qualify under the
NISPOM for retention of its FCL and
approved safeguarding (http://
www.dtic.mil/whs/directives/corres/pdf/
522022m.pdf);

(c) Have or acquire a Communication
Security (COMSEC) account in accord-
ance with the NISPOM Chapter 9, Sec-
tion 4 (DoD 5220.22-M), which provides
procedures and requirements for
COMSEC activities;

(d) Obtain access to DoD’s secure
voice and data transmission systems
supporting the DIB CS/IA program,

(e) Own or operate covered DIB sys-
tem(s), and

(f) Execute the standardized FA with
the Government (available during the
application process), which implements
the requirements set forth in sections
236.4 through 236.6 of this part.
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PART 237a—PUBLIC AFFAIRS
LIAISON WITH INDUSTRY

Sec.

237a.1
237a.2
237a.3
237a.4

AUTHORITY: 5 U.S.C. 301.

SOURCE: 35 FR 10889, July 7, 1970, unless
otherwise noted.

Purpose.
Applicability.
Objective and policy.
Procedures.

§237a.1 Purpose.

This part establishes (a) guidance for
preparation of the Defense Industry
Bulletin, and (b) includes guidance and
procedures governing Department of
Defense cooperation with industry on
(1) public affairs matters in general, (2)
industry-sponsored events, and (3) ad-
vertising defense themes and products.

§237a.2 Applicability.

The provisions of this part apply to
all components of the DoD.

§237a.3 Objective and policy.

(a) It is important that American in-
dustry—particularly defense contrac-
tors—understand the plans, programs,
and activities of the DoD. Such under-
standing can be achieved by (1) wide
dissemination of information to the
business community, consistent with
national security, and (2) cooperation
with industry in public relations ac-
tivities which are not contrary to the
national or DoD interests.

(b) As outlined in part 237 of this sub-
chapter, DoD components shall cooper-
ate with industry at local and regional
levels. However, they will notify the
Assistant Secretary of Defense (Public
Affairs) (ASD(PA)) promptly of any
local or regional activity which has the
potential of being escalated, or which
has been escalated by unforeseen cir-
cumstances, to national or inter-
national interest.

§237a.4 Procedures.

(a) Defense Industry Bulletin. The bul-
letin, authorized by part 237 of this
subchapter to apprise defense contrac-
tors, trade associations and other busi-
ness organizations of DoD policies,
plans, programs, and procedures which
have an impact on business or indus-

§237a.4

try, achieve widespread awareness and
understanding of DoD policies, plans,
programs, and procedures governing re-
search, development and production,
and the procurement of goods and serv-
ices, and serve as a guide to and stimu-
late ideas throughout the industrial
community concerning solutions of
problems arising in fulfillment of DoD
requirements, will be published and
distributed by the Directorate for Com-
munity Relations, OASD(PA).

(1) DoD components may submit any
of the items listed below to the Editor,
Defense Industry Bulletin, OASD(PA),
by the 20th day of each month. If no
significant information exists, a nega-
tive report will be submitted.

(i) Articles, preferably by-lined, with
supporting photographs or illustra-
tions. (Suggested length is 2,000-2,500
words, but may be shorter or longer as
coverage of subject requires.)

(ii) Material covering subjects that
are timely and of particular interest to
those organizations oriented toward
defense contracting, including, but not
necessarily limited to:

(a) Research and development;

(b) Procurement;

(c) Contract management;

(d) Small business opportunity;

(e) DoD policies affecting industry;

(f) Management improvement pro-
grams, such as Zero Defects;

(9) Programs successfully conducted
by industry and the DoD working to-
gether;

(h) Explanations of new
issuances affecting industry; and

(i) Major organizational changes.

(iii) Key personnel appointment and
reassignment announcements, for the
““About People” section.

(iv) New or revised official directives,

DoD

instructions, regulations, and other
publications, for the ‘‘Bibliography”
section.

(v) Scheduled technical meetings and
symposia sponsored by DoD organiza-
tions, projected at least forty-five (45)
days, for the ‘“Meeting and Symposia”
section.

(vi) Announcements of meetings, con-
ferences, briefings, demonstrations, ex-
ercises, etc., projected at least forty-
five (45) days, for the ‘‘Calendar of
Events.”
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