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(4) Mechanisms to back-up and other-
wise protect hardware, software, docu-
ments, and other communications; and, 

(5) Mechanisms to report breaches or 
suspected breaches of personally iden-
tifiable information to the Department 
of Homeland Security, and to respond 
to those breaches. 

(b) Monitoring of access. The com-
prehensive Tribal IV–D agency must 
monitor routine access to and use of 
the Computerized Tribal IV–D System 
and Office Automation through meth-
ods such as audit trails and feedback 
mechanisms to guard against, and 
promptly identify, unauthorized access 
or use; 

(c) Training and information. The com-
prehensive Tribal IV–D agency must 
have procedures to ensure that all per-
sonnel, including Tribal IV–D staff and 
contractors, who may have access to or 
be required to use confidential program 
data in the Computerized Tribal IV–D 
System and Office Automation are ade-
quately trained in security procedures. 

(d) Penalties. The comprehensive 
Tribal IV–D agency must have adminis-
trative penalties, including dismissal 
from employment, for unauthorized ac-
cess to, disclosure or use of confiden-
tial information. 

Subpart C—Funding for Comput-
erized Tribal IV–D Systems and 
Office Automation 

§ 310.20 What are the conditions for 
funding the installation, operation, 
maintenance and enhancement of 
Computerized Tribal IV–D Systems 
and Office Automation? 

(a) Conditions that must be met for FFP 
at the applicable matching rate in 
§ 309.130(c) of this chapter for Computer-
ized Tribal IV–D Systems. The following 
conditions must be met to obtain 90 
percent FFP in the costs of installa-
tion of the Model Tribal IV–D System 
and FFP at the applicable matching 
rate under § 309.130(c) of this chapter in 
the costs of operation, maintenance, 
and enhancement of a Computerized 
Tribal IV–D System: 

(1) A comprehensive Tribal IV–D 
agency must have submitted, and 
OCSE must have approved, an Advance 
Planning Document (APD) for the in-

stallation and enhancement of a Com-
puterized Tribal IV–D System; 

(2) An APD for installation of a Com-
puterized Tribal IV–D System must: 

(i) Represent the sole systems effort 
being undertaken by the comprehen-
sive Tribal IV–D agency under this 
part; 

(ii) Describe the projected resource 
requirements for staff, hardware, soft-
ware, network connections and other 
needs and the resources available or ex-
pected to be available to meet the re-
quirements; 

(iii) Contain a proposed schedule of 
project milestones with detail suffi-
cient to describe the tasks, activities, 
and complexity of the initial imple-
mentation project; 

(iv) Contain a proposed budget in-
cluding a description of expenditures 
by category and amount for items re-
lated to installing, operating, main-
taining, and enhancing the Computer-
ized Tribal IV–D System; and 

(v) Contain a statement that the 
comprehensive Tribal IV–D agency 
agrees in writing to use the Computer-
ized Tribal IV–D System for a min-
imum period of time; 

(3) The following conditions, in addi-
tion to those in paragraphs (a)(1) and 
(2) of this section, must be met to ob-
tain FFP in the installation costs of 
access to a State or another com-
prehensive Tribal IV–D program’s ADP 
system established under an Intergov-
ernmental Service Agreement. The 
comprehensive Tribal IV–D agency 
must: 

(i) Maintain a copy of each intergov-
ernmental cooperative agreement and 
Service Agreement in its files for Fed-
eral review; and 

(ii) Ensure that the: 
(A) Service Agreement for which FFP 

is being sought, meets the definition of 
a Service Agreement as defined in 
§ 310.1 of this title; 

(B) Claims for FFP conform to the 
timely claim provisions of part 95 sub-
part A of this title; and 

(C) Service Agreement was not pre-
viously disapproved by the Depart-
ment. 

(4) The following conditions, in addi-
tion to those in paragraphs (a)(1) 
through (3) of this section, must be met 
in order for a comprehensive Tribal IV– 
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D agency to obtain FFP in the costs of 
enhancements to its Computerized 
Tribal IV–D System: 

(i) The project’s Total Acquisition 
Cost cannot exceed the comprehensive 
Tribal IV–D agency’s total Tribal IV–D 
program grant award for the year in 
which the acquisition request is made; 
and 

(ii) The APD budget, schedule and 
commitment to use the Computerized 
Tribal IV–D System for a specified 
minimum period of time must be up-
dated to reflect the enhancement 
project. 

(5) To receive FFP in the costs of the 
operation and maintenance of a Com-
puterized Tribal IV–D System installed 
under § 310.20 or developed under 
§ 309.145(h)(5), which refers to a Tribal 
automated data processing system that 
is funded entirely with Tribal funds, 
the comprehensive Tribal IV–D agency 
must include operation and mainte-
nance costs in its annual Title IV–D 
program budget submission in accord-
ance with § 309.15(c) of this chapter; 

(6) To receive FFP in the costs of the 
installation, operation, and mainte-
nance of essential Office Automation 
capabilities, the comprehensive Tribal 
IV–D agency must include such costs in 
its annual Title IV–D program budget 
submission in accordance with 
§ 309.15(c) of this chapter; 

(b) Procedure for APD Submittal. The 
comprehensive Tribal IV–D agency 
must submit an APD for a Computer-
ized Tribal IV–D System to the Com-
missioner of OCSE, Attention: Division 
of State and Tribal Systems. The APD 
submitted by the comprehensive Tribal 
IV–D agency must be approved and 
signed by the comprehensive Tribal IV– 
D agency Director and the appropriate 
Tribal officials prior to submission to 
OCSE for approval. 

§ 310.25 What conditions apply to ac-
quisitions of Computerized Tribal 
IV–D Systems? 

(a) APD Approval. A comprehensive 
Tribal IV–D agency must have an ap-
proved APD in accordance with the ap-
plicable requirements of § 310.20 of this 
part prior to initiating acquisition of a 
Computerized Tribal IV–D System. 

(b) Procurements. Requests for Pro-
posals (RFP) and similar procurement 

documents, contracts, and contract 
amendments involving costs eligible 
for FFP, must be submitted to OCSE 
for approval prior to release of the pro-
curement document, and prior to the 
execution of the resultant contract 
when a procurement is anticipated to 
or will exceed the Simplified Acquisi-
tion Threshold; 

(c) Software and ownership rights. (1) 
All procurement and contract instru-
ments must include a clause that pro-
vides that the comprehensive Tribal 
IV–D agency will have all ownership 
rights to Computerized Tribal IV–D 
System software or enhancements 
thereof and all associated documenta-
tion designed, developed or installed 
with FFP. Intergovernmental Service 
Agreements are not subject to this 
paragraph. 

(2) OCSE reserves a royalty-free, non-
exclusive, and irrevocable license to re-
produce, publish, or otherwise use and 
to authorize others to use for Federal 
Government purposes, such software, 
modifications and documentation. 

(3) FFP is not available for the costs 
of rental or purchase of proprietary ap-
plication software developed specifi-
cally for a Computerized Tribal IV–D 
System. Commercial-off-the-shelf 
(COTS) software packages that are sold 
or leased to the general public at estab-
lished catalog or market prices are not 
subject to the ownership and license 
provisions of this requirement. 

(d) Requirements for acquisitions under 
the threshold amount. A comprehensive 
Tribal IV–D agency is not required to 
submit procurement documents, con-
tracts, and contract amendments for 
acquisitions under the Simplified Ac-
quisition Threshold unless specifically 
requested to do so in writing by OCSE. 

§ 310.30 Under what circumstances 
would FFP be suspended or dis-
allowed in the costs of Computer-
ized Tribal IV–D Systems? 

(a) Suspension of APD approval. OCSE 
will suspend approval of the APD for a 
Computerized Tribal IV–D System ap-
proved under this part as of the date 
that the system ceases to comply sub-
stantially with the criteria, require-
ments, and other provisions of the 
APD. OCSE will notify a Tribal IV–D 
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