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safety case documentation for the im-
plementation. 

(g) Upon receipt of an REC, FRA will 
consider all safety case information to 
the extent feasible and appropriate, 
given the specific facts before the agen-
cy. Nothing in this section limits re- 
use of any applicable safety case infor-
mation by a party other than the party 
receiving: 

(1) A prior approval or recognition re-
ferred to in this section; or 

(2) A Type Approval or PTC System 
Certification under this subpart. 

§ 236.1033 Communications and secu-
rity requirements. 

(a) All wireless communications be-
tween the office, wayside, and onboard 
components in a PTC system shall pro-
vide cryptographic message integrity 
and authentication. 

(b) Cryptographic keys required 
under paragraph (a) of this section 
shall: 

(1) Use an algorithm approved by the 
National Institute of Standards (NIST) 
or a similarly recognized and FRA ap-
proved standards body; 

(2) Be distributed using manual or 
automated methods, or a combination 
of both; and 

(3) Be revoked: 
(i) If compromised by unauthorized 

disclosure of the cleartext key; or 
(ii) When the key algorithm reaches 

its lifespan as defined by the standards 
body responsible for approval of the al-
gorithm. 

(c) The cleartext form of the cryp-
tographic keys shall be protected from 
unauthorized disclosure, modification, 
or substitution, except during key 
entry when the cleartext keys and key 
components may be temporarily dis-
played to allow visual verification. 
When encrypted keys or key compo-
nents are entered, the cryptographi-
cally protected cleartext key or key 
components shall not be displayed. 

(d) Access to cleartext keys shall be 
protected by a tamper resistant mecha-
nism. 

(e) Each railroad electing to also pro-
vide cryptographic message confiden-
tiality shall: 

(1) Comply with the same require-
ments for message integrity and au-
thentication under this section; and 

(2) Only use keys meeting or exceed-
ing the security strength required to 
protect the data as defined in the rail-
road’s PTCSP and required under 
§ 236.1013(a)(7). 

(f) Each railroad, or its vendor or 
supplier, shall have a prioritized serv-
ice restoration and mitigation plan for 
scheduled and unscheduled interrup-
tions of service. This plan shall be in-
cluded in the PTCDP or PTCSP as re-
quired by §§ 236.1013 or 236.1015, as appli-
cable, and made available to FRA upon 
request, without undue delay, for res-
toration of communication services 
that support PTC system services. 

(g) Each railroad may elect to impose 
more restrictive requirements than 
those in this section, consistent with 
interoperability requirements specified 
in the PTCSP for the system. 

§ 236.1035 Field testing requirements. 

(a) Before any field testing of an 
uncertified PTC system, or a product of 
an uncertified PTC system, or any re-
gression testing of a certified PTC sys-
tem is conducted on the general rail 
system, the railroad requesting the 
testing must provide: 

(1) A complete description of the PTC 
system; 

(2) An operational concepts docu-
ment; 

(3) A complete description of the spe-
cific test procedures, including the 
measures that will be taken to protect 
trains and on-track equipment; 

(4) An analysis of the applicability of 
the requirements of subparts A 
through G of this part to the PTC sys-
tem that will not apply during testing; 

(5) The date the proposed testing 
shall begin; 

(6) The test locations; and 
(7) The effect on the current method 

of operation the PTC system will or 
may have under test. 

(b) FRA may impose additional test-
ing conditions that it believes may be 
necessary for the safety of train oper-
ations. 

(c) Relief from regulations other than 
from subparts A through G of this part 
that the railroad believes are necessary 
to support the field testing, must be re-
quested in accordance with part 211 of 
this title. 
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