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(3) Each covered aircraft operator 
may not submit SFPD for any pas-
senger on a covered flight who does not 
provide a full name, date of birth and 
gender. Each covered aircraft operator 
may not accept a request for authoriza-
tion to enter a sterile area from a non- 
traveling individual who does not pro-
vide a full name, date of birth and gen-
der. 

(4) Each covered aircraft operator 
must ensure that each third party that 
accepts a reservation, or accepts a re-
quest for authorization to enter a ster-
ile area, on the covered aircraft opera-
tor’s behalf complies with the require-
ments of this section. 

(5) If the covered aircraft operator 
also has an operation of an aircraft 
that is subject to 49 CFR 1544.101(b) 
through (i), the covered aircraft oper-
ator may submit SFPD for passengers 
on these operations for watch list 
matching under this part, provided 
that the covered aircraft operator— 

(i) Collects and transmits the SFPD 
for the passengers in accordance with 
this section; 

(ii) Provides the privacy notice to the 
passengers in accordance with 49 CFR 
1560.103; and 

(iii) Complies with the requirements 
of 49 CFR 1560.105 and 1560.107. 

(b) Transmission of Secure Flight Pas-
senger Data to TSA. Beginning on the 
date provided in a covered aircraft op-
erator’s AOIP, the covered aircraft op-
erator must electronically transmit 
SFPD to TSA, prior to the scheduled 
departure of each covered flight, in ac-
cordance with its AOIP as approved by 
TSA. 

(1) To the extent available, each cov-
ered aircraft operator must electroni-
cally transmit SFPD to TSA for each 
passenger on a covered flight. 

(2) Each covered aircraft operator 
must transmit SFPD to TSA prior to 
the scheduled flight departure time, in 
accordance with its AOIP as approved 
by TSA. 

(c) Transmission of non-traveler infor-
mation to TSA. Beginning on the date 
provided in a covered aircraft opera-
tor’s AOIP, the covered aircraft oper-
ator must electronically transmit 
SFPD to TSA for each non-traveling 
individual, prior to authorizing access 
to an airport sterile area. 

(d) Retransmission of information. Each 
covered aircraft operator must re-
transmit to TSA updates to the infor-
mation listed in paragraphs (b) and (c) 
of this section to reflect most recent 
changes to that information, as speci-
fied in its AOIP as approved by TSA. 

§ 1560.103 Privacy notice. 
(a) Electronic collection of informa-

tion—(1) Current electronic collection of 
information. Prior to collecting infor-
mation through a Web site or self-serv-
ice kiosk from a passenger or non-trav-
eling individual in order to comply 
with § 1560.101(a), a covered aircraft op-
erator must make available the com-
plete privacy notice set forth in para-
graph (b) of this section. 

(2) Other electronic collection of infor-
mation. If a covered aircraft operator 
collects information directly from a 
passenger or non-traveling individual 
in order to comply with § 1560.101(a) 
through an electronic means not de-
scribed in paragraph (a)(1) of this sec-
tion, the covered aircraft operator 
must make available the complete pri-
vacy notice set forth in paragraph (b) 
of this section. 

(3) Third party Web site. Each covered 
aircraft operator must ensure that 
each third party that maintains a Web 
site capable of making a reservation 
for the covered aircraft operator’s res-
ervation system, make available on its 
Web site the complete privacy notice 
set forth in paragraph (b) of this sec-
tion prior to collecting information 
through the Web site. 

(b) Privacy notice. The covered air-
craft operator may substitute its name 
for the word ‘‘us,’’ but the complete 
privacy notice otherwise must be iden-
tical to the following paragraph unless 
TSA has approved alternative lan-
guage: 

The Transportation Security Administra-
tion of the U.S. Department of Homeland Se-
curity requires us to collect information 
from you for purposes of watch list screen-
ing, under the authority of 49 U.S.C. section 
114, and the Intelligence Reform and Ter-
rorism Prevention Act of 2004. Providing this 
information is voluntary; however, if it is 
not provided, you may be subject to addi-
tional screening or denied transport or au-
thorization to enter a sterile area. TSA may 
share information you provide with law en-
forcement or intelligence agencies or others 
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under its published system of records notice. 
For more on TSA Privacy policies, or to view 
the system of records notice and the privacy 
impact assessment, please see TSA’s Web 
site at www.tsa.gov. 

§ 1560.105 Denial of transport or ster-
ile area access; designation for en-
hanced screening. 

(a) Applicability. (1) This section ap-
plies to each covered aircraft operator 
beginning on the date that TSA as-
sumes the watch list matching func-
tion for the passengers and non-trav-
eling individuals to whom that covered 
aircraft operator issues a boarding pass 
or other authorization to enter a ster-
ile area. TSA will provide prior written 
notification to the covered aircraft op-
erator no later than 60 days before the 
date on which it will assume the watch 
list matching function from that cov-
ered aircraft operator. 

(2) Prior to the date that TSA as-
sumes the watch list matching func-
tion from a covered aircraft operator, 
the covered aircraft operator must 
comply with existing watch list match-
ing procedures for passengers and non- 
traveling individuals, including denial 
of transport or sterile area access or 
designation for enhanced screening for 
individuals identified by the covered 
aircraft operator or TSA. 

(b) Watch list matching results. Except 
as provided in paragraph (b) of this sec-
tion, a covered aircraft operator must 
not issue a boarding pass or other au-
thorization to enter a sterile area to a 
passenger or a non-traveling indi-
vidual, and must not allow that indi-
vidual to board an aircraft or enter a 
sterile area, until TSA informs the cov-
ered aircraft operator of the results of 
watch list matching for that passenger 
or non-traveling individual, in response 
to the covered aircraft operator’s most 
recent SFPD submission for that pas-
senger or non-traveling individual. 

(1) Denial of boarding pass. If TSA 
sends a covered aircraft operator a 
boarding pass printing result that says 
the passenger or non-traveling indi-
vidual must be placed on inhibited sta-
tus, the covered aircraft operator must 
not issue a boarding pass or other au-
thorization to enter a sterile area to 
that individual and must not allow 
that individual to board an aircraft or 
enter a sterile area. 

(2) Selection for enhanced screening. If 
TSA sends a covered aircraft operator 
a boarding pass printing result that 
says the passenger has been selected 
for enhanced screening at a security 
checkpoint, the covered aircraft oper-
ator may issue a boarding pass to that 
individual and must identify the indi-
vidual for enhanced screening, in ac-
cordance with procedures approved by 
TSA. The covered aircraft operator 
must place a code on the boarding pass 
that meets the requirements described 
in the Consolidated User Guide. If TSA 
sends a covered aircraft operator a 
boarding pass printing result that says 
the non-traveling individual has been 
selected for enhanced screening at a se-
curity checkpoint, the covered aircraft 
operator must not issue an authoriza-
tion to enter a sterile area to that indi-
vidual. 

(3) Cleared for boarding or entry into a 
sterile area. If TSA sends a covered air-
craft operator a boarding pass printing 
result that instructs a covered aircraft 
operator that a passenger or non-trav-
eling individual is cleared, the covered 
aircraft operator may issue a boarding 
pass or other authorization to enter a 
sterile area to that individual, unless 
required under another TSA require-
ment to identify the passenger or non- 
traveling individual for enhanced 
screening or to deny entry into the 
sterile area. The covered aircraft oper-
ator must place a code on the boarding 
pass or authorization to enter the ster-
ile area that meets the requirements 
described in the Consolidated User 
Guide. 

(4) Override by a covered aircraft oper-
ator. No covered aircraft operator may 
override a TSA boarding pass printing 
result that instructs a covered aircraft 
operator to place a passenger or non- 
traveling individual in an inhibited 
status or to identify a passenger or 
non-traveling individual for enhanced 
screening, unless explicitly authorized 
by TSA to do so. 

(5) Updated SFPD from covered aircraft 
operator. When a covered aircraft oper-
ator sends updated SFPD to TSA under 
§ 1560.101(d) for a passenger or non-trav-
eling individual for whom TSA has al-
ready issued a boarding pass printing 
result, all previous TSA results con-
cerning the passenger or non-traveling 
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