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the national defense or foreign rela-
tions of the U.S. and has been main-
tained and protected as classified infor-
mation under prior orders shall con-
tinue to be treated as classified infor-
mation under the Executive Order and
is subject to its provisions regarding
declassification.

§1312.9 Downgrading and declassifica-
tion.

Classified information originated by
OMB offices will be downgraded or de-
classified as soon as it no longer quali-
fies for continued protection under the
provisions of the classification guides.
Authority to downgrade or declassify
OMB-originated information is granted
to those authorized to classify (See
§1312.5). Additionally, the Associate Di-
rector (or Assistant Director) for Ad-
ministration is authorized to exercise
downgrading and declassification ac-
tions up to and including the Top Se-
cret level.

(a) Transferred material. Information
which was originated by an agency
that no longer exists, or that was re-
ceived by OMB in conjunction with a
transfer of functions, is deemed to be
OMB-originated material. Information
which has been transferred to another
agency for storage purposes remains
the responsibility of OMB.

(b) Periodic review of classified mate-
rial. Each office possessing classified
material will review that material on
an annual basis or in conjunction with
the transfer of files to non-current
record storage and take action to
downgrade or declassify all material no
longer qualifying for continued protec-
tion at that level. All material trans-
ferred to non-current record storage
must be properly marked with correct
downgrade and declassification in-
structions.

§1312.10 Systematic review guidelines.

The EOP Security Officer will pre-
pare and keep current such guidelines
as are required by Executive Order
12958 for the downgrading and declas-
sification of OMB material that is in
the custody of the Archivist of the
United States.

§1312.22

§1312.11 Challenges to classifications.

OMB employees are encouraged to fa-
miliarize themselves with the provi-
sions of Executive Order 12958 and with
OMB Manual Sections 1010, 1020, and
1030. Employees are also encouraged to
question or to challenge those classi-
fications they believe to be improper,
unnecessary, or for an inappropriate
time. Such questions or challenges
may be addressed to the originator of
the classification, unless the chal-
lenger desires to remain anonymous, in
which case the question may be di-
rected to the EOP Security Officer.

§1312.12 Security Program Review
Committee.

The Associate Director (or Assistant
Director) for Administration will chair
the OMB Security Program Review
Committee, which will act on sugges-
tions and complaints about the OMB
security program.

Subpart B—Control and Account-
ability of Classified Informa-
tion

§1312.21 Purpose and authority.

This subpart sets forth procedures for
the receipt, storage, accountability,
and transmission of classified informa-
tion at the Office of Management and
Budget. It is issued under the authority
of Executive Order 12958, (60 FR 19825, 3
CFR, 1995 Comp., P.333), as imple-
mented by Information Security Over-
sight Office Directive No 1 (32 CFR part
2001), and is applicable to all OMB em-
ployees.

§1312.22 Responsibilities.

The effective direction by supervisors
and the alert performance of duty by
employees will do much to ensure the
adequate security of classified informa-
tion in the possession of OMB offices.
Each employee has a responsibility to
protect and account for all classified
information that he/she knows of with-
in his/her area of responsibility. Such
information will be made available
only to those persons who have an offi-
cial need to know and who have been
granted the appropriate security clear-
ance. Particular care must be taken
not to discuss classified information
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§1312.23

over unprotected communications cir-
cuits (to include intercom and closed-
circuit TV), at non-official functions,
or at any time that it might be re-
vealed to unauthorized persons. Classi-
fied information may only be entered
into computer systems meeting the ap-
propriate security criteria.

(a) EOP Security Officer. In coopera-
tion with the Associate Director (or
Assistant Director) for Administration,
the EOP Security Officer supervises
the administration of this section. Spe-
cifically, he/she:

(1) Promotes the correct under-
standing of this section and insures
that initial and annual briefings about
security procedures are given to all
new employees.

(2) Provides for periodic inspections
of office areas and reviews of produced
documents to ensure full compliance
with OMB regulations and procedures.

(3) Takes prompt action to inves-
tigate alleged violations of security,
and recommends appropriate adminis-
trative action with respect to viola-
tors.

(4) Supervises the annual inventories
of Top Secret material.

(5) Ensures that containers used to
store classified material meet the ap-
propriate security standards and that
combinations to security containers
are changed as required.

(b) Heads of Offices. The head of each
division or office is responsible for the
administration of this section in his/
her area. These responsibilities in-
clude:

(1) The appointment of account-
ability control clerks as prescribed in
§1312.26.

(2) The maintenance of the prescribed
control and accountability records for
classified information within the of-
fice.

(3) Establishing internal procedures
to ensure that classified material is
properly safeguarded at all times.

§1312.23 Access to classified informa-
tion.

Classified information may be made
available to a person only when the
possessor of the information estab-
lishes that the person has a valid ‘‘need
to know’’ and the access is essential to
the accomplishment of official govern-
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ment duties. The proposed recipient is
eligible to receive classified informa-
tion only after he/she has been granted
a security clearance by the EOP Secu-
rity Officer. Cover sheets will be used
to protect classified documents from
inadvertent disclosure while in use. An
SF-703 will be used for Top Secret ma-
terial; an SF-704 for Secret material,
and an SF-705 for Confidential mate-
rial. The cover sheet should be removed
prior to placing the document in the
files.

§1312.24 Access by historical research-
ers and former Presidential ap-
pointees.

(a) The requirements of Section
4.2(a)(3) of Executive Order 12958 may
be waived for persons who are engaged
in historical research projects, or who
previously have occupied policy-mak-
ing positions to which they were ap-
pointed by the President. Waivers may
be granted only if the Associate Direc-
tor (or Assistant Director) for Adminis-
tration, in cooperation with the EOP
Security Officer:

(1) Determines in writing that access
is consistent with the interest of na-
tional security;

(2) Takes appropriate steps to protect
classified information from unauthor-
ized disclosure or compromise, and en-
sures that the information is safe-
guarded in a manner consistent with
the order; and

(3) Limits the access granted to
former Presidential appointees to
items that the person originated, re-
viewed, signed, or received while serv-
ing as a Presidential appointee.

(b) In the instances described in para-
graph (a) of this section, the Associate
Director (or Assistant Director) for Ad-
ministration, in cooperation with the
EOP Security Officer, will make a de-
termination as to the trustworthiness
of the requestor and will obtain writ-
ten agreement from the requestor to
safeguard the information to which ac-
cess is given. He/She will also obtain
written consent to the review by OMB
of notes and manuscripts for the pur-
pose of determining that no classified
information is contained therein. Upon
the completion of these steps, the ma-
terial to be researched will be reviewed
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