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the Department of State or through
methods approved by DHS.

(5) States must verify REAL ID driv-
er’s licenses and identification cards
with the State of issuance.

(6) Nothing in this section precludes
a State from issuing an interim license
or a license issued under §37.71 that
will not be accepted for official pur-
poses to allow the individual to resolve
any non-match.

§37.15 Physical security features for
the driver’s license or identification
card.

(a) General. States must include doc-
ument security features on REAL ID
driver’s licenses and identification
cards designed to deter forgery and
counterfeiting, promote an adequate
level of confidence in the authenticity
of cards, and facilitate detection of
fraudulent cards in accordance with
this section.

(1) These features must not be capa-
ble of being reproduced using tech-
nologies that are commonly used and
made available to the general public.

(2) The proposed card solution must
contain a well-designed, balanced set of
features that are effectively combined
and provide multiple layers of security.
States must describe these document
security features in their security
plans pursuant to §37.41.

(b) Integrated security features. REAL
ID driver’s licenses and identification
cards must contain at least three levels
of integrated security features that
provide the maximum resistance to
persons’ efforts to—

(1) Counterfeit, alter, simulate, or re-
produce a genuine document;

(2) Alter, delete, modify, mask, or
tamper with data concerning the origi-
nal or lawful card holder;

(3) Substitute or alter the original or
lawful card holder’s photograph and/or
signature by any means; and

(4) Create a fraudulent document
using components from legitimate
driver’s licenses or identification
cards.

(c) Security features to detect false
cards. States must employ security fea-
tures to detect false cards for each of
the following three levels:

(1) Level 1. Cursory examination,
without tools or aids involving easily
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identifiable visual or tactile features,
for rapid inspection at point of usage.

(2) Level 2. Examination by trained
inspectors with simple equipment.

(3) Level 3. Inspection by forensic spe-
cialists.

(d) Document security and integrity.
States must conduct a review of their
card design and submit a report to DHS
with their certification that indicates
the ability of the design to resist com-
promise and document fraud attempts.
The report required by this paragraph
is SSI and must be handled and pro-
tected in accordance with 49 CFR part
1520. Reports must be updated and sub-
mitted to DHS whenever a security fea-
ture is modified, added, or deleted.
After reviewing the report, DHS may
require a State to provide DHS with
examination results from a recognized
independent laboratory experienced
with adversarial analysis of identifica-
tion documents concerning one or more
areas relating to the card’s security.

§37.17 Requirements for the surface of
the driver’s license or identification
card.

To be accepted by a Federal agency
for official purposes, REAL ID driver’s
licenses and identification cards must
include on the front of the card (unless
otherwise specified below) the fol-
lowing information:

(a) Full legal mame. Except as per-
mitted in §37.11(c)(2), the name on the
face of the license or card must be the
same as the name on the source docu-
ment presented by the applicant to es-
tablish identity. Where the individual
has only one name, that name should
be entered in the last name or family
name field, and the first and middle
name fields should be left blank. Place
holders such as NFN, NMN, and NA
should not be used.

(b) Date of birth.

(c) Gender, as determined by the
State.

(d) Unique Driver’s license or identifica-
tion card number. This cannot be the in-
dividual’s SSN, and must be unique
across driver’s license or identification
cards within the State.

(e) Full facial digital photograph. A
full facial photograph must be taken
pursuant to the standards set forth
below:
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(1) States shall follow specifically
ISO/IEC  19794-5:2005(E) Information
technology—Biometric Data Inter-
change Formats—Part 5: Face Image
Data. The Director of the Federal Reg-
ister approves this incorporation by
reference in accordance with 5 U.S.C.
562(a) and 1 CFR part 51. You may ob-
tain a copy of these incorporated
standards from http:/www.ansi.org, or
by contacting ANSI at ANSI, 25 West
43rd Street, 4th Floor, New York, New
York 10036. You may inspect a copy of
the incorporated standard at the De-
partment of Homeland Security, 1621
Kent Street, 9th Floor, Rosslyn, VA
(please call 703-235-0709 to make an ap-
pointment) or at the National Archives
and Records Administration (NARA).
For information on the availability of
material at NARA, call 202-741-6030, or
go to www.archives.gov/federal register/
code of federal regulations/
ibr _locations.html.

These standards include:

(i) Lighting shall be equally distrib-
uted on the face.

(ii) The face from crown to the base
of the chin, and from ear-to-ear, shall
be clearly visible and free of shadows.

(iii) Veils, scarves or headdresses
must not obscure any facial features
and not generate shadow. The person
may not wear eyewear that obstructs
the iris or pupil of the eyes and must
not take any action to obstruct a pho-
tograph of their facial features.

(iv) Where possible, there must be no
dark shadows in the eye-sockets due to
the brow. The iris and pupil of the eyes
shall be clearly visible.

(v) Care shall be taken to avoid ‘“hot
spots’ (bright areas of light shining on
the face).

(2) Photographs may be in black and
white or color.

(f) Address of principal residence, ex-
cept an alternative address may be dis-
played for:

(1) Individuals for whom a State law,
regulation, or DMV procedure permits
display of an alternative address, or

(2) Individuals who satisfy any of the
following:

(i) If the individual is enrolled in a
State address confidentiality program
which allows victims of domestic vio-
lence, dating violence, sexual assault,
stalking, or a severe form of traf-
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ficking, to keep, obtain, and use alter-
native addresses; and provides that the
addresses of such persons must be kept
confidential, or other similar program;

(ii) If the individual’s address is enti-
tled to be suppressed under State or
Federal law or suppressed by a court
order including an administrative
order issued by a State or Federal
court; or

(iii) If the individual is protected
from disclosure of information pursu-
ant to section 384 of the Illegal Immi-
gration Reform and Immigrant Respon-
sibility Act of 1996.

(3) In areas where a number and
street name has not been assigned for
U.S. mail delivery, an address conven-
tion used by the U.S. Postal Service is
acceptable.

(g) Signature. (1) The card must in-
clude the signature of the card holder.
The signature must meet the require-
ments of the March 2005 American As-
sociation of Motor Vehicle Administra-
tors (AAMVA) standards for the 2005
AAMVA Driver’s License/Identification
Card Design Specifications, Annex A,
section A.7.7.2. This standard includes
requirements for size, scaling, crop-
ping, color, borders, and resolution.
The Director of the Federal Register
approves this incorporation by ref-
erence in accordance with 5 TU.S.C.
552(a) and 1 CFR part 51. You may ob-
tain a copy of these standards from
AAMVA on-line at http://
www.aamva.org, or by contacting
AAMVA at 4301 Wilson Boulevard,
Suite 400, Arlington, VA 22203. You
may inspect a copy of these incor-
porated standards at the Department
of Homeland Security, 1621 Kent
Street, 9th Floor, Rosslyn, VA (please
call 703-235-0709 to make an appoint-
ment) or at the National Archives and
Records Administration (NARA). For
information on the availability of ma-
terial at NARA, call 202-741-6030, or go
to http://www.archives.gov/
federal register/
code of federal regulations/
ibr _locations.html.

(2) The State shall establish alter-
native procedures for individuals un-
able to sign their name.

(h) Physical security features, pursuant
to §37.15 of this subpart.
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(i) Machine-readable technology on the
back of the card, pursuant to §37.19 of
this subpart.

(3) Date of transaction.

(k) Expiration date.

(1) State or territory of issuance.

(m) Printed information. The name,
date of birth, gender, card number,
issue date, expiration date, and address
on the face of the card must be in
Latin alpha-numeric characters. The
name must contain a field of no less
than a total of 39 characters, and
longer names shall be truncated fol-
lowing the standard established by
International Civil Aviation Organiza-
tion (ICAO) 9303, ‘‘Machine Readable
Travel Documents,” Volume 1, part 1,
Sixth Edition, 2006. The Director of the
Federal Register approves this incorpo-
ration by reference in accordance with
5 U.S.C. 552(a) and 1 CFR part 51. You
may obtain a copy of ICAO 9303 from
the ICAO, Document Sales Unit, 999
University Street, Montreal, Quebec,
Canada H3C 5H7, e-mail: sales@icao.int.
You may inspect a copy of the incor-
porated standard at the Department of
Homeland Security, 1621 Kent Street,
9th Floor, Rosslyn, VA (please call 703—
235-0709 to make an appointment) or at
the National Archives and Records Ad-
ministration (NARA). For information
on the availability of material at
NARA, call 202-741-6030, or go to http:/
www.archives.gov/federal register/
code of federal regulations/
ibr _locations.html.

(n) The card shall bear a DHS-ap-
proved security marking on each driv-
er’s license or identification card that
is issued reflecting the card’s level of
compliance as set forth in §37.51 of this
Rule.

§37.19 Machine readable technology
on the driver’s license or identifica-
tion card.

For the machine readable portion of
the REAL ID driver’s license or identi-
fication card, States must use the ISO/
IEC 15438:2006(E) Information Tech-
nology—Automatic identification and
data capture techniques—PDF417 sym-
bology specification. The Director of
the Federal Register approves this in-
corporation by reference in accordance
with 5 U.S.C. 552(a) and 1 CFR part 51.
You may obtain a copy of these incor-

§37.21

porated standards at hittp:/
www.ansi.org, or by contacting ANSI at
ANSI, 256 West 43rd Street, 4th Floor,
New York, New York 10036. You may
inspect a copy of the incorporated
standard at the Department of Home-
land Security, 1621 Kent Street, 9th
Floor, Rosslyn, VA (please call 703-235—
0709 to make an appointment) or at the
National Archives and Records Admin-
istration (NARA). For information on
the availability of material at NARA,
call 202-741-6030, or go to http:/
www.archives.gov/federal register/

code of federal regulations/

ibr _locations.html. The PDF417 bar code
standard must have the following de-
fined minimum data elements:

(a) Expiration date.

(b) Full legal name, unless the State
permits an applicant to establish a
name other than the name that ap-
pears on a source document, pursuant
to §37.11(c)(2).

(c) Date of transaction.

(d) Date of birth.

(e) Gender.

(f) Address as listed on the card pur-
suant to §37.17(f).

(g) Unique driver’s license or identi-
fication card number.

(h) Card design revision date, indi-
cating the most recent change or modi-
fication to the visible format of the
driver’s license or identification card.

(i) Inventory control number of the
physical document.

(j) State or territory of issuance.

§37.21 Temporary or limited-term
driver’s licenses and identification
cards.

States may only issue a temporary or
limited-term REAL ID driver’s license
or identification card to an individual
who has temporary lawful status in the
United States.

(a) States must require, before
issuing a temporary or limited-term
driver’s license or identification card
to a person, valid documentary evi-
dence, verifiable through SAVE or
other DHS-approved means, that the
person has lawful status in the United
States.

(b) States shall not issue a temporary
or limited-term driver’s license or
identification card pursuant to this
section:
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