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Federal agency until that outstanding 
fee has been paid in full to the agency. 

§ 5.30 Notice of court-ordered and 
emergency disclosures. 

(a) Court-ordered disclosures. When a 
record pertaining to an individual is re-
quired to be disclosed by a court order, 
the component shall make reasonable 
efforts to provide notice of this to the 
individual. Notice shall be given within 
a reasonable time after the compo-
nent’s receipt of the order, except that 
in a case in which the order is not a 
matter of public record, the notice 
shall be given only after the order be-
comes public. This notice shall be 
mailed to the individual’s last known 
address and shall contain a copy of the 
order and a description of the informa-
tion disclosed. Notice shall not be 
given if disclosure is made from a 
criminal law enforcement system of 
records that has been exempted from 
the notice requirement. 

(b) Emergency disclosures. Upon dis-
closing a record pertaining to an indi-
vidual made under compelling cir-
cumstances affecting health or safety, 
the component shall notify that indi-
vidual of the disclosure. This notice 
shall be mailed to the individual’s last 
known address and shall state the na-
ture of the information disclosed; the 
person, organization, or agency to 
which it was disclosed; the date of dis-
closure; and the compelling cir-
cumstances justifying the disclosure. 

§ 5.31 Security of systems of records. 
(a) In general. Each component shall 

establish administrative and physical 
controls to prevent unauthorized ac-
cess to its systems of records, to pre-
vent unauthorized disclosure of 
records, and to prevent physical dam-
age to or destruction of records. The 
stringency of these controls shall cor-
respond to the sensitivity of the 
records that the controls protect. At a 
minimum, each component’s adminis-
trative and physical controls shall en-
sure that: 

(1) Records are protected from public 
view; 

(2) The area in which records are 
kept is supervised during business 
hours to prevent unauthorized persons 
from having access to them; 

(3) Records are inaccessible to unau-
thorized persons outside of business 
hours; and 

(4) Records are not disclosed to unau-
thorized persons or under unauthorized 
circumstances in either oral or written 
form. 

(b) Procedures required. Each compo-
nent shall have procedures that re-
strict access to records to only those 
individuals within the Department who 
must have access to those records in 
order to perform their duties and that 
prevent inadvertent disclosure of 
records. 

§ 5.32 Contracts for the operation of 
record systems. 

Under 5 U.S.C. 552a(m), any approved 
contract for the operation of a record 
system will contain the standard con-
tract requirements issued by the Gen-
eral Services Administration to ensure 
compliance with the requirements of 
the Privacy Act for that record system. 
The contracting component will be re-
sponsible for ensuring that the con-
tractor complies with these contract 
requirements. 

§ 5.33 Use and collection of social secu-
rity numbers. 

Each component shall ensure that 
employees authorized to collect infor-
mation are aware: 

(a) That individuals may not be de-
nied any right, benefit, or privilege as 
a result of refusing to provide their so-
cial security numbers, unless the col-
lection is authorized either by a stat-
ute or by a regulation issued prior to 
1975; and 

(b) That individuals requested to pro-
vide their social security numbers 
must be informed of: 

(1) Whether providing social security 
numbers is mandatory or voluntary; 

(2) Any statutory or regulatory au-
thority that authorizes the collection 
of social security numbers; and 

(3) The uses that will be made of the 
numbers. 

§ 5.34 Standards of conduct for admin-
istration of the Privacy Act. 

Each component will inform its em-
ployees of the provisions of the Privacy 
Act, including the Act’s civil liability 
and criminal penalty provisions. Unless 

VerDate Mar<15>2010 14:53 Jan 30, 2012 Jkt 226011 PO 00000 Frm 00034 Fmt 8010 Sfmt 8010 Q:\06\6V1.TXT ofr150 PsN: PC150


		Superintendent of Documents
	2012-02-15T13:09:40-0500
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




