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Department of Energy § 1016.25 

§ 1016.21 Protection of Restricted Data 
in storage. 

(a) Persons who possess Restricted 
Data pursuant to an Access Permit 
shall store Secret and Confidential doc-
uments and material when not in use 
in accordance with one of the following 
methods: 

(1) In a locked vault, safe, or safe- 
type steel file cabinet having a 3-posi-
tion dial-type combination lock; or 

(2) In a dual key, bank safety deposit 
box; or 

(3) In a steel file cabinet secured by a 
steel lock bar and a 3-position dial- 
type changeable combination padlock; 
or 

(4) In a locked steel file cabinet when 
located in a security area established 
under § 1016.23 or when the cabinet or 
the place in which the cabinet is lo-
cated is under DOE-approved intrusion 
alarm protection. 

(b) Changes of combination: Each 
permittee shall change the combina-
tion on locks of his safekeeping equip-
ment whenever such equipment is 
placed in use, whenever an individual 
knowing the combination no longer re-
quires access to the repository as a re-
sult of change in duties or position in 
the permittee’s organization, or termi-
nation of employment with the per-
mittee or whenever the combination 
has been subjected to compromise, and 
in any event at least once a year. Per-
mittees shall classify records of com-
binations no lower than the highest 
classification of the documents and 
material authorized for storage in the 
safekeeping equipment concerned. 

(c) The lock on safekeeping equip-
ment of the type specified in paragraph 
(a)(4) of this section shall be replaced 
immediately whenever a key is lost. 

§ 1016.22 Protection while in use. 
While in use, documents and material 

containing Restricted Data shall be 
under the direct control of an appro-
priately cleared individual, and the Re-
stricted Data shall be capable of being 
removed from sight immediately. 

§ 1016.23 Establishment of security 
areas. 

(a) When, because of their nature or 
size, it is impracticable to safeguard 
documents and material containing Re-

stricted Data in accordance with the 
provisions of §§ 1016.21 and 1016.22, a se-
curity area to protect such documents 
and material shall be established. 

(b) The following controls shall apply 
to security areas: 

(1) Security areas shall be separated 
from adjacent areas by a physical bar-
rier designed to prevent entrance into 
such areas, and access to the Re-
stricted Data within the areas, by un-
authorized individuals. 

(2) During working hours, admittance 
shall be controlled by an appropriately 
cleared individual posted at each un-
locked entrance. 

(3) During nonworking hours, admit-
tance shall be controlled by protective 
personnel on patrol, with protective 
personnel posted at unlocked en-
trances, or by such intrusion alarm 
system as DOE may approve. 

(4) Each individual authorized to 
enter a security area shall be issued a 
distinctive badge or pass when the 
number of employees assigned to the 
area exceeds thirty. 

§ 1016.24 Special handling of classified 
material. 

When the Restricted Data contained 
in material is not ascertainable by ob-
servation or examination at the place 
where the material is located and when 
the material is not readily removable 
because of size, weight, radioactivity, 
or similar factors, DOE may authorize 
the permittee to provide such lesser 
protection than is otherwise required 
by §§ 1016.21 to 1016.23 inclusive, as DOE 
determines to be commensurate with 
the difficulty of removing the mate-
rial. 

§ 1016.25 Protective personnel. 
Whenever protective personnel are 

required by § 1016.23, such protective 
personnel shall: 

(a) Possess a ‘‘Q’’ or ‘‘L’’ security 
clearance or access authorization or 
‘‘Q(X)’’ or ‘‘L(X)’’ access authorization 
if the Restricted Data being protected 
is classified Confidential, or a ‘‘Q’’ se-
curity clearance or access authoriza-
tion or ‘‘Q(X)’’ access authorization if 
the Restricted Data being protected is 
classified Secret. 

(b) Be armed with sidearms of not 
less than .38 caliber. 
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