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(2) Reasonable suspicion must be 
based on an articulable belief, drawn 
from facts and reasonable inferences 
from those particular facts, that an 
HRP-certified individual is in posses-
sion of, or under the influence of, an il-
legal drug or alcohol. Such a belief 
may be based on, among other things: 

(i) Observable phenomena, such as di-
rect observation of the use or posses-
sion of illegal drugs or alcohol, or the 
physical symptoms of being under the 
influence of drugs or alcohol; 

(ii) A pattern of abnormal conduct or 
erratic behavior; 

(iii) Information provided by a reli-
able and credible source that is inde-
pendently corroborated; or 

(iv) Detection of alcohol odor on the 
breath. 

(f) Counterintelligence Evaluation. 
HRP candidates and, when selected, 
HRP-certified individuals, must submit 
to and successfully complete a counter-
intelligence evaluation, which includes 
a polygraph examination in accordance 
with 10 CFR part 709, Polygraph Exam-
ination Regulations and any subse-
quent revisions to that regulation. 

§ 712.16 DOE security review. 
(a) A personnel security specialist 

will perform a personnel security file 
review of an HRP candidate and HRP- 
certified individual upon receiving the 
supervisory review, medical assess-
ment, and management evaluation and 
recommendation. 

(b) If the personnel security file re-
view is favorable, this information 
must be forwarded to the HRP certi-
fying official. If the review reveals a 
security concern, or if a security con-
cern is identified during another com-
ponent of the HRP process, the HRP 
certifying official must be notified and 
the security concern evaluated in ac-
cordance with the criteria in 10 CFR 
part 710, subpart A. All security con-
cerns must be resolved according to 
procedures outlined in 10 CFR part 710, 
subpart A, rather than through the 
procedures in this part. 

(c) Any mental/personality disorder 
or behavioral issues found in a per-
sonnel security file, which could im-
pact an HRP candidate or HRP-cer-
tified individual’s ability to perform 
HRP duties, may be provided in writing 

to the SOMD, Designated Physician, 
and Designated Psychologist pre-
viously identified for receipt of this in-
formation. Medical personnel may not 
share any information obtained from 
the personnel security file with anyone 
who is not an HRP certifying official. 

§ 712.17 Instructional requirements. 
(a) HRP management officials at 

each DOE site or facility with HRP po-
sitions must establish an initial and 
annual HRP instruction and education 
program. The program must provide: 

(1) HRP candidates, HRP-certified in-
dividuals, supervisors, and managers, 
and supervisors and managers respon-
sible for HRP positions with the knowl-
edge described in paragraph (b)(1) of 
this section; and 

(2) For all HRP medical personnel, a 
detailed explanation of HRP duties and 
responsibilities. 

(b) The following program elements 
must be included in initial and annual 
instruction. The elements may be tai-
lored to accommodate group dif-
ferences and refresher training needs: 

(1) The objectives of the HRP and the 
role and responsibilities of each indi-
vidual in the HRP to include recog-
nizing and responding to behavioral 
change and aberrant or unusual behav-
ior that may result in a risk to na-
tional security or nuclear explosive 
safety; recognizing and reporting secu-
rity concerns and prescription drug 
use; and an explanation of return-to- 
work requirements and continuous 
evaluation of HRP participants; and 

(2) For those who have nuclear explo-
sive responsibilities, a detailed expla-
nation of duties and safety require-
ments. 

§ 712.18 Transferring HRP certifi-
cation. 

(a) For HRP certification to be trans-
ferred, the individual must currently 
be certified in the HRP. 

(b) Transferring the HRP certifi-
cation from one site to another re-
quires the following before the indi-
vidual is allowed to perform HRP du-
ties at the new site: 

(1) Verify that the individual is cur-
rently certified in the HRP and is 
transferring into a designated HRP po-
sition; 
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(2) Incorporate the individual into 
the new site’s alcohol and drug-testing 
program; 

(3) Ensure that the 12-month time pe-
riod for HRP requirements that was es-
tablished at the prior site is not ex-
ceeded; and 

(4) Provide site-specific instruction. 
(c) Temporary assignment to HRP 

positions at other sites requires 
verification that the individual is cur-
rently enrolled in the HRP and has 
completed all site-specific instruction. 
The individual is required to return to 
the site that maintains his or her HRP 
certification for recertification. 

§ 712.19 Removal from HRP. 

(a) Immediate removal. A supervisor 
who has a reasonable belief that an 
HRP-certified individual is not reli-
able, based on either a safety or secu-
rity concern, must immediately re-
move that individual from HRP duties 
pending a determination of the individ-
ual’s reliability. A supervisor also 
must immediately remove an indi-
vidual from HRP duties when requested 
to do so by the HRP certifying official. 
The supervisor must, at a minimum: 

(1) Require the individual to stop per-
forming HRP duties; 

(2) Take action to ensure the indi-
vidual is denied both escorted and 
unescorted access to the material ac-
cess areas; and 

(3) Provide, within 24 hours, to the 
individual and the HRP management 
official, a written reason for these ac-
tions. 

(b) The temporary removal of an 
HRP-certified individual from HRP du-
ties pending a determination of the in-
dividual’s reliability is an interim, pre-
cautionary action and does not con-
stitute a determination that the indi-
vidual is not fit to perform his or her 
required duties. Removal is not, in 
itself, cause for loss of pay, benefits, or 
other changes in employment status. 

(c) Temporary removal. (1) If an HRP 
management official receives a super-
visor’s written notice of the immediate 
removal of an HRP-certified individual, 
that official must direct the temporary 
removal of the individual pending an 
evaluation and determination of the in-
dividual’s reliability. 

(2) If removal is based on a security 
concern, the HRP management official 
must notify the HRP certifying official 
and the applicable DOE personnel secu-
rity office. The security concern will 
be resolved under the criteria and pro-
cedures in 10 CFR part 710, subpart A. 

(3) If removal is based on a concern 
that is not security related, the HRP 
management official must conduct an 
evaluation of the circumstances or in-
formation that led the supervisor to re-
move the individual from HRP duties. 
The HRP management official must 
prepare a written report of the evalua-
tion that includes a determination of 
the individual’s reliability for con-
tinuing HRP certification. 

(4) If the HRP management official 
determines that an individual who has 
been temporarily removed continues to 
meet the requirements for certifi-
cation, the HRP management official 
must: 

(i) Notify the individual’s supervisor 
of the determination and direct that 
the individual be allowed to return to 
HRP duties; 

(ii) Notify the individual; and 
(iii) Notify the HRP certifying offi-

cial. 
(5) If the HRP management official 

determines that an individual who has 
been temporarily removed does not 
meet the HRP requirements for certifi-
cation, the HRP management official 
must forward the written report to the 
HRP certifying official. If the HRP cer-
tifying official is not the Manager, the 
HRP certifying official must review 
the written report and take one of the 
following actions: 

(i) Direct that the individual be rein-
stated and provide written explanation 
of the reasons and factual bases for the 
action; 

(ii) Direct continuation of the tem-
porary removal pending completion of 
specified actions (e.g., medical assess-
ment, treatment) to resolve the con-
cerns about the individual’s reliability; 
or 

(iii) Recommend to the Manager the 
revocation of the individual’s certifi-
cation and provide written explanation 
of the reasons and factual bases for the 
decision. 
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