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(5) Pertinent local records concerning 
the employee concerned shall be re-
viewed with favorable results. 

(6) Whenever possible, access shall be 
confined to a single instance or at 
most, a few occasions. The approval for 
access shall automatically expire 30 
calendar days from date access com-
menced. If the need for access is ex-
pected to continue for a period in ex-
cess of 30 days, written approval of the 
granting authority is required. At such 
time as it is determined that the need 
for access is expected to extend beyond 
90 days, the individual concerned shall 
be promptly processed for the level of 
clearance required. When extended ac-
cess has been approved, such access 
shall be cancelled at or before 90 days 
from original date of access. 

(7) Access at the higher level shall be 
limited to information under the con-
trol and custody of the authorizing of-
ficial and shall be afforded under the 
general supervision of a properly 
cleared employee. The employee 
charged with providing such super-
vision shall be responsible for: 

(i) Recording the higher-level infor-
mation actually revealed, 

(ii) The date(s) such access is af-
forded; and 

(iii) The daily retrieval of the mate-
rial accessed. 

(8) Access at the next higher level 
shall not be authorized for COMSEC, 
SCI, NATO, or foreign government in-
formation. 

(9) The exercise of this provision 
shall be used sparingly and repeat use 
within any 12 month period on behalf 
of the same individual is prohibited. 
The approving authority shall main-
tain a record containing the following 
data with respect to each such access 
approved: 

(i) The name, and SSN of the em-
ployee afforded higher level access. 

(ii) The level of access authorized. 
(iii) Justification for the access, to 

include an explanation of the compel-
ling reason to grant the higher level 
access and specifically how the DoD 
mission would be furthered. 

(iv) An unclassified description of the 
specific information to which access 
was authorized and the duration of ac-
cess along with the date(s) access was 
afforded. 

(v) A listing of the local records re-
viewed and a statement that no signifi-
cant adverse information concerning 
the employee is known to exist. 

(vi) The approving authority’s signa-
ture certifying (h)(9) (i) through (v) of 
this section. 

(vii) Copies of any pertinent briefing/ 
debriefings administered to the em-
ployee. 

(h) Access by retired flag/general offi-
cers. (1) Upon determination by an ac-
tive duty flag/general officer that there 
are compelling reasons, in furtherance 
of the Department of Defense mission, 
to grant a retired flag/general officer 
access to classified information in con-
nection with a specific DoD program or 
mission, for a period not greater than 
90 days, the investigative requirements 
of this part may be waived. The access 
shall be limited to classified informa-
tion at a level commensurate with the 
security clearance held at the time of 
retirement—not including access to 
SCI. 

(2) The flag/general officer approving 
issuance of the clearance shall, provide 
the appropriate DoD Component cen-
tral clearance facility a written record 
to be incorporated into the DCII detail-
ing: 

(i) Full identifying data pertaining to 
the cleared subject; 

(ii) The classification of the informa-
tion to which access was authorized. 

(3) Such access may be granted only 
after the compelling reason and the 
specific aspect of the DoD mission 
which is served by granting such access 
has been detailed and under the condi-
tion that the classified materials in-
volved are not removed from the con-
fines of a government installation or 
other area approved for storage of DoD 
classified information. 

[52 FR 11219, Apr. 8, 1987, as amended at 55 
FR 3223, Jan. 31, 1990] 

§ 154.17 Special access programs. 
(a) General. It is the policy of the De-

partment of Defense to establish, to 
the extent possible, uniform and con-
sistent personnel security investigative 
requirements. Accordingly, investiga-
tions exceeding established require-
ments are authorized only when man-
dated by statute, national regulations, 
or international agreement. In this 
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connection, there are certain Special 
Access programs originating at the na-
tional or international level that re-
quire personnel security investigations 
and procedures of a special nature. 
These programs and the special inves-
tigative requirements imposed by them 
are described in this section. A Special 
Access program is any program de-
signed to control access, distribution, 
and protection of particularly sensitive 
information established pursuant to 
section 4–2 of Executive Order 12356 and 
prior Orders. Title 32 CFR part 159 gov-
erns the establishment of Depart-
mental Special Access Programs. 

(b) Sensitive Compartmented Informa-
tion (SCI). (1) The investigative require-
ments for access to SCI is an SBI (See 
paragraph 4, appendix A) including a 
NAC on the individual’s spouse or co-
habitant. When conditions indicate, ad-
ditional investigation shall be con-
ducted on the spouse of the individual 
and members of the immediate family 
(or other persons to whom the indi-
vidual is bound by affection or obliga-
tion) to the extent necessary to permit 
a determination by the adjudication 
agency that the Personnel Security 
standards of DCID 1/14 are met. 

(2) A previous investigation con-
ducted within the past five years which 
substantially meets the investigative 
requirements prescribed by this section 
may serve as a basis for granting ac-
cess approval provided that there has 
been no break in the individual’s mili-
tary service, DoD civilian employment, 
or access to classified information 
under the Industrial Security Program 
greater than 12 months. The individual 
shall submit one copy of an updated 
PSQ covering the period since the com-
pletion of the last SBI. 

(c) Single Integrated Operation Plan— 
Extremely Sensitive Information (SIOP- 
ESI). The investigative requirement for 
access to SIOP-ESI is an SBI, including 
a NAC on the spouse and the individ-
ual’s immediate family who are 18 
years of age or over and who are U.S. 
citizens other than by birth or who are 
resident aliens. 

(d) Presidential support activities. (1) 
DoD Directive 5210.55 1 prescribes the 
policies and procedures for the nomina-

tion, screening, selection, and contin-
ued evaluation of DoD military and ci-
vilian personnel and contractor em-
ployees assigned to or utilized in Presi-
dential Support activities. The type of 
investigation of individuals assigned to 
Presidential Support activities varies 
according to whether the person inves-
tigated qualifies for Category One or 
Category Two as indicated below: 

(i) Category one. (A) Personnel as-
signed on a permanent or full-time 
basis to duties in direct support of the 
President (including the office staff of 
the Director, White House Military Of-
fice, and all individuals under his con-
trol): 

(1) Presidential aircrew and associ-
ated maintenance and security per-
sonnel. 

(2) Personnel assigned to the White 
House communications activities and 
the Presidential retreat. 

(3) White House transportation per-
sonnel. 

(4) Presidential mess attendants and 
medical personnel. 

(5) Other individuals filling adminis-
trative positions at the White House. 

(B) Personnel assigned on a tem-
porary or part-time basis to duties sup-
porting the President: 

(1) Military Social Aides. 
(2) Selected security, transportation, 

flight-line safety, and baggage per-
sonnel. 

(3) Others with similar duties. 
(C) Personnel assigned to the Office 

of the Military Aide to the Vice Presi-
dent. 

(ii) Category two. (A) Personnel as-
signed to honor guards, ceremonial 
units, and military bands who perform 
at Presidential functions and facilities. 

(B) Employees of contractors who 
provide services or contractors employ-
ees who require unescorted access to 
Presidential Support areas, activities, 
or equipment—including maintenance 
of the Presidential retreat, commu-
nications, and aircraft. 

(C) Individuals in designated units re-
quiring a lesser degree of access to the 
President or Presidential Support ac-
tivities. 

(2) Personnel nominated for Category 
One duties must have been the subject 
of an SBI, including a NAC on the 
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spouse and all members of the individ-
ual’s immediate family of 18 years of 
age or over who are U.S. citizens other 
than by birth or who are resident 
aliens. The SBI must have been com-
pleted within the 12 months preceding 
selection for Presidential Support du-
ties. If such an individual marries sub-
sequent to the completion of the SBI, 
the required spouse check shall be 
made at that time. 

(3) Personnel nominated for Category 
Two duties must have been the subject 
of a BI, including a NAC on the spouse 
and all members of the individual’s im-
mediate family of 18 years of age or 
over who are U.S. citizens other than 
by birth or who are resident aliens. The 
BI must have been completed within 
the 12 months preceding selection for 
Presidential Support duties. It should 
be noted that duties (separate and dis-
tinct from their Presidential Support 
responsibilities) of some Category Two 
personnel may make it necessary for 
them to have special access clearances 
which require an SBI. 

(4) The U.S. citizenship of foreign- 
born immediate family members of all 
Presidential Support nominees must be 
verified by investigation. 

(5) A limited number of Category One 
personnel having especially sensitive 
duties have been designated by the Di-
rector, White House Military Office as 
‘‘Category A.’’ These personnel shall be 
investigated under special scoping in 
accordance with the requirements of 
the Memorandum of Understanding be-
tween the Director, White House Mili-
tary Office and the Special Assistant to 
the Secretary and Deputy Secretary of 
Defense, July 30, 1980. 

(e) Nuclear Weapon Personnel Reli-
ability Program (PRP). (1) DoD Directive 
5210.42 1 sets forth the standards of indi-
vidual reliability required for per-
sonnel performing duties associated 
with nuclear weapons and nuclear com-
ponents. The investigative requirement 
for personnel performing such duties is: 

(i) Critical position: BI. In the event 
that it becomes necessary to consider 
an individual for a critical position and 
the required BI has not been com-
pleted, interim certification may be 

made under carefully controlled condi-
tions as set forth below. 

(A) The individual has had a favor-
able DNACI, NAC (or ENTNAC) within 
the past 5 years without a break in 
service or employment in excess of 1 
year. 

(B) The BI has been requested. 
(C) All other requirements of the 

PRP screening process have been ful-
filled. 

(D) The individual is identified to su-
pervisory personnel as being certified 
on an interim basis. 

(E) The individual is not used in a 
two-man team with another such indi-
vidual. 

(F) Justification of the need for in-
terim certification is documented by 
the certifying official. 

(G) Should the BI not be completed 
within 150 days from the date of the re-
quest, the certifying official shall 
query the Component clearance au-
thority, who shall ascertain from DIS 
the status of the investigation. On the 
basis of such information, the certi-
fying official shall determine whether 
to continue or to withdraw the interim 
certification. 

(ii) Controlled position: DNACI/NACI. 
(A) An ENTNAC completed for the pur-
pose of first term enlistment or induc-
tion into the Armed Forces does not 
satisfy this requirement. 

(B) Interim certification is author-
ized for an individual who has not had 
a DNACI/NACI completed within the 
past 5 years, subject to the following 
conditions: 

(1) The individual has had a favorable 
ENTNAC/NAC, or higher investigation, 
that is more than 5 years old and has 
not had a break in service or employ-
ment in excess of 1 year. 

(2) A DNACI/NACI has been requested 
at the time of interim certification. 

(3) All other requirements of the PRP 
screening process have been fulfilled. 

(4) Should the DNACI/NACI not be 
completed within 90 days from the date 
of the request, the procedures set forth 
in paragraph (e)(1)(i)(G) of this section 
for ascertaining the delay of the inves-
tigation in the case of a critical posi-
tion shall apply. 
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(iii) Additional requirements apply. (A) 
The investigation upon which certifi-
cation is based must have been com-
pleted within the last 5 years from the 
date of initial assignment to a PRP po-
sition and there must not have been a 
break in service or employment in ex-
cess of 1 year between completion of 
the investigation and initial assign-
ment. 

(B) In those cases in which the inves-
tigation was completed more than 5 
years prior to initial assignment or in 
which there has been a break in service 
or employment in excess of 1 year sub-
sequent to completion of the investiga-
tion, a reinvestigation is required. 

(C) Subsequent to initial assignment 
to the PRP, reinvestigation is not re-
quired so long as the individual re-
mains in the PRP. 

(D) A medical evaluation of the indi-
vidual as set forth in DoD Directive 
5210.42. 

(E) Review of the individual’s per-
sonnel file and other official records 
and information locally available con-
cerning behavior or conduct which is 
relevant to PRP standards. 

(F) A personal interview with the in-
dividual for the purpose of informing 
him of the significance of the assign-
ment, reliability standards, the need 
for reliable performance, and of 
ascertaining his attitude with respect 
to the PRP. 

(G) Service in the Army, Navy and 
Air Force Reserve does not constitute 
active service for PRP purposes. 

(f) Access to North Atlantic Treaty Or-
ganization (NATO) classified information. 
(1) Personnel assigned to a NATO staff 
position requiring access to NATO Cos-
mic (Top Secret), Secret, or Confiden-
tial information shall have been the 
subject of a favorably adjudicated BI 
(10 year scope), DNACI/NACI or NAC/ 
ENTNAC, current within five years 
prior to the assignment, in accordance 
with USSAN Instruction 1–69 and 
§ 154.19(f). 

(2) Personnel not assigned to a NATO 
staff position, but requiring access to 
NATO Cosmic, Secret or Confidential 
information in the normal course of 
their duties, must possess the equiva-
lent final U.S. security clearance based 
upon the appropriate personnel secu-
rity investigation (appendix A) re-

quired by §§ 154.16(b) and 154.19(j) of this 
part. 

(g) Other special access programs. Spe-
cial investigative requirements for 
Special Access programs not provided 
for in this paragraph may not be estab-
lished without the written approval of 
the Deputy Under Secretary of Defense 
for Policy. 

§ 154.18 Certain positions not nec-
essarily requiring access to classi-
fied information. 

(a) General. DoD Directive 5200.8 1 
outlines the authority of military com-
manders under the Internal Security 
Act of 1950 to issue orders and regula-
tions for the protection of property or 
places under their command. Essential 
to carrying out this responsibility is a 
commander’s need to protect the com-
mand against the action of 
untrustworthy persons. Normally, the 
investigative requirements prescribed 
in this part should suffice to enable a 
commander to determine the trust-
worthiness of individuals whose duties 
require access to classified information 
or appointment to positions that are 
sensitive and do not involve such ac-
cess. However, there are certain cat-
egories of positions or duties which, al-
though not requiring access to classi-
fied information, if performed by 
untrustworthy persons, could enable 
them to jeopardize the security of the 
command or otherwise endanger the 
national security. The investigative re-
quirements for such positions or duties 
are detailed in this section. 

(b) Access to restricted areas, sensitive 
information or equipment not involving 
access to classified information. (1) Ac-
cess to restricted areas, sensitive infor-
mation or equipment by DoD military, 
civilian or contractor personnel shall 
be limited to those individuals who 
have been determined trustworthy as a 
result of the favorable completion of a 
NAC (or ENTNAC) or who are under 
the escort of appropriately cleared per-
sonnel. Where escorting such persons is 
not feasible, a NAC shall be conducted 
and favorably reviewed by the appro-
priate component agency or activity 
prior to permitting such access. DoD 
Components shall not request, and 
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